OEOEPAJIbHAA CITYXBA N0 TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOIJIIO

Y1BepxaeH
OCTDOK Poccun
5 despans 2021 1.

METOOUYECKUA OOKYMEHT
METOOUKA OLIEHKU YITPO3 BE3OMNACHOCTU UHOOPMALIUUA
1. O6wWwuMe nonoxeHus

1.1. Hacrosmas Mertoauka oOmeHKH yrpo3 Oe3omacHoctH uHGopMmamnuu (naiee - Meroauka)
pa3paboTaHa B COOTBETCTBMM ¢ mHoAmyHkToM 4 myHkrta 8 Ilomoxenus o DexpepanbHoil ciyx0e 1O
TEXHHYECKOMY U OKCIIOPTHOMY KOHTPOJIO, yTBepxkAeHHOro Yka3zom Ilpesumenta Poccuiickoii
®enepaunu ot 16 aBrycra 2004 r. N 1085.

1.2. Meroauka ornpenenseT NOpsSI0K U CoaepKaHue paboT MO ONMpPEAETICHUI0 YyIpo3 0e30MacHOCTH
uHbopManKy, peanu3anus (BO3HUKHOBEHHE) KOTOPBIX BO3MOXXKHA B HWH(OPMAIMOHHBIX CHCTEMaXx,
aBTOMATH3UPOBAHHBIX CHUCTEMax yIpaBieHHsS, WH(POPMAIMOHHO-TEIEKOMMYHUKAIMOHHBIX —CETAX,
MH(POPMAIMOHHO-TEIEKOMMYHHUKAITMOHHBIX HHPPACTPYKTYpax IEHTPOB 00paOOTKH TaHHBIX M 0OJaUHBIX
UHPpaACTPyKTypax (janee - CHCTEMBI U CETH), a TaKkKe IO pa3paboTke Mojeel yrpo3 0e30MmacHOCTH
MH(POPMAIIMY CHCTEM H CETEH.

1.3. Metoauka npuMeHsieTcsl JJi ONpenesieHus yrpo3 0e30macHOCTH MHGOpMalUHU, peanu3anus
(BOBHUKHOBEHHE) KOTOPBIX BO3MOXKHa B CHCTEMax M CETAX, OTHECEHHbIX K TIOCYJapCTBEHHBIM U
MYHULUNAIBHBIM UHPOPMALMOHHBIM CHCTEMaM, UH(POPMALMOHHBIM CUCTEMaM IEePCOHAIbHBIX JaHHBIX,
3HaYMMbIM OOBEKTaM KPUTHUECKOW HWH(POPMALMOHHOW HWHQPpacTpyKTyphl Poccuiickoit ®exnepanmmu,
MH(GOPMAIIMOHHBIM CUCTEMaM YIPaBIEHUS MPOU3BOJCTBOM, MCIIOJIB3YEMbIM OpraHU3alUsIMU 0OOPOHHO-
MIPOMBIIIIIEHHOTO KOMIUIEKCA, aBTOMATH3UPOBAHHBIM CHCTEMAM YIIPaBJICHUS NPOU3BOJACTBEHHBIMH U
TEXHOJIOTUYECKUMHU IMPOLIECCaMU Ha KPUTUUECKH BaKHBIX 00BEKTaX, MOTEHLIUAIBHO OMACHBIX 00OBEKTaX,
00BEKTaX, MPEICTABISIONIMX MOBBIIIEHHYIO OMNACHOCTh JJS JKU3HM U 3/I0pOBbA JIOAEH W A
OKPY’KaIOIlIe IPUPOJIHOHN CPEIBI.

B uHBIX ciywasx pelieHue O NMpUMEHEHUM HacTosAuieil MeTtoauku npuHuUMaercs oOanaTessiMu
MH(pOpMAaIIUU WK ONEpaTOPaMU CHCTEM U CETEH.

1.4. B noxyMeHTe HE pacCMaTpUBAIOTCA METOIUYECKHE MOIXOJBI MO OLEHKE Yrpo3 0Ee30IacHOCTH
uH(pOpMaINH, CBA3aHHBIX C HAPYLIEHHEM 0€30MacHOCTH MHU(PPOBAIBHBIX (KpUNITOrpaUuecKruX) CPeJICTB
3anIUThl HH(OPMAIINH, a TAKXKE YTPO3, CBI3aHHBIX C TEXHHUECKUMH KaHAJIaMU YTE€UYKH WH(POPMAIIHH.

1.5. Meroauka OpMEHTHpPOBAaHA HAa OLIEHKY aHTPONOIEHHBIX yrpo3 0e30macHOCTH HH(OpPMAIHH,
BO3HHUKHOBEHHE KOTOPBIX 00YCIOBIEHO NEHCTBUSAMHI HAPYIIUTENIEH.

1.6. Ha ocHoBe Hacrosimeii MeTonuku MOTYyT pa3pabaThIBaThCsl OTpacieBble (BEIOMCTBEHHBIE,
KOpIOpaTUBHbIE) METOJUKH OLEHKH Yrpo3 0e30MmacHOCTH HMHGOpMAUK, KOTOpPbIE YUYHUTHIBAIOT
0COOEHHOCTH (DYHKIIMOHUPOBAHHUS CUCTEM M CeTell B COOTBETCTBYIOLIEH 00JacTH JAEATEIbHOCTH.
Pa3pabatbiBaeMble  oTpaciieBble  (BEJOMCTBEHHBIE, KOPIIOPATUBHbIE) METOJUKH OLIEHKH YTIpo3
6e30macHOCTH HH(POPMALIUU HE JOJDKHBI IPOTUBOPEUUTH MOJIOKEHUAM HAcTOSIIEH MeTOaNKH.

1.7. B Meronuke MCHOJIB3YIOTCS TEPMHMHBI M OIPEIEICHUS, NPUBEICHHBIE B NPWIOKEHUH | K



HacToAmerd MeTronuke, a TakKe TEPMUHBI M ONPEACIICHUS, YCTAHOBJICHHBIE 3aKOHOIATEIBCTBOM
Poccuiickoit @enepanuyi W HAaIUOHAIBHBIMU CTAaHAAPTaAMHU B 00JacTH 3aIIUTHl HH(QOpMAUK U
obecrieueHrss ”HPOPMAIIMOHHON 0€30MacHOCTH.

1.8. Tlomokenuss Hacrosimied METOAMKU TPHUMEHSIOTCS IS OLEGHKH Yrpo3 0e30MmacHOCTH
nH(pOpMAaLlUM B CUCTEMaX U CETIX, PELIEHHUE O CO3JaHMM WM MOJEpHU3AIMH (Pa3BUTHUH) KOTOPBIX
MPUHSTO MOCJIE IaThl €€ YTBEPKIACHHUS, a TAKKE B IKCIUTYaTUPYEMbIX CUCTEMAX U CETSX.

Mogenu yrpo3 6e30macHOCTH MH(OpPMAIMKM CUCTEM M CeTel, pa3paboTaHHbIE U YTBEP)KICHHbIE 10
YTBEPKICHHUsI Hacrosumedn MeToguku, IpOJOJDKAIOT JEHCTBOBATH M IMOJJIEKAT HW3MEHEHUIO B
COOTBETCTBUM C HacTosuled MeTonukoil mpu pa3BUTUHM (MOAEPHHU3ALMH) COOTBETCTBYIOIIUX CHUCTEM U
CCTEH.

B cBsi3u ¢ yTBepKIIEHHEM HACTOSIIETO METOJUYECKOTO JTOKYMEHTa HE MPUMEHSIOTCS JIsi OLICHKU
yrpo3 Oe3omacHocTH HH(POpManuu MeToauKa OIpeNeNeHUs] aKTyalbHBIX yrpo3 0e30MacHOCTH
MEPCOHAIBHBIX JIAaHHBIX MPH MX 00paboTKe B WH(POPMALMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX JIaHHBIX
(®CTIK Poccun, 2008 r.) 1 Meronuka onpeneneHus akTyajJbHBIX YIpo3 0e301macHOCTH WHPOpMAaLu B
KIIFOUEBBIX cucTeMax uHdpopmarmonnoit unpactpykrypsl (PCTIK Poccuu, 2007 1.).

2. MNopsaaok oueHKU yrpo3 6esonacHocT MHdopmauum

2.1. Ouenka yrpo3 0e30macHOCTH HMH(GOPMALMM NPOBOJAUTCA B LEISIX OINpPENIENeHUuss yrpos
6e3onmacHocTH wH(pOpMaIK, peanu3anus (BOSHUKHOBEHHE) KOTOPBIX BO3MOXKHA B CHCTEMaX M CETAX C
3aJaHHOW ApPXUTEKTYpOH M B YCIOBHUSAX UX (YHKIHOHHPOBAHHS - aKTyaJbHBIX YIrpo3 O€30MacHOCTH
uHpOpManuu.

2.2. OCHOBHBIMH 3aa4aMi, peuIacMbIMU B XOJC OLCHKHU YI'PO3 0€e30macHOCTH I/IH(1)OpMaI_II/II/I,
SABJIAKOTCA:

a) OIpeaeNeHNe HETaTUBHBIX TMOCIEICTBUN, KOTOpPhlE MOTYT HACTYNHTh OT pealu3aluu
(BO3HUKHOBEHUSI) yrpo3 6€30MacHOCTH UHPOPMAIINH;

0) MHBEHTapu3alMsl CUCTEM M CeTel M OmpeeleHHe BO3MOXKHBIX OOBEKTOB BO3ICHCTBUS Yrpo3
6e30macHOCTH HH(OpMaLINH;

B) ONpeleleHHe HCTOYHHKOB yrpo3 0Oe30macHOCTH HH(OpPMAIMK U OIEHKa BO3MOXKHOCTEU
HapymuTeel o peaau3ainn yrpo3 0€301MacHOCTH HHOpMaIuu;

I') OLIEHKa CIIOCO00B peanun3auy (BO3SHUKHOBEHMsI) yIpo3 O0e3omacHoCcTH HH(popMarumy;

J1) OLIEHKa BO3MOXXHOCTH peanu3alui (BOZHUKHOBEHHS) yrpo3 Oe3omacHOCTH HHGOpMaluu M
OIpeJIeJIeHUE aKTyallbHOCTH yIpo3 0€30MacHOCTH HH(pOpMAIIUH;

€) OLICHKa CIIEHapueB peau3aliu yrpo3 6€30MacHOCTH HHPOPMAIIH B CUCTEMaX U CETSIX.
2.3. lcXxoIHBIMH JAHHBIMHU JUTSL OIICHKH YTPO3 0€30MacHOCTH HH(POPMAIINH SIBIISIOTCS:

a) oOmui mepevyeHsb yrpo3 0€30macHOCTH WHGOPMAIMH, COJIepKaIIuiics B OaHKE JaHHBIX yrpo3
6e3onacuoctu uHPopmanuu GCTIK Poccun (bdu.fstec.ru), mogenu yrpo3 6e3omacHOCTH HHGOpPMAIINY,
paspabareiBaemble DCTOK Poccum B coorBercTBUM € moamyHKToM 4 myHkra 8 Ilonoxkenus o
denepanbHOl  chnyk0e IO TEXHHMYECKOMY M 3KCIIOPTHOMY KOHTPOJIO, YTBEPXKIEHHOIO YKazoMm
[Ipesunenta Poccuiickoit @Penepaumu ot 16 asrycra 2004 1. N 1085, a Takke oTpacieBbie



(B€IOMCTBEHHBIEC, KOPIIOPATHUBHBIE) MOJIENIH YIPO3 0€301MacHOCTH HH(OpMAInu;

0) ommcaHus BEKTOPOB (IIa0JIOHBI) KOMITBIOTEPHBIX aTakK, coAepKaluecs B 0a3ax JNaHHBIX M WHBIX
HCTOYHMKAX, onmyosmkoBaHHbIX B ceth "UuTepHeT" (CAPEC, ATT&CK, OWASP, STIX, WASC u ap.);

B) JOKYMEHTAIIMS HAa CHCTEMbl M CETH (a MMEHHO: TEXHHUYECKOC 3aJ[aHhe Ha CO3JIaHHE CHCTEM U
ceTell, YaCTHOE TEXHHYECKOE 3alaHie Ha CO3JIaHMe CHCTEMBI 3alUThI, IPOrpaMMHas (KOHCTPYKTOpPCKas)
Y 3KCIUTyaTallluoHHas (PYKOBOJACTBA, MHCTPYKIIMHN) JOKYMEHTAIIHs, COJIepKalliasi CBEJICHUs] O Ha3HAYCHUHU
U (QYHKIUAX, COCTABE W apXHMTEKType CHUCTEM M CETeil, O TIpyIMax I0Jb30BaTelCii W YPOBHE HX
MOJTHOMOYMH W THUIAX JAOCTyIa, O BHEIIHUX M BHYTPEHHHUX MHTep(eiicax, a TakKe MHbIE JOKYMEHTHI Ha
CHCTEMBI M CETH, pa3pabOTKa KOTOPBIX IPEIyCMOTPEHAa TPCOOBAHHMSAMHU I10 3allUTe HH()OPMAIHH
(obecmieueHnI0 OE30MACHOCTH ) WIIH HAIIMOHALHBIMH CTaHIAPTaMH );

I) JIOTOBOPBI, COTJIALICHUS WIM HHBIE JOKYMEHTBI, COJEpXKAIHe YCIOBHS HCIIOIb30BAHUS
MH(POPMAIMOHHO-TEIEKOMMYHUKAIMOHHOW HH(PACTPYKTYpHI LIEHTpa 00pabOTKH TaHHBIX MM 00IaYHON
UHPaACTPYKTYphl IOCTaBIIMKA yCiyr (B cioy4dae (yHKIMOHHUPOBAHUS CHCTEM U ceTeil Ha Oase
MH(POPMAIIMOHHO-TEICKOMMYHUKAIIMOHHOW HHAPACTPYKTYpHI IEHTpa 00pabOTKH TaHHBIX MU 00IaYyHON

UH(PACTPYKTYPHI);

J1) HOpMaTHBHbIE IpaBoBble akThl Poccuiickoil Penepanyu, B COOTBETCTBUH C KOTOPBIMH
CO3JIA0TCS U (PYHKIIMOHUPYIOT CUCTEMBI U CETH, COAEpIKallMe B TOM YHUCIIe ONMCaHUE HAa3HAUYeHus, 3a/1a4
(pyHnkumit) cucreM u ceteit, coctaB oOpadaTeiBaeMoii HHPOPMAILIUHU U €€ TIPABOBOI PEXKUM;

€) TeXHOJOTUYEeCKHUE, MPOU3BOJACTBEHHbBIC KapThl WM WHBIE TOKYMEHTHI, COAEpIKAllue OMHCAaHUE
YHOPAaBJICHYCCKUX, OPraHU3allMOHHBIX, IMPOHU3BOJACTBCHHBIX M HHBIX OCHOBHBIX ITPOIIECCOB (6I/I3H6C-
MIPOLIECCOB) B paMKax BBIMOTHEHUs] (PYHKIMHA (MOJTHOMOYHI) UM OCYIIECTBICHHS BUAOB JESATEIBHOCTH
obnanarenst uHGopmanmu, ornepaTopa (Jajiee - OCHOBHBIC (KPUTUYECKHUE) MPOIIECCHI);

’K) pe3ylbTaThl OIICHKH PHUCKOB (yiiepOa), MpoBeACHHON oOianaTteneM HHPoOpMAUU U (W)
OTIEPaTOPOM.

VYKa3aHHbIE UCXOJHBIE JaHHbIE MOTYT YTOYHSTHCS WIJIM JOMOJHATHCS C y4ETOM OCOOEHHOCTEH
o0yacTu JesTeIbHOCTH, B KOTOPOH (PYHKIIMOHUPYIOT CUCTEMBI U CETH.

2.4. Ouenka yrpo3 0e30macHOCTH HMH(pOpMAlMU JIOJKHA HOCUTh CHCTEMAaTHYEeCKMH XapakTep U
OCYIIECTBIISITHCS KaK Ha JTale CO3/IaHUsl CHCTEM U CETeH, TaK M B XOJ/I€ MX JIKCIUTyaTalllH, B TOM YHCIIe
OpU DPa3BUTUU (MOJEpPHM3AaLMHU) cucTeM M cereil. CucTteMatnyeckui NOJAXOA K OLEHKE YIrpo3
0e30macHOCTH MH(POPMAIIUHU MTO3BOJUT MOICPKUBAThH aICKBATHYIO U YPPEKTHBHYIO CUCTEMY 3aIlUTHI B
YCIIOBUAX U3MEHEHHUs yrpo3 0e30nacHOCTH nHpopMaluy U HH(GOPMAIIMOHHBIX PECYPCOB M KOMIIOHEHTOB
CUCTEM WU ceTeld. YueT H3MEeHEHHH yrpo3 0e3omacHOCTH HHQOpMAIMM 00ECIEeYUT CBOEBPEMEHHYIO
BBIpAOOTKY a/IeKBaTHBIX U 3()(PeKTUBHBIX Mep Mo 3amuTe nHpopManuu (obecreueHno 6e30MacHOCTH) B
cHCTEeMax M CeTsX.

2.5. Ha srtane co3gaHust CUCTEM M CETeH OlLleHKa yrpo3 0€30MacHOCTH HHPOPMALIUU TPOBOIUTCS Ha
OCHOBE UX IMPEANOIAraéMbIX AapXUTEKTYphl W YCIOBUH (YHKIIMOHUPOBAHUS, OMPEICIIEHHBIX IIO
pe3ysbTaTaM M3ydeHUs U aHaJIM3a UCXOJHBIX JaHHBIX HAa HUX. B Xoze 3KcIuTyaTalluy CUCTEM U CETEH, B
TOM 4HCJIe MPU Pa3BUTUU (MOJEPHU3AIMU) CUCTEM U CeTeH, OLleHKa yrpo3 0e30MacHOCTH MH(pOpMaluu
MPOBOJUTCS JJIsl PEATbHOM apXWUTEKTYphl CHUCTEM U CeTe M YCIOBHM HX (DYHKIMOHHPOBAHUS,
MOJIyYEHHBIX [0 pe3yJibTaTaM aHalu3a MCXOAHBIX JaHHBIX, HWHBEHTapU3aluu HHGOPMAIMOHHBIX
pPECYPCOB, aHaN3a YSI3BUMOCTEH M (WIM) TECTUPOBAaHUS HA NPOHUKHOBEHUE CUCTEM U CETEH, a TaKXKe
MHBIX METOJIOB HCCJIEJOBAaHUM YPOBHS 3alMIIEHHOCTH CHUCTEM U CeTel M cojepikalieics B HHUX



nHpopMaIuu.

2.6. Tlo pe3ynbraraM OLICHKH, MPOBEJECHHON B COOTBETCTBUHU C HACTOsIIEH MeTOAMKOH, TOJIKHBI
ObITh BBISBJICHBI AKTyaJbHBIE YIpO3bl 0€30MacHOCTH HH(OpPMAIMK, pealn3anus (BOSHHUKHOBEHUE)
KOTOPBIX MOJKET IPUBECTH K HAPYIICHUIO Oe3omacHOCTH 00pabaThiBaeMOl B CHCTEMax M CETSIX
uHpopManuy (HapyLIEHUIO KOH(PUIIEHIUAIBHOCTH, IEJIOCTHOCTH, JOCTYIHOCTH, HEOTKa3yeMOCTH,
MOJIOTYETHOCTH, ayTCHTUYHOCTH U JJOCTOBEPHOCTH MH(POPMAIUH U (HIIK) CPEACTB €€ 00paboTKM) U (M)
K HapyILIEHUIO, MPEKPaIICHNI0 (PYHKIIMOHUPOBAHUS CUCTEM U CETEH.

Ha orame co3manus cucteM M ceTell pe3yiabTaThl OLEHKH yrpo3 Oe3omacHOCTH HH(OpMarun
JOJDKHBI OBITH HAIPaBJICHBI Ha 00OCHOBaHUE BHIOOPA OPraHU3AIMOHHBIX M TEXHHYECKHX MEp 10 3alHTe
uHpopmanuu (obecrieueHNI0 0€30MacHOCTH), a TaK)Ke Ha BHIOOpP CPEACTB 3alIMThl MHPOPMAIUU U HUX
(YHKIIMOHAIBHBIX BO3MOYKHOCTEH.

Ha srtane skcrutyaraluu CUCTEM U CeTell pPe3yJsbTaThl OLIEHKU yrpo3 0e30macHOCTH MH(OpMaLuH
JOJDKHBI OBITh HampaBiIeHbl Ha OLIEHKY 3()()EKTUBHOCTU NPHUHATHIX TEXHUYECKHX MEp, B TOM 4YHCIe
HCIOJIb3YEMBIX CPEJCTB 3aIMThI HHPOPMAIIUH.

2.7. Ouenka yrpo3 Oe3omnacHOCTH HWHGOPMALMA MPOBOAUTCA TMOJpA3ACICHUEM [0 3alIUTe
nHpopManuy (OTACTHFHBIMU CIICIIHAIMCTAMH, HA3HAYCHHBIMU OTBETCTBEHHBIMHU 32 O0CCIICUCHUE 3AIIUTHI
unpopmanuu (obecrieyeHrne O€30MaCHOCTH)) obnanatens HHPOpPMAIMU WIH OIepaTopa C Y4acTHEM
MO/IpA3JCJICHUH WM CHEUaJIMCTOB, OTBETCTBEHHBIX 3a OJKCIulyaTanuio cuctemM u cered (UT-
CHEIHATMCTOB, CIEIHUAINCTOB aBTOMAaTU3UPOBAHHBIX CUCTEM YIpPaBIEHUS, CHEIHATUCTOB CBSI3U U JIp.),
OCHOBHBIX (IMTPO(HUIBLHBIX) TIOpa3AeiicHui o0naaarens nadopManuy uiu orneparopa. s OleHKH yrpo3
6e3omacHOCTH MH(pOPMAIMK N0 pelieHuio obnaaarens nHGOpMaIuu WM Oleparopa B COOTBETCTBUU C
3aKOHOJATeNbCTBOM Poccmiickoii  dexepanuy MOTYT TPUBIEKATHCS — CIICHUAIUCTHI  CTOPOHHHX
OpraHu3aluil.

Hnst omeHku yrpo3 0e30MacHOCTH HWH(OpMAIMU PEKOMEHIYETCS TMPHUBJIEKATh CICIHAINCTOB,
o0JaaromuX CIeayOIMMI 3HAHUSIMU U YMEHUSIMHU:

a) OCHOB OIICHKH PHCKOB, a TAaK)K€ OCHOBHBIX PHCKOB OT HapyIICHUs! ()YHKIIMOHHUPOBAHUS CUCTEM U
ceTell M HapylIeHUs 0e30MacHOCTH 00pabaTeiBaeMoi nHpopManuu (J1anee - HHHOPMAILIMOHHBIE PUCKH);

0) yrpo3 6e3omacHocTy HH(OPMAITUU U CIIOCOOOB MX peann3anuu (BOSHUKHOBEHU);

B) TAaKTMK M TEXHUK IPOBEACHUS KOMIBIOTEPHBIX aTak (peajau3alMyd yrpo3 0e30macHOCTH
nHpopmanun);

T') OCHOBHBIX TUTIOB KOMITBIOTEPHBIX UHITUICHTOB U MIPUYHUH UX BOSHUKHOBEHHS;
J1) OCHOBHBIX YSI3BUMOCTEMN CUCTEM U CETEH;

€) HOPMAaTHBHBIX NPABOBBIX AKTOB IO CO3JAaHHUIO M (DYHKIIMOHUPOBAHHUIO CUCTEM M CETeH, 3aluTe
nHpopMmanuu (oOecredyeHnto Oe30MacHOCTH) B HUX, OCHOBHBIX (KPUTHYECKHX) TpoieccoB (OM3HEC-
nporeccoB) obnanatesns HHGpopMauu U (M) oreparopa;

) OILIECHUBAaTh UH()POPMAIIMOHHBIE PUCKHU;
3) KJIaccu(UIMPOBATh U OLIEHUBATH YI'PO3bl O€30MaCHOCTH UHPOPMALIUY;

1) ONpENeNsTh ClIeHapUH (TaKTUKU, TEXHUKH) peanu3aluu yrpo3 6€30MacHOCTH UH(pOpMalnH;



K) OIpEaACIIAT, HCTOUYHHUKU U IMTPUYWHBI BOSHUKHOBCHHU S KOMIIBIOTCPHBIX HHIIUJICHTOB,

J) TPOBOJUTH HWHBEHTAPU3AIMIO CHCTEM U CETeH, aHajau3 YsI3BUMOCTEH, TECTHPOBAHHME Ha
IIPOHUKHOBEHUE CUCTEM U CETEH C UCIOJIb30BAHUEM COOTBETCTBYIOIIMX aBTOMATU3UPOBAHHBIX CPEJICTB;

M) OIIEHKY YPOBHSI 3aIIUIIICHHOCTH (ayAHUT) CUCTEM U CETeH U CoJIeprKalieiicss B HUX HHPOPMAIUH.

2.8. Onenka yrpo3 0e30macHOCTH HMH(POpPMAUA TMPOBOJUTCS C HMCIOJB30BAaHUEM JKCIIEPTHOTO
MeTona. B wuHTepecax CHWXKCHHS CYOBEKTUBHBIX (AKTOPOB TMIPH OIEHKE Yyrpo3 0Oe30MacHOCTH
nHpOpMaUi PEKOMEHAYETCS CO37aBaTh OJKCIEPTHYIO Tpynmny. PekoMmeHmanuu 1o (HOpMUPOBAHHIO
AKCIIEPTHOM TPYIIIHI U MPOBEICHUIO IKCIIEPTHOM OIICHKU yrpo3 0€30MacHOCTH WH(OpMAIMK TPUBEICHBI
B MPWJIOKEHHUH 2 K HacTosenn MeToauke.

2.9. Tlpu omenke yrpo3 Oe3zomacHOoCTH WH(GOPMAIMM MOTYT HWCIIONB30BATHCS TMPOTPAMMHBIC
CPEICTBA, MO3BOJISIOIINE ABTOMATH3UPOBATh IAHHYIO JCSITEIIbHOCTD.

Jlist monmydeHust (yTOYHEHHsI) OTICIIBHBIX HCXOIHBIX TaHHBIX (HAIpuMep, 00bEKTOB BO3ACUCTBHS U
ux uHTep(dercoB, ysI3BUMOCTEH) B HMHTEpecax OICHKH yrpo3 0Oe30macHOCTH WHGpOpMAlMK Ha 3Tare
IKCIUTyaTalliy CHCTEM U CeTel MPHUMEHSIOTCS aBTOMATU3HPOBAHHBIE CPEACTBA MHBEHTAPU3AIUU CHCTEM
U ceTeil, aHamM3a ysS3BUMOCTEH, TECTUPOBAaHUS HA NMPOHUKHOBCHUE CHUCTEM UM CETCH, a TaKKe WHbIC
CpeACTBa, MCIIOJIb3YEMbIE JIJIsl HCCIIEJOBAHNH YPOBHS 3alIMIIEHHOCTH CUCTEM M CETEH M ColeprKalleics B
HUX UH(GOPMAITUH.

2.10. B cmydae omeHku yrpo3 Oe3omacHocTd WHGOpPMANMK JUIS CHCTEM U CETeH,
GyHKIMOHMpYIOIMX Ha 0a3ze MHGMOPMAIMOHHO-TEICKOMMYHHUKAIIMOHHON HHQPAaCTPyKTypbl LEHTpa
00pabOTKM JaHHBIX WIH O0JNAYHOM HMH(QPACTPYKTYphl, YIpo3bl 0Oe30MacHOCTH  HH(DOpMAIUH
OIIPENIeNIAIOTCS KaK JUIsl CaMMX CHUCTEM M ceTeil, Tak U A MH(OPMAIMOHHO-TEIEKOMMYHHKAIIMOHHOMN
UHPPACTPYKTYPHI, HA KOTOPOI OHM (DYHKIIMOHUPYIOT (PUCYHOK 1).
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Pucynox 1. Onenka yrpo3 6e30nacHOCTH HHGOPMAITHHI
B MH(OpMAIIMOHHON MHPPACTPYKTYpE HA Oa3e IeHTpa
00paboOTKH JaHHBIX

2.11. Ilpum pa3MmemeHun CUCTEM M CceTedl Ha 0a3e HMHPOPMAIMOHHO-TEICKOMMYHHKAIIMOHHON
UHOPACTPYKTYpHl IIeHTpa OOpaOOTKM MaHHBIX WM OO0JIaYHON HMHQPACTPYKTYphl, HpUHAIJIEKAIIEH
MOCTABIIMKY YCIYyr, OILIEHKa yrpo3 0e30macHOCTH HH(OpMalMM MPOBOAUTCA OINEPaTopoM BO
B3aUMO/JICHICTBUU C ITOCTABIIUKOM YCIYT.

B caydae pasmemieHust cucteM M cereil Ha 0a3e HMH(OPMALMOHHO-TEICKOMMYHHKAIMOHHON
UHPPACTPYKTYPHI IIEHTpa 00pabOTKH JaHHBIX WK 00JIa4HOI HHPACTPYKTYPHI, ISl KOTOPOH IMOCTABIIMK
YCIYT HE OLIEHHJ Yrpo3bl 0€301MacHOCTH WH(POPMAIMK WM HE MPEICTaBUII PE3yNIbTaThl TAKOW OIEHKH,
OlepaTrop TMpH OIEHKEe yrpo3 O0e30macHOCTH WHQPOPMALMU HMCXOJUT U3 TPEANONIONKEHHS, YTO
MH()OPMAIIMOHHO-TEICKOMMYHHKAIMOHHAsT HHPPACTPYKTypa LEHTpa 00pabOTKM JAaHHBIX WM OOJIauHast
UHOPPACTPYKTYpa, SBISIOMIAsACA Cpeqod (QYHKIMOHUPOBAHMSA IS €r0 CHUCTEM M CeTeH, IMOJBep)KeHa
yrpo3am 0e30macHOCTH MH(pOpMauH (CKOMIIPOMETHPOBaHA HAPYIIUTEIEM C MAaKCHMaJIbHBIM yYPOBHEM
BO3MOKHOCTEH).

2.12. Pe3ynbpTaThl OLEHKH Yrpo3 O€30MacHOCTH HH(POPMALUU OTPAXKAIOTCI B MOJEIM YIpo3,
KOTOpass NPEACTaBIseT COOOM ONMCAaHUE CUCTEM M CEeTed M aKTyaldbHBIX YIpo3 0€30IacHOCTU
uHpopmanuu. PexomeHayemas CTpYKTypa MOAEIM Yrpo3 Oe30MacHOCTH MH(POpPMALUU IpPHUBEJCHA B
NpUIOKEeHNH 3 K HacTosield Metoauke.

2.13. Tlo pemenuto obnamarens uWHpOpPMALMKU WM ONEpaTopa MOJENb Yrpo3 Oe30MacHOCTH
nH(popManuu pazpadaTbIiBacTCsl Kak I OTACIBHON CUCTEMBI WU CETH, TaK WU JJIS COBOKYITHOCTH
B3aMMO/ICHCTBYIOIIMX CHUCTeM M ceTed omeparopa. [lpu paspaboTke Moaenu yrpo3 O€30MaCHOCTH
uHbOpMaHUU IS OTACITHHON CHCTEMBI M CETH, OHA JIOJDKHA COJIEpXKATh OMHMCaHUE yrpo3 0e30macHOCTH
nH(OpMAaLIUY, aKTyaJIbHBIX JUIsi MH(POPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOW HH(PACTPYyKTyphl, Ha 0aze
KOTOPOM 3Ta CUCTEMAa WK CeTh (YHKIIMOHUPYET, a TAKKe Yrpo3 6€30macHOCTH HH(OPMAITUH, CBI3aHHBIX
¢ uHTepdenicaMu B3auMOICHCTBHUS CO CMEXHBIMU (B3aUMO/ICHCTBYIOIIMMH ) CUCTEMAMH U CETSIMHU.

HomyckaeTrcsi pa3paboTka OZHOM MOJENH yrpo3 0e30macHOCTH HHGOPMAIMHM Il HECKOJIBKHUX
OJTHOTHITHBIX CO3]aBaeMbIX CUCTEM M ceTeil o0nanarens nHpopMaluu Uik oneparopa.

2.14. Mopenp yrpo3 Oe3omacHOCTH HWH(OpPMAIMK JOHKHA TMOJJACPKUBATHCS B aKTyaJbHOM
COCTOSIHMHM B miporiecce GyHKIIMOHUPOBAHUS CUCTEM H CETeH.

Benenue monenu yrpo3 6e30macHOCTH MH(pOpMaLMK U MOJAEPKAHUE €€ B aKTyaJIbHOM COCTOSIHUM
MOXET OCYIIECTBIISITHCS B AJIEKTPOHHOM BHJIE C YUETOM IPHIIOKEHUS 3 K HacTose Meroauke.

W3meHeHne Mojienu yrpo3 06e30macHoCTH HH(GOPMAIUU OCYIIECTBIISETCS B CIydasx:

a) W3MEHeHus TpeOOBaHWN HOPMATHBHBIX IpPaBOBBIX akToB Poccuiickoit deneparum,
Meroauueckux JokymeHToB DOCTOK Poccum, periiaMeHTHpYIOIMX BONPOCHl  OLIEHKH  yTpO3
6e30macHOCTH HH(POPMALINH;

0) U3MEHEHUN apXUTEKTYphl U yCIOBUI (YHKIIMOHUPOBAHUS CUCTEM U ceTeil, pexkruMa o0paboTKu
uH(pOpMaInH, MPaBOBOTO pekuMa HH(OPMAINH, BIUAIONUX Ha YTPOo3bl 0€301MacHOCTH HH(opMaIny;

B) BBISBIICHHUS, B TOM YHCJIE MO pe3yJbTaTaM KOHTPOJS YPOBHS 3aIIMIEHHOCTH CHCTEM U CETed U
cojiepxkalieiics B HUX HHpopMaluu (aHaIu3a ys3BUMOCTEH, TECTUPOBAHUI Ha MPOHUKHOBEHHE, ayIUTa),



HOBBIX YIp03 0€30MacHOCTH HH(POPMALIUK WITH HOBBIX CIIEHAPUEB PEATU3alUH CYIIECCTBYIOMINX YIPO3;

') BKJIIOUYEHHUS B OaHK NaHHBIX yrpo3 OezomacHoctu uHpopmanuu GCTIK Poccun (bdu.fstec.ru)
CBEJCHHI O HOBBIX yrpo3ax 0e30macHOCTH HHGOPMAIMH, CICHApHAX (TAKTUKAaX, TEXHHUKAX) HX
pean3anuy.

2.15. Ouenka yrpo3 0e30nacHOCTH MH(POPMAIHN BKIIOYAET CIECIYIOIINE ITAlbI:

1) ompeneneHWe HETATHUBHBIX TMOCIEACTBHIA, KOTOPBIE MOTYT HACTYIUTh OT peaH3aIiH
(BO3HUKHOBEHUST) yrpo3 6€30macHOCTH HHPOPMAIINH;

2) ompenesnieHue BO3MOKHBIX 00BEKTOB BO3JCHCTBUS Yrpo3 Oe3onmacHoCTH HH(popMaIum;

3) OLIEHKY BO3MOXXHOCTH peanu3aluy (BO3ZHUKHOBEHHUs) Yrpo3 0e30macHOCTH HH(opManuu u
OIIpEIECIICHUE UX aKTyaJIbHOCTH.

OO6mmas cxema MpoBeIeHUs OLIEHKH yrpo3 O6e30macHoCcT HH(GOpMaIlMy IpUBeeHa Ha PUCYHKE 2.
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Pucynoxk 2. Obmras cxema npoBeAeHHsI OLIEHKU yTpo3
0e30macHOCTH HHPOPMALIAN

3. OnpegeneHne HeraTMBHbIX NOCNEeACTBUMIA OT peanu3auum
(BO3HMKHOBEHMSA) Yrpo3 6e3onacHOCTU uHdopmaLmm

3.1. B xone oneHku yrpo3 06e30macHOCTH MH(OPMAIUN JOJDKHBI OBITH ONpE/eIeHbl HeraTUBHBIE
MOCJIEACTBUS, KOTOPBIE MOTYT HACTYIHUTh OT peaju3anuy (BO3HHKHOBEHHS) YIrpo3 Oe30MacHOCTH
uH(pOpMaIHY.

3.2. WcXOmHBIMU JaHHBIMU JUTSI OTNPEACNICHUS] HETATUBHBIX TOCIEACTBHN OT peain3alliu yrpo3
0e30macHOCTH UH(DOPMALINH SIBIISIOTCS:

a) o0mMiA TepedeHsb yrpo3 0e3omacHOCTH WHGOPMAIUH, COJCpKAIIuiics B OaHKe JaHHBIX YIpo3
6e3onacuoctu uHGopmanuu PCTIK Poccun (bdu.fstec.ru), mogenu yrpo3 6e3omacHoCTH HHpOpMAIINY,



paspabateiBacMbie DCTOK Poccum B cooTBercTBHM ¢ moAnyHKTOM 4 miyHkTa 8 IlomoskeHust o
@denepanbHOl  CIy)0€ IO TEXHHYECKOMY M OKCIIOPTHOMY KOHTPOJIO, YTBEPXKIEHHOTO YKazoMm
[Ipesunenta Poccuiickoit ®Penepanuu ot 16 arycra 2004 1. N 1085, a Takke oTpacieBbie
(BerOMCTBEHHBIE, KOPIIOPATUBHBIC) MOJIENIN YTpo3 6€30MacCHOCTH HH(POPMALIUY;

0) HOpMaTHBHBIE TpPaBOBbIC akThl Poccuiickori ®dexepannu, B COOTBETCTBHH C KOTOPHIMHU
CO3/1af0TCS ¥ PYHKIIMOHUPYIOT CUCTEMBI U CETH, COJICPIKAIINE B TOM YHCIIE ONMMCAHNE HA3HAYCHMS, 3a/1a4
(byHK1IMIA) cUCTEM U ceTel, cocTaB 00padaTbiBaeMoi HH(OPMAITUU U €€ TIPABOBOU PEXKHM;

B) JIOKyMEHTAIlUsS HA CETH M CHUCTEMBI (B YaCTH CBEACHHI O HAa3HAYEHUM U (QYHKIUSAX CUCTEM U
CeTeil, 0 COCTaBe U apXUTEKTYyPEe CUCTEM U CeTeil);

I') TeXHOJOTUYECKHE, MPOU3BOJCTBCHHBIC KApThl WJIM WHBIC JOKYMEHTBI, COJCpPKAIIUE ONMUCAHHE
OCHOBHBIX (KPUTHYECKHUX ) MPOIIECCOB (OM3HEC-TIPOIIecCOB) 00naaaresis nHpopMaluu, oneparopa;

1) pe3yJabTaThl OIEHKH pHUCKOB (ymiepba), MpoBeneHHOW obiamareneM WHPOPMAIUU WM
OIIEPATOPOM.

Yka3zaHHEIC HNCXOOHBIC JAHHBIC MOIYT OBITh AOMNOJHCHBI MHBIMH OOKYMCHTAMH W CBCACHUAMH C
YUeTOM ocobeHHOCTEH 00J1acTH JACATCIIbHOCTH, B KOTOpOﬁ q)yHKI_II/IOHI/Ip}/IOT CHUCTCMBI U CCTH.

3.3. Ha ocHOBe aHain3a HMCXOJHBIX JAHHBIX OINPEHENAIOTCS COOBITHE WM TpyIa COOBITHUH,
HACTyIUIEHHE KOTOPBIX B pe3ysbTaTe peanu3aluu (BO3SHUKHOBEHUS) Yrpo3 0e30MacHOCTH MH(pOpMaLuu
MOKCT MPHUBCCTHU K

a) HapyIIEHUIO TIPaB rPaXKIaH;

0) BOBHHKHOBEHHIO ymiepba B o0yractu obecriedeHnss 000pOHBI CTPaHbI, 0€30MMaCHOCTH rOCYJapCTBa
U TPABOMOPSIKA, a TaKKE B COIMAIBbHOW, 3KOHOMHYECCKOHM, MOJMTHYECKON, IKOJOTHUECKON chepax
JeATeILHOCTH TOCYIapCTBa;

B) BO3HUKHOBEHUIO (DMHAHCOBBIX, MMPOU3BOJICTBEHHBIX, PEMyTAIMOHHBIX MU MHBIX PUCKOB (BUIOB
yiiep0a) s obsagatens nHGOpMaIuH, orepaTopa.

CoObiTHe MM Tpymnna CcoOBITUH ONpEeAENsIOTCS HPUMEHHMTENbHO K HAapyLIIEHHIO OCHOBHBIX
(KxpUTHUYECKHX) TIpoLeccOB (OM3HEC-TIPOLIECCOB), BHIMOIHEHUE KOTOPBIX 00ECIIEUNBAIOT CUCTEMBI U CETH,
Y IIPUMEHUTENBHO K HapyIIeHUI0 0€30acHOCTH HH(POPMALUK, CoJiepKalleiics B CUCTEMaX U CETAX.

3.4. B ciyuae oTcyTcTBUA Y 00JaaaTens HGOPMaMU WIHM ONIEpaTopa pe3ysibTaTOB OLIEHKH PHUCKOB
(ymepOa), BO3MOXHBIE HETaTHBHbIE MOCJIEACTBHS OT peaju3alMy yrpo3 Oe3omacHOCTH HH(OpMaIuu
MOTYT ONpPCACIIATHECA KaK Ha OCHOBC BKCHepTHOﬁ OICHKHU CICHUAIMCTOB, MPOBOJAININX OLICHKY YTI'PO3
O6e3omacHocTH MH(pOpMaNMK, Tak M Ha OCHOBE MH(OPMAIMM, TMpeICTaBIsIeMOd MNPOPUIBHBIMU
HOJpa3AeICHUSIMH WIN CHIeNHAINCTaMu 001agaTens HHpopMannuy Win onepaTopa.

3.5. OnpenensemMble B X0Jie OIICHKH yrpo3 0e30MacHOCTH HH(OpPMAIMK HETaTUBHBIE MOCIEICTBUS
JOJI’KHBI OBITH KOHKPETU3UPOBAHbI MNPHUMCHHUTCIBHO K o0macTaM W OCOOEHHOCTIM ACATCIIBHOCTHU
obmanarenst unopmaru Ui oneparopa. s cuctem u cereit o0nanatenss nH(GOpPMAIMK UK ONlepaTopa
MOXET OBITH OIpEACIICHO OJHO WJIN HECKOJIBKO HETaTUBHBIX HOCJ'I@)ICTBI/II\/'I.

[Ipumep 1: 1) ecnu omeparop oOpabaThIBacT MEPCOHAIBHBIC JTAHHBIE TPAKIaH. KOTOPHIC B
cootBercTBUM ¢ DenepanbHbiM  3akoHOM "O  MepCcOHANBbHBIX JAHHBIX" MOAJIEkKAT




06H3aTeHbHOﬁ 3aluTe, OJHUM K3 BO3MOXHBIX HETaTHUBHBIX HOCJIC[[CTBPIIZ OT pcCajin3daluu
yrpo3  0Oe3omacHoCTH HHGOpPMAIMKM  SBJISETCA  HAapylmIeHHEe  KOH(HUICHIIMATBLHOCTH
MEPCOHATBHBIX JIaHHBIX, B pE3yJlbTaTe KOTOPOro OyAyT HapylIeHbl IpaBa CYOBEKTOB
MEPCOHAIBHBIX JAHHBIX U COOTBETCTBYIOIIUE 3aKOHOAATENBHBIC aKThI, 2) €CIH ONepaTop
OGGCHG‘H/IBaeT TPAHCIIOPTUPOBKY He(bTI/I, OJHUM U3 BO3MOKHBIX HCTaTHUBHBIX HOCJICI[CTBI/II;'I
OT pealm3aluyd yrpo3 O€30MacHOCTH WHGOpMAIMK SBISETCS pa3iuB  HEePTH U3
He(TenpoBoAa, MOBICKIINK HACTYIUICHHE JKOJIOTHYECKOro yiiepOa; 3) eciam omeparop
MPEJOCTABIISICT YCIYTH CBSI3M, OJHUM W3 BO3MOXKHBIX HETAaTHBHBIX MOCJIEICTBHHA OT
peanu3anu yrpo3 6e30macHoCcTH MH(OpMAIUK SBISIETCS HEMPEIOCTABICHUE YCIYT CBS3U
aOOHEHTaM, TMOBJICKIIIEe HACTYIUICHUE yliepOa B conuanbHOi chepe; 4) s onepaTopa 1o
NNepeBoay MACHCKHBIX CpCACTB OAHHM M3 BO3MOXXHBIX HCTAaTUBHBIX HOCHGI[CTBI/If/’I oT
peanu3aiyu yrpo3 0e30MmacHOCTH WHGOPMAIIMU SBIISICTCS XUIICHUE JEHEKHBIX CPEICTB, B
pe3yJibTaTe KOTOPOro BO3MOKHBI ()MHAHCOBBIC U PEITYTAIlMOHHBIE PUCKH.

Bunasl puckoB (ymepOoB) M THUIIOBBIE HETAaTHUBHBIE IMOCIEACTBHS, KOTOPbIE MOTYT HACTYyHHUTh OT
peanuzanuu (BO3HUKHOBEHUS) yrpo3 Oe3omacHOCTH WH(GOpMAalWU, MPUBEIACHBI B NPUIOKEHUU 4 K
HacToseir MeTonuKe.

4. OnpepeneHne BO3MOXHbIX 00bEKTOB BO34eNCTBUSA Yrpo3
6e3onacHocTU nHhopmaumm

4.1. B xoxme omeHku yrpo3 Oe3omacHOCTH HMH(POPMAIMK JOKHBI  OBITH  OMpPEIEICHBI
MH(OPMAIIMOHHBIC PECYPCH U KOMIIOHCHTHI CUCTEM M CETel, HECAaHKIIMOHUPOBAHHBIN JOCTYT K KOTOPBIM
WM BO3JICHCTBUE HA KOTOPHIE B XOJ€ pealn3anuu (BOZHUKHOBEHUS) Yrpo3 0€30MacHOCTH MH(OpMALNU
MOXET MPUBECTH K HETAaTUBHBIM MOCIEACTBUSAM - 00bEKThI BO3ICUCTBUSI.

CoOBOKYIHOCTh OOBEKTOB BO3JCHCTBHS U X UHTEP(EHCOB OMpeensseT IrPaHmIIbl Pollecca OLEHKU
yrpo3 0e30macHOCTH UHPOPMALIUK U pa3pabOTKX MOENH YIpo3 6e30macHoCcTH HHpopMannu (PUCYyHOK 1,
3).

4.2. I/ICXO)IHI)IMI/I AaHHBIMU U1 ONPEACTICHUA BO3MOKHBIX 00BEKTOB BO3)I€I>1CTBI/I$I SABIISAKOTCA:

a) oOumii mepeyeHb yrpo3 Oe3omacHOCTH MH(OpMAIUM, cojeprkaileiicss B 0aHKe AaHHBIX YIpo3
6e3onacHoctu uHpopmaruu GCTIK Poccun (bdu.fstec.ru), monenu yrpo3 6ezonacHOCTH UH(DOpPMALIUH,
paspabarbiBaeMble @CTOK Poccun B coorBercTBHM ¢ mnoanyHKToM 4 mnyHkra 8 IlonoxeHus o
@enepalibHON  Ccilyk0€ 1O TEXHUYECKOMY M JKCHOPTHOMY KOHTPOJIIO, YTBEPXKACHHOTO YKa30oM
IIpesunenra Poccuiickoir @Penepaumu or 16 asrycra 2004 r. N 1085, a Takxke oTpacieBble
(BemoMCTBEHHbBIE, KOPIIOPATUBHBIE) MOJIETH YIpo3 O€30MMacHOCTH HH(OpMaLINK;

0) omucaHus BEKTOPOB KOMITBIOTEPHBIX aTakK, CoJepsKaIlirecs B 6a3ax TaHHBIX U UHBIX UCTOYHHUKAX,
onyonukoBaHHbIX B ceTH "UHTepuer" (CAPEC, ATT&CK, OWASP, STIX, WASC u ap.);

B) JIOKyMEHTAallUs Ha CETU M CUCTEMBI (B 4aCTH CBEACHHMH O COCTaBE M apXMUTEKType, O rpynmnax
0JIb30BAaTeJeH U ypOBHE X MOJTHOMOYMM U THUMAX AOCTYIA, BHEIIHUX U BHYTPEHHUX MHTepdeiicax);

I') JOTOBOpHI, COIJIAIIEHUS WM MHBIE JIOKYMEHTBI, COJIEpIKalllue YCJIOBUS MCIIOJIb30BAHUS
MH(OPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHON HH(PACTPYKTYpHI LIEHTpa 00pabOTKH TaHHBIX WM 00JIauHOM
MHOPACTPYKTYphl MOCTaBIIMKAa YCIyr (B ciay4dae (YHKIMOHHMPOBAaHHMS CHCTEM U ceTed Ha 0Oasze
MH(OPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHON NMH(PACTPYKTYpPHI LIEHTpa 00pabOTKK TaHHBIX WM 00JIauyHOM

UHPPACTPYKTYPHI);



J1) HETaTUBHBIC TTOCJIECICTBUS OT peain3anui (BOZHUKHOBEHUs) yrpo3 Oe30macHOCTH WH(pOpMaInu,
ONPEACIICHHBIE B COOTBETCTBUU C HACTOSIIEH MeTOaUKOM.

VYKa3zaHHbIE MCXOJHBIC JaHHbIE MOTYT OBbITh JIONOJIHEHBl MHBIMH JIOKYMEHTAMU U CBEIEHUSIMH C
y4ETOM O0COOCHHOCTEW 00J1aCTH JIESATENLHOCTH, B KOTOPOI (PYHKIIMOHUPYIOT CUCTEMBI U CETH.

4.3. Ha ocHOBe aHajM3a HCXOJHBIX JaHHBIX M PE3yJIbTaTOB MHBEHTAPU3ALMU CHCTEM U CeTei
OTIPECTISIOTCS CIEAYIONIUE TPYMIbl WHGOPMAIMOHHBIX PECypCOB U KOMIIOHCHTOB CHUCTEM U CETEH,
KOTOpBIE MOTYT SIBISTHCS 00bEKTaMU BO3JICHCTBUS:

a) uHopmanms (JaHHBIE), COIEpKamIascsd B CHCTEMax M CeTsAX (B TOM 4YHCIE 3aluinaeMas
uH(popMalusi, NEepCOHAIbHBIE JaHHble, WH(OpPMaLUi O KOHPUTYpallUd CUCTEM M CeTeH, JlaHHbIe
TEJIEMETPHUH, CBEICHUS O COOBITHIX O€30MacCHOCTH U JIp.);

0) mporpaMMHO-ammapaTHbIe CpeacTBa 00pabOTKM W XpaHeHHs HHpopManuu (B TOM YHCIE
ABTOMATHU3MPOBAaHHBIC pabOYMe MeCTa, CepBEPHI, BKIIIOYAs MMPOMBIIUICHHBIC, CPEICTBA OTOOpaKCHHUS
uHpOpMAIIMY, TPOTPAMMHUPYEMBIC JIOTUYECKUE KOHTPOJUIEPBI, MPOU3BOJICTBEHHOE, TEXHOJIOTHYECKOE
o0opyioBaHue (MCIIOTHUTEIBHBIC YCTPOUCTBA));

B) MPOTPaMMHBIE CpPEICTBA (B TOM YHCIE CHUCTEMHOE U MPUKIAJHOE MpOorpaMMHOe obecriedeHue,
BKJIFOYAsi CEpBEPhI NMPHUIIOKEHUH, BEO-TIPHIIOKECHUH, CUCTEMBI YNpaBICHHS 0a3aMu JaHHBIX, CHCTEMBI
BUPTYaJIU3aIUN);

I) MAallMHHbIE HOCHUTENM HH(OpMaluy, coaepikalllie Kak 3alMilaeMyro HHpopmanuioo, Tak U
ayTeHTU(PUKALMOHHYIO MH(OPMAIHIO;

7) TEJIEKOMMYHHUKAIIMOHHOE 000pyJoBaHHE (B TOM 4YHCIE IPOTrPaMMHOE OOECIedYeHue s
yIpaBJIeHUs T€JIEKOMMYHUKALMOHHBIM 000pPYIOBaHUEM);

€) cpeactBa 3ammThl HHGOpManuMu (B TOM YHCJIE€ TPOrpaMMHOE OOecTedueHHe  JIst
[EHTPATU30BAaHHOTO aIMUHUCTPUPOBAHHUS CPEJICTB 3alTUTHI HHPOPMAIUN);

’K) TPUBWIETMPOBAHHBbIE WU HENPUBUIIETHPOBAHHBIE IOJB30BAaTENIM CHCTEM M CETeH, a TaKxke
uHTepQeiichl B3aUMOACHCTBUS C HUMH;

3) 00€CTIEUNBAIOIINE CUCTEMBI.

[Ipumep 2: Kk OCHOBHBIM MH(OPMAIIMOHHBIM pecypcaM U KOMIIOHEHTaM CUCTEM M ceTei
MOTYT OTHOCHUTBCS CHUCTEMbl XpaHEHMs JaHHBIX (0a3bl NaHHBIX), CUCTEMBI YIIPABICHUS
0a3aMH J1aHHBIX, BeO-CaliT, MOYTOBBIA CEpBEp, MOYTOBBIM KIMEHT, aBTOMaTU3UPOBAHHOE
pabouee MeCTO MOJB30BATENsl, CUCTEMa YIPABICHUS U aMUHHCTPUPOBAHUS, KOHTPOJUIEP
JIOMEHa, CETEBbl€ CIIyKObI, MPOBOAHBIE U OECHPOBOAHBIE KaHaJbl MNEpeJauyd JIaHHBIX,
TEJIEKOMMYHUKAI[MOHHOE 000pY0BaHUE U T.JI.

4.4, Ha n»rtame co3MaHUS CHUCTEM M CETel OOBEKThI BO3JEHCTBUS OMPEICISIIOTCS Ha OCHOBE
MIPENIOJIaraeMbIX APXUTEKTYPhl M YCIOBUH (DYHKIIMOHUPOBAHUS CUCTEM U CETeH, OIpe/eJICHHBIX Ha
OCHOBC I/ISY'-IGHI/ISI 1 aHaJIN3a UCXOAHBIX TaHHBIX. B XoJze 31<crmyaTauI/m CUCTEM U ceTeﬁ, B TOM YHUCJIC HpI/I
pa3BUTUU (MOJEPHM3AIMH) CHUCTEM M ceTed, OOBEKThI BO3JIEHCTBHUS OMPEICNAIOTCS ISl pealbHBIX
ApXUTEKTYphl U YCIOBUN (PYHKIIMOHUPOBAHUS CHCTEM M CETell, MOJyUYEeHHBIX MO pe3yibTaTaM aHalu3a
WCXOJIHBIX IaHHBIX U UHBEHTapHU3allMU CUCTEM U CETEH.



WHBeHTapHU3amms CUCTEM M CETeH MPOBOIUTCS C MCIIOJIb30BaHUEM aBTOMATH3UPOBAHHBIX CPE/ICTB,
KOTOpBIC TIO3BOJISIOT ONPEICIUTh KOMIIOHEHTHI CHUCTEM W CETEeH, a TakkKe BHEIIHHE W BHYTPEHHUE
UHTEPEHCHI.

4.5. Jlns omnpeneneHHBIX MH()OPMAIMOHHBIX PECypCOB M KOMIIOHEHTOB CHUCTEM M CETEH TOJKHBI
OBITh OIpe/ielIeHbl BUbI BO3ICHCTBUS HA HUX, KOTOPbIE MOTYT MPUBECTU K HETATUBHBIM MOCIIEACTBUSIM.
OCHOBHBIMU BUJIaMU TaKHX BO3JICUCTBUI SBISIOTCS:

a) yreuka (mepexBar) KOH(PHACHIHAIBHOW HMH(POpPMAIUM WM OTACIBHBIX JTaHHBIX (HApyIICHUE
KOH(UIEHITMATLHOCTH);

0) HECaHKIMOHMPOBAHHBIA JOCTYNl K KOMIIOHEHTaM, 3allMIacMoid WHGOpMalUU, CHUCTEMHBIM,
KOH(UTYpAIIMOHHBIM, UHBIM CITY>KEOHBIM JIaHHBIM;

B) OTKa3 B OOCTY)KHUBAaHMH KOMIIOHEHTOB (HapyIICHHUE JIOCTYITHOCTH);

I') HECAaHKIMOHHPOBAHHASS MOIUQPUKAINS, IOJMCHA, HCKaKCHHUE 3allHIacMold HWH(OpMAIUH,
CUCTEMHBIX, KOH(UTYPAIIMOHHBIX, HHBIX CIY>KEOHBIX JAaHHBIX (HapyILIECHHE 1IeJIOCTHOCTH);

J1) HECAaHKIMOHUPOBAHHOE HCIIOJIb30BAHUE BBIYMCIUTENIBHBIX PECYPCOB CHUCTEM U CETed B
MHTEPECax pelICHNs HECBOMCTBEHHBIX UM 33/1a4;

€) HapymeHue QYHKIHOHUPOBAHUS (pabOTOCIIOCOOHOCTH) IPOTPAMMHO-ANAPATHRIX CPEACTB
00paboTKH, Iepe1ayu U XpaHeH!ss HHPOpMaIIUH.

4.6. OOBbeKTHI BO3ACUCTBUS ONPEEIISIFOTCS HA allllapaTHOM, CHCTEMHOM U MIPUKJIaJHOM YPOBHSIX, Ha
YPOBHE CETE€BOI MOJIETIH B3aUMOCHUCTBHS, a TAKKE HA YPOBHE MOJIb30BaTeNel (PUCYHOK 3).

~ <. PaH1Lia OLgHK! yrpo3
\ BesonacHocTH

~ e \ MHbopMaLMK

PucyHok 3. YpoBHH apXUTEKTYpHI CUCTEM U CETEH, HA KOTOPBIX
OTIPENIeNIAI0TCS OOBEKTHI BO3ACHCTBUS

4.7. B mporiecce dKCIUTyaTallii CUCTEM U CeTell 00bEeKThI BO3JCHCTBYS M BUIBI BO3ICHCTBUS HA HUX
MOTYT JOTIOJHATHCS U U3MEHATHCS OTHOCHUTEIIPHO MX COCTaBa M BUIOB BO3JCHCTBHUS, ONPEACIECHHBIX Ha



JTare CO3JaHMs JIAHHBIX CHCTEM M ceTeid. B 3ToM ciydae yder M3MEHCHHH JOJDKEH IPOBOJIUTHCS B
pamMKax peanu3aliyd MEPOIPUSTHI MO YNPaBICHUIO KOHPUTYpalMeld CHUCTEM U CeTed W aHaIu3y yrpos
6e30MmacHOCTH UH(OPMALIUU B XOJI€ UX IKCIUTyaTallUH.

4.8. Ilpu omeHke yrpo3 0e30macHOCTH WHPOPMAIIUU B CUCTEMAaX U CETsIX, QYHKIIMOHUPYIOMIUX HA
6aze MH(OPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHON HH(PACTpyKTyphl LEHTpa OO0pabOTKH HJaHHBIX WM
001a4HON MHPPACTPYKTYPHI, OOBEKTHI BO3ACUCTBUS OMPEICISIIOTCS C YYETOM COCTaBa M COJEPIKAHUS
YCIIyT, TMPEIOCTABISEMbBIX MOCTABIIMKOM YCIyr (Hampumep, MHPpPACTPyKTypa Kak yciyra, miardopma
KaK CEepBHC, POrPaMMHOE 00eCTIeYeHNE KaK CEPBUC).

ApeHayeMble WIH UCIOJIb3yeMble Ha HWHOM 3aKOHHOM OCHOBAHHMHU MPOrPaMMHO-alNapaTHbIE
cpeactBa M UX HHTEp(dENCHI, KaHAJbl CBS3M, NMPOrpaMMHOE obecrieueHne (B TOM YHCIIEe MPOTrpaMMHOE
obecreyeHrne BHUPTyalIM3allUd M IOCTPOEHHBIX Ha €ro 0a3e BUPTYaJbHBIX MAIlUMH, BHUPTYaJbHBIX
CepBEPOB, CHUCTEM YIPABJICHUS BUPTyalu3alleld, BUPTYaJbHBIX KAHAJIOB CBSI3M M T.JA.) OTHOCSTCS K
00bEKTaM BO3JCHCTBUS, HAXOAIMMCS B TPAHULE OLEHKH YIpo3 0€301acHOCTH HHPOPMAaLUU ollepaTopa.
B orHOmeHMn ocTanbHOW HH(POPMAIIMOHHO-TEICKOMMYHUKAIIMOHHOW WHQPPACTPYKTYPHl IIEHTpa
00pabOTKU JTaHHBIX WM 00JauHONW MH(PACTPYKTYphl Yrpo3bl 6€300aCHOCTH MH(DOPMAIMK OLIEHUBAIOTCS
MOCTABIIUKOM YCIIYT.

[Ipumep pacmpeneneHuss TpaHUL HOpPU  OLEHKE Yyrpo3 0e30macHOCTH HMH(DOpPMALUM MEXITy
OIIepaTOPOM U IOCTABIIMKOM YCIYT MPEACTABIIEH HA PUCYHKE 4.

[TporpammHoe
Hquizc;gmpa HHtll:;a:crcin:Pa Z"a‘xaﬂl:ﬁp”mf‘ obecrieuene
paTopa yeay Ty KaK ycnyra

Hpuioskenns [pinosenns

[Mpuiosenns Ipaoscennn
m EBHINE m“ s
Cpeaa BrnonHenis Cpeaa BhinoiHeH s

Cpela BenoIeHna Cpesn BhInoiHeHns

Craayiowee Carayionee

Casaviouee Caaiyiouee
HPOTPaMMIoe
obecneseine

MPOTrPaMMHOE 11 POTPEM MHOE

TPOTPaM MHOE
obecnesenie

Onepannonnas cierema OnepaltHOHHAA CHETEM
hopue Inardopui [Tnaripopma Taathopma
B PTYATH 3 BHPTYRIHIALHN BHPTYTIEALII WIS
Annaparnas naatdopma Annaparuan noaohopya Ammaparnan maatdopwa Annaparnas naaTdopya
CHetenma XpaHeHHs Cueresn xpanems CreTema XpaneHs
TAHHBIX JAHHBIX ABHHBIX

Ceresas nupacrpyrrypa Cevenas nupactpysrypa Ceresas nHfpacTpyiTypa

ODECnevenne obecneveHne

Onepannonsaa CHETEMA OnepanpoHHas CHeTeMa

CHereMa XpaHeHiA
AaHILIX

Ceresan wipactpyktypa

Oneparop IMoctaBumk yeayr

Pucynoxk 4. [Ipumep pacnpeeneHus rpaHull IpU OIIEHKE YTpo3
Oe3omacHOCTH HHGOPMAITH B HHOOPMAITMOHHON HHPPACTPYKTYpE
MOCTABIIUKA yCIyT

4.9. OOBEKTHI BO3JCHCTBHS M BHUIBl BO3ACHCTBUS Ha HHUX JOJDKHEI OBITh KOHKPCTU3UPOBAHBI



NPUMEHUTEIBHO K apXUTEKTypEe U YCIOBHUAM (DYHKIIMOHUPOBAHUS CUCTEM U CETCH, a TaKkKe O0JIACTIM U
OCOOCHHOCTSIM JICATEIHLHOCTH 001aaTeNss nHGopMaluu 1 oreparopa.

ITpumep 3: 1) pasrnamieHue NepcOHAIBHBIX AaHHBIX U (MIM) UX MOAU(UKALNSA BO3ZMOKHBI B
pe3yibTaTe HECAaHKIIMOHUPOBAHHOTO JOCTyNa K 0a3e JaHHBIX, B KOTOPOH 3Ta mH(OopMaIus
XpaHurcs; 2) pasnuB  HepTH M3 HeQTEnpoBOoJa  BO3MOXKEH B pe3ysbTaTe
HECaHKLMOHUPOBAHHOTO JOCTyla K IPOrpaMMHUPYEMOMY JIOTMUECKOMY KOHTPOJUIEPY,
obecreuynBaoeMy yIpaBJIeHUE 3aJBUKKaMH He(TENpOBOAA, U MOAMEHbl XpaHAIIUXCS B
HEM 3HAUEHHWH YCTaBOK; 3) HEMpPEJOCTaBJIIEHUE YCIYyT CBA3M a0OHEHTaM BO3MOXKHO B
pe3yabTaTe OTKaza B OOCITYyKMBAHUU MapIIpyTH3aTOpa YPOBHs siipa CeTH; 4) HapylIeHHE
NIEKTPOCHAOKEHUST MOTpeOUTENel BO3MOXKHO B pPE3yJIbTaTeé HECAHKIMOHHMPOBAHHOTO
JOCTylla K  [POrpaMMHpPYEMOMY  JIOTMYECKOMY  KOHTPOJUIEPY,  YIPABISIOIIEMY
BBIKJIIOYATENEM, C LEJIbI0 MOJaud JIOKHBIX KOMAHJ Ha €ro OTKJIIOYEHHE; 5) XUILECHHE
JICHEeXKHBIX CPEJICTB y OIepaTopa 10 MEPEeBOAY JCHEKHBIX CPEACTB BO3MOXKHO B pe3yJbTaTe
oIMEHBI (MOIU(UKAINH) HHPOPMALIUH, COJIEPIKAIIEIHCS B SIIEKTPOHHBIX COOOIIECHHSIX.

[Ipumepsl ompeneneHuss 0OBEKTOB BO3ACHCTBUS W BHUIOB BO3JCHCTBUS HAa HUX IPUBEICHBI B
MPUJIOKEHUH S K HAcTosIer Merouke.

5. OueHKa BO3MOXHOCTU peanu3auum (BO3HUKHOBEHUSA) yrpo3
6e3onacHocTM HdOpMauun 1 onpeaerieHne UX akTyarbHOCTU

5.1 OnpegeneHue UCTOYHMKOB Yrpo3 6e3onacHoCTn nHcpopmaumm

5.1.1. B xozxe oneHku yrpo3 6e3omacHoCTH WH()OPMAIUU JOJHKHBI OBITh ONPENeIICHBI BO3MOKHBIE
AHTPOITOTEHHbIE MCTOYHUKU yrpo3 Oe30macHOCTH MH(OpPMAIMK, K KOTOPBIM OTHOCSATCS JHia (Tpymmna
JIMIT), OCYIIECTBISIONINE PEATH3AIHI0 YIpo3 0€30MacHOCTH HHPOPMALIUU ITyTEM HECAHKIIMOHUPOBAHHOTO
JoCTyna U (UIu) BO3ACUCTBUS Ha MH(OPMALMOHHBIE pecypchl U (MJIM) KOMIOHEHTHI CHCTEM U CeTei, -
aKTyaJbHBIE HAPYIIUTEIIH.

5.1.2. HcxoaHpIMU JAHHBIMM JJ1S ONpeaACIICHHUA BO3BMOXXHbBIX aKTYaJIbHBIX HapyHIHTeHeﬁ SABIIAKOTCA:

a) oOmui mepevyeHsb yrpo3 0€30macHOCTH WHGOPMAIMH, COJepKalIuiicss B O0aHKE JaHHBIX yrpo3
6e3onacnoctu uHGopmanuu PCTIK Poccun (bdu.fstec.ru), mogenu yrpo3 6e3omacHoOCTH HH(pOpMAINY,
paspabareiBaemble @CTOK Poccum B coorBercTBUM C mnoamyHKToM 4 myHkra 8 I[lonoxenus o
@enepanbHOl chnyk0e IO TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIO, YTBEPXKJIEHHOIO YKazoMm
[Ipesunentra Poccuiickoii @Penepaumuu ot 16 asrycra 2004 r. N 1085, a Takxke oTpacieBble
(Be1OMCTBEHHBIE, KOPIIOPATUBHBIE) MOJIENIN YTpo3 6€30MacCHOCTH HH(POPMALINY;

0) omucaHusi BEKTOPOB KOMITBIOTEPHBIX aTaK, COAEpKaITUXCs B 0a3aX JaHHBIX M MHBIX HCTOYHHKAX,
omy6nukoBaHHbIX B ceTH "UuTepuer" (CAPEC, ATT&CK, OWASP, STIX, WASC u np.);

B) HOpMaTHBHBIE MpaBoBbIe akThl Poccuiickoit denepannu, B COOTBETCTBUU € KOTOPBIMHU CO3/1a€TCs
U (YHKLIHOHUPYET CUCTEMa WU CETh, COJEPIKAIMe ONMCaHUe HazHAueHUs, 3aja4 (QyHKUuUI) cucTeM U
ceTeil, coctaB 00pabaTbiBaeMoi HH(OPMALIUY U €€ TPaBOBOU PEKUM;

I') TOKYMEHTAllUsl Ha CETH U CUCTEMbI (B YaCTH CBEIEHUI O Ha3HAYeHWU M (YHKIMAX, COCTaBE U
ApXUTEKTYpEe CUCTEM M CETEH, O IPYIIAxX MOJb30BATEIEH U YPOBHE UX MOJHOMOYMI U TUIAX JOCTYIA, O
BHEIIHUX U BHYTPEHHUX UHTEpdeiicax);



Z) JIOTOBOPHI, COTJIAIICHHWSI WJIM WHBIC JOKYMEHTBI, COJAEpJKallfe YCIOBHS HCIIOIb30BAHUS
MH(OPMAIMOHHO-TEIEKOMMYHUKAIMOHHOW HH(PACTPYKTYpHI LIEHTpa 00pabOTKH TaHHBIX MM 00IaYyHON
MHPACTPYKTYpPHI MIOCTABIIUKA YCIYT (B YaCTH MEPCOHANIA TOCTABIINKA YCIyT, HMEIOIIEro TOCTYI K ATOH
UHPPACTPYKTYpE, €ro MpaB U 0053aHHOCTEH, yPOBHS OJTHOMOYHH U THIIOB JIOCTYTIA);

€) pe3yabTaThl OIEHKH YyIiiepOa (pUCKOB), MPOBEACHHOW oOiamaTeneM WHGOPMALMK WU
OIIepPaTOpPOM;

’K) HEraTUBHBIEC MOCIEACTBUS OT pealu3aluu (BOSHUKHOBEHUS) YIpo3 06e30MacHOCTH HHPOpMAIIIH,
ONPEACIICHHBIE B COOTBETCTBUHU C HACTOSIIIEN MeETOaUKOM;

3) OOBEKTHl BO3JCHCTBUS yrpo3 Oe3omacHOCTH WHGOPMAIIMM M BUJIBI BO3JCUCTBHS HAa HUX,
ONPEACIICHHBIE B COOTBETCTBUU C HACTOSIIEH MeTOaUuKOM.

VYKa3zaHHbIE MCXOJHBIEC JaHHbIE MOT'YT OBbITb JIONOJIHEHBl MHBIMH JIOKYMEHTAMU U CBEIEHUSIMH C
y4eToM 0cOOEHHOCTEH 00acTH IeATEIIEHOCTH, B KOTOPOH ()YHKIIMOHUPYIOT CHCTEMBI M CETH.

5.1.3. Ha ocHOBe aHa/in3a MCXOJIHBIX JAHHBIX, a TAK)KE PE3yJbTaTOB OLEHKH BO3MOKHBIX LeJIed
peanu3ani HapYHIUTEISIMUA yrpo3 Oe30MacHOCTH HH(POPMALUHU ONPEENIIOTCS BUABI HApYyIIUTEICH,
aKTyaJbHbIX JJIS1 CHCTEM U CEeTeH.

OCHOBHBIMU BUJaMH HapyILIUTENEH, OJUIEKAIINX OLEHKE, SBISIOTCS:
criellMabHble CIIy>KObl MHOCTPAHHBIX [OCY1apCTB;
TEPPOPUCTUUECKHE, SIKCTPEMUCTCKHUE IPYIITUPOBKY;

IPECTYIHbIE TPYIIbI (KPUMUHAIIBHBIE CTPYKTYPBI);

OTJIeNbHbIE (U3NYECKHUE JINLIA (XaKephl);

KOHKYPHPYIOIIME OPraHU3alNH;

pa3paboOTYMKU MPOTPaMMHBIX, IPOTPAMMHO-ANIAPATHBIX CPE/CTB;

auna, oOecleyuBalollie  IMOCTaBKY  MNPOTPaMMHBIX, IMPOTPAaMMHO-ANMapaTHBIX  CPEJCTB,
00eCIIeYnBaIOIINX CUCTEM;

MOCTABIINKHA YCIIYT CBA3U, BBIYUCIIMTCIBbHBIX YCIIYT,

Jna, MmpuBJICKACMBIC TJI1 YCTaAaHOBKU, HaCTpOﬁKH, HCHBITaHHﬁ, IMyCKOHAJIaJOYHbIX U MHBIX BHI0OB
pa0or;

auna, obecreunBaronive (yHKIMOHMPOBAHHE CHUCTEM U CETeM WM 00ecreyrBarolIMX CHCTEM
oreparopa (aAMUHUCTPALH, OXpaHa, YOOPILIUKH U JAp.);

aBTOPU30BAHHBIC MTOJIL30BATEIN CUCTEM U CETeH;
CHCTEMHbBIE aIMUHHCTPATOPHI U aIMUHUCTPATOPBI OE30MIaCHOCTH;
ObIBIIME (YBOJIEHHBIE) paOOTHUKH (ITOJIB30BATENH).

VkazaHHbBIE BHUJIBI HapyIlIPITeJ'IefI MOTYyT OBITh JOIMOJIHCHBI HWHBIMH HAPYIIUTCIIAMHU C Y4YCTOM



0COOEHHOCTEH 00JacCTH NEATeIbHOCTH, B KOTOPOH (YHKIMOHUPYIOT CHCTeMbl W ceTu. Jlius omHou
CHUCTCMBbI U CCTU aKTyaJIbHBIMU MOTYT SABJIATHCA HAPYIIHUTCIIN HCCKOJIBKUX BUIOB.

5.1.4. HapymmTenu NpU3HAIOTCS aKTyalbHBIMU JIJII CHUCTEM M CETEH, KOrjJa BO3MOXHBIE LIENH
pealiM3anuu UMU yrpo3 0e30macHOCTH MHQOpPMAIMK MOTYT MPHUBECTH K ONPEACICHHBIM JJISi CUCTEM H
CeTel HEraTUBHBIM IIOCJICACTBUSM M COOTBETCTBYIOIIMM pHCKaM (BuaaMm yiiepb6a). Bo3moxkHbIe menu
peaMzanu  yrpo3 0e30macHOCTH HWH(POPMAIMN HAPYIIUTEISIMH TIPUBEICHBI B TPUIIOKEHHUH 6 K
HacToseir MeToauke.

[TpumMep COOTBETCTBUSI HApyIIUTENCH, BO3MOXKHBIX IEJeH pealn3alud UMU yrpo3 Oe30MacHOCTH
nHGOpMallMd ¥ BO3MOKHBIX HETaTUBHBIX IOCIEACTBUI U BUAOB PUCKOB (yliepOa) OT MX pean3aluu
(BOBHMKHOBEHMS) IPUBE/EH B IIPUIIOKEHUH 7 K HacTosIeld MeTtoauke.

5.1.5. Hapymutenu uMEIOT pa3Hble YpPOBHM KOMIIETEHTHOCTH, OCHAIIEHHOCTH pECypcamMH u
MOTHBAIUH JJISl peau3auy yrpo3 6e3onacHocTr HHPpopMmanuu. COBOKYIHOCTh JAHHBIX XapaKTEPUCTHK
OTIpe/ieTIsieT YPOBEHb BO3MOXKHOCTEH HapyIIUTENeH 10 peanu3aliy yrpo3 6e30mnacHocTd HH(GOpMaIuu.

B 3aBHCHMOCTH OT YpOBHS BO3MOXXHOCTCH HApYIIMTETH MOAPA3ICIISAIOTCS Ha HapyIIUTENeH,
00JIa1ar0IUX

0a30BBIMH BO3MOYKHOCTSIMH T10 pealTu3aliu yrpo3 6e3onacHoctu nHpopmanuu (H1);

0a30BBIMH TMOBBIIIEHHBEIMA BO3MOKHOCTSMH 10 peajm3aliu yrpo3s 0€e30IacHOCTH I/IH(l)OpMaI_II/II/I
(H2);

CPEIHMMHU BO3MOXHOCTSIMU TI0 peaiu3aiuu yrpo3 6ezonacHoctu uHpopmanuu (H3);
BBICOKMMHU BO3MOKHOCTSIMU T10 peanin3aiiuu yrpo3 o6e3omnacHoctu undopmanuu (H4).

Jns ogHOW CHCTEMBI WM CETH aKTyaJlbHBIMH MOTYT SIBJISITHCS HAPYIIMTENH, UMEIOIIUE pa3HbIe
YPOBHH BO3MOKHOCTEH.

YpoBHH BO3MOXKHOCTEM HapymuTeded Mo peanu3aluud yrpo3 0e30macHOCTH HH(OpMAIHH
MIPUBE/ICHBI B IPHJIOKEHUU 8 K HacTosIend MeTtoauke.

5.1.6. Jlns akTyanbHBIX HAPYIIUTENEH TOMKHBI OBITH OMPEIEICHbl UX KaTErOPUU B 3aBUCHMOCTH OT
HMCIOIIUXCA IIpaB U YCJIOBI/Iﬁ o J0CTynly K CUCTEMaM H CCTAM, 06YCJ'IOBJ'I€HHI)IX apXHTeKTypOﬁ u
yCIOBUSIMU (DYHKIIMOHMPOBAHMSI 3TUX CHCTEM U CETeW, a TaKkKe OT YCTAaHOBIEHHBIX BO3MOXKHOCTEH
Hapymutenei. [Ipu 5ToM HapymIuTe N Moapa3eisitoTCs Ha IBE KaTeropuu (PUCYHOK 5, 6):

BHEIIHME HApPYIIUTENIM - HapyLIUTENW, HE HMEIOIIME MpaB JoCTyla B KOHTPOJIMPYEMYIO
(oxpaHsieMy10) 30HYy (TEPPUTOPHIO) U (WUJIM) MOJHOMOYMH MO JOCTYIy K MH(QOPMAIIMOHHBIM pecypcaM U
KOMIIOHEHTaM CHCTEM U ceTel, TpeOyroIuM aBTOpU3aLlnY;

BHYTPEHHUE HApYUIUTENU - HapyIIUTeNId, HMEIOLIUEe IMpaBa JOCTyNa B KOHTPOJIUPYEMYIO
(oxpaHseMyto) 30HY (TeppUTOpHIO) M (WJIM) TOJHOMOYMS MO ABTOMAaTHU3WPOBAHHOMY JOCTYIy K
MH(OPMALIMOHHBIM pecypcaM U KOMIIOHEHTaM CHCTEM U CETEH.
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Pucynok 5. BHemHu HapymMTEb MIPU PEATU3ALUU YTPO3
Oe3omacHoCcTH UH(pOpMALIUU

FpaHnua oLEeHKW Yyrpos
BesonacHocT MHdopMaummn

Pucynok 6. BHyTpeHHMIT HApYIIUTENb PU PeaTi3aIii yrpo3
6e30macHOCTH HHpOPMALIUU

BuyTpenHue HapymMTenu MepBOHAYaIbHO MOTYT HMETh Da3HbBI ypOBEHb IpaB JOCTYIa



MH(GOPMALMOHHBIM pecypcaM U KOMIIOHEHTaM CUCTEM U ceTell (Hanmpumep, A0CTyN B IMYHBIM KaOMHET Ha
caiiTe, HCIIOJIHEHHE OOS3aHHOCTEW Ha ABTOMATH3UPOBAaHHOM pabodyeM MecTe, aJMHHHCTPUPOBAHHUE
cucreM M ceteil). K BHYTpeHHUM HapylIMTENssM OTHOCATCSA IIOJb30BATENH, MMEIOLIUE Kak
HENPUBWIECTUPOBAaHHbIE (I10JIb30BATEIbCKUE), TaK U NPUBUIETHPOBAHHBIE (aJIMUHUCTPATUBHBIE) IpaBa
J0CTyIa K MH()OPMAIIMOHHBIM pecypcaM U KOMIIOHEHTaM CUCTEM U CETeH.

5.1.7. BHemH#We HapYMIUTENN PEATU3yIOT yrpo3bl 0E30MacHOCTH HWH(OpPMAIMK TMPEIHAMEPEHHO
(npeaHamepeHHble  yrpo3bl  Oe3omacHOCTH  MHGOpPMAlNKMHU) C€  HUCHOJIB30BAHHMEM  IPOTPAMMHBIX,
IMporpaMMHO-alIapaTHbiX CpCACTB WA 0€3 UCIIOJL30BAaHUS TAaKOBBIX. BHYTpeHHI/Ie HapymurTCIn
peaiu3yloT  yrpo3sl Oe3omacHocTH MHGOpMalUMU MOpeaHaMepeHHO (IpelHaMEpPEeHHbIE  YIpPO3bI
Oe3omacHoCTH WH(GOPMAITUHN) C HCIIOIH30BAaHHEM POTPAMMHBIX, TPOTPAMMHO-ANNIAPATHBIX CPEJACTB WITH
0e3 UCHOJb30BaHUSl TAKOBBIX WM HENpEAHAMEPEHHO (HEmpeaHaMEepeHHbIe YIrpo3bl 0e30MacHOCTH
nHpopmanun) 6e3 UCTIONb30BaHMs TPOrPAMMHBIX, IIPOTPAMMHO-AIIAPATHBIX CPEICTB.

[Tpumep 4: kK HepeJHAMEPEHHBIM yrpo3aM 0e301aCHOCTH MH(POPMALIUU MOTYT OTHOCUTBCS:
1) HapymeHue (QyHKIMOHUPOBAHMS CHUCTEMBI yNpaBlIeHHUs 0a3bl JaHHBIX 332 CUET BBOAA B
I0JIS IaHHBIX WH(OPMALUH, IPEBBIIAIONIEH JOITyCTUMBINA 00bEM;

2) napymenue (GyHKIIMOHHPOBAHUS BeO-pecypca 3a C4eT TOro, YTO CUCTEMHBIN <...>

5.1.8. B ciydae ecnu K CHUCTEMaM M CETSIM IMpenbsBICHbl TPeOOBaHUS K YCTOMYMBOCTU U
HAJEKHOCTH (DYHKIIMOHUPOBAHHUS (B YAaCTH LIETOCTHOCTH U JIOCTYIMHOCTH HH(POPMAIIMOHHBIX PECypCOB U
KOMIIOHEHTOB CHUCTEM U CETE), JONOJHUTEIBHO K aHTPOINOI€HHBIM HCTOYHHMKAM YIpo3 Oe30MacHOCTH
nH(pOpMaLIUK B KAaYECTBE aKTYaJbHBIX MOTYT OBITH ONpeAeNieHbl TEXHOTCHHbIE HCTOYHUKH ((pusnueckue
SIBJICHUS, MaTepUaibHbie 00BEKTHI). YTPo3bl O€30macHOCTH MH(GOPMAIUH, CBSI3aHHBIE C TEXHOTCHHBIMU
HMCTOYHUKAMHU, BKIIOYAIOTCS B MOJIEIb Yrpo3 0€30MacHOCTH HH(OpMAIMHU IO PELISHUI0 00axaTens
nH(POPMAIIMY WK OTIEpaTOpa CUCTEM U CETEH.

OCHOBHBIMU Q)aKTOpaMI/I BO3HHUKHOBCHHSA YI'PO3 0e30IMacHOCTH I/IH(I)OpMaI_II/II/I, CBA3aHHBIMHU C
TEXHOICHHBIMH UCTOYHUKAMU, MOTYT SABJIATHCA:

a) HEJOCTaTKH KayecTBa, HAJAEKHOCTH NPOTrPaMMHOIO OOecredeHus, MporpaMMHO-alnapaTHBIX
CpEeICTB, 0OecrneynBaroux 00paboTKy U XpaHeHHe HH(OpMalluK, UX JIMHUHN CBS3H;

0) HegocTaTKU B paboTe 00eCeYnBAIOIINX CUCTEM;
B) HEJIOCTYITHOCTH CEPBUCOB (YCIYT), MPEAOCTABISIEMBIX CTOPOHHIUMHE OPTraHU3aIHSIMHU.

B03MOXHOCTP BO3HHUKHOBEHHS TaKHX yrpo3 onpeaciadaeTcsa Ha OCHOBE CTATUCTUKHU HUX
BO3HUKHOBCHHUA 3a TMPOULILIC TOIBbI. B cIydya€ OTCYTCTBUA YKaSaHHOfI CTaTUCTUKH BO3MOXHO
HUCIIOJIB30BaAHHEC 3KCHepTHOI>’I OIICHKH.

BrisiBIIeHHE TEXHOTEHHBIX UCTOYHUKOB JIOJKHO OCYIIECTBIIATHCS C YIETOM TPEOOBAHHI U MPaBUII,
YCTAaHOBJICHHBIX  YIOTHOMOYEHHBIMH  (peiepalibHBIMH  OpraHaMd  HCIOJHHUTENbHOM  BIACTH,
HallMOHAJIBHBIMH CTaHAapTaMu <1>, ¥ He BXOJUT B 00JIACTh IEUCTBHS JaHHOU METOINKH.

<1> Hanpumep, TaKUMH CTaHIapTaMU SIBIISFOTCS:

I'OCT P 22.0.05-2020 be3onacHOCTh B 4pe3BbIYAMHBIX CUTyalUsAX. Te€XHOIEHHbIE Ype3BbIYaiiHbIC
cutyauuu. TepMUHBI U ONpeieeH s,



I'OCT P 51901.1-2002 MeHemKMEeHT pHUCKAa. AHAIN3 pPHUCKAa TEXHOJOTHYECKHUX CHCTEM (C
[Tonpagkoii).

5.1.9. 1o pe3ynbTaTam oIpeaesieHUs] HCTOYHUKOB YTpo3 0€301macHOCTH HH(OPMAIH TOTDKHBI OBITh
OIpEICTICHBI:

a) BHUJIBI AaKTYaJbHBIX HapyLIUTENCH M BO3MOXKHBIC €I peaM3allid UMU Yrpo3 0e30MacHOCTH
nH(pOpMaLINH, a TAK)KE UX BO3MOXKHOCTH;

0) KaTeropuy aKkTyaJbHbIX HApyIIUTEJIEH, KOTOPbIE MOIYT PEaJu30BbIBaTh yrpo3bl 0€30M1aCHOCTH
uH(popMaLnY, B TOM YHCIe HepeHAMEPEHHBIE YTPO3bI.

[Ipu ompeneneHUMM HCTOYHUKOB Yrpo3 0e30macHOCTH WHGOpMAIUKd HEOOXOAMMO HCXOIUTh W3
NPEANONIOKEHNS! O HAIMYMU IOBBIICHHOW MOTHBAllMM BHEIIHWX W BHYTPEHHHX HapyIIUTENIEH,
IPEeAHAMEPEHHO pPEAIN3yIoIUX Yrpo3sl Oe3omacHoctd uH(popmanuu. Kpome TOro, HeoO6Xoaumo
YUYUTBHIBAaTh, YTO TAaKHE BH/bI HAPYIIUTENEH KaK CIICHHAaJbHBIE CIYy)XKObl MHOCTPAHHBIX TOCYJapCTB H
TEPPOPUCTUYECKHE, SKCTPEMUCTCKUE TPYIIIMPOBKH MOTYT IPUBJIEKATh (BXOAUTH B CTOBOP) BHYTPEHHHUX
HapylIMTeNe, B TOM 4ucie oONafalouMx NPUBHICTUPOBAHHBIME IMpaBaMH JocTyna. B sTom ciyuae
YPOBEHb  BO3MOXXKHOCTEH  aKTyaJbHBIX HapyluTesNel  OyJeT  OmpeieisTbCs  COBOKYIMHOCTBIO
BO3MO)KHOCTEH HapyLIUTENEH, BXOIAIIUX B CTOBOP.

[Ipumepsl ompeneneHus] akTyalbHbIX HapyLIUTeNled IMpU peaau3aluud yrpo3 0e30MacHOCTU
uHGOpMAllUd U COOTBETCTBYIOLIME MM BHUJAbl HapylIUTeNel M UX BO3MOXHOCTH IPUBEAEHBI B
MpUIOKEHNHU 9 K HacTrosield Metoauke.

5.2 OueHka cnoco6oB peanusauun (BO3HMKHOBEHUSA) Yyrpo3
6e3onacHocTU nHhopmaumm

5.2.1. B xoze oneHku yrpo3 6e3omacHocTd WH(OPMAILIUU JOJHKHBI OBITH ONpeAeNeHbl BOZMOKHbBIE
crocoObl peanu3aiuu (BOZHUKHOBEHHUS) yrpo3 0e30MacHOCTH HMH(OpMAIlUM, 3a CYET HCIOJb30BaHUS
KOTOPBIX aKTyaJIbHBIMU HapyIIUTEISIMH MOTYT OBITh peali30BaHbl YIPO3bl 0€30MacHOCTH UH(OPMALIUY B
CHUCTEMax U CeTAX, - aKTyallbHble CIOCOOBl peanu3aluu (BOSHUKHOBEHHUs) yrpo3 0€30MacHOCTH
uHpopMalnu.

5.2.2. HcxomHelMM JaHHBIMM JUIsl  ONpEAENeHUs aKTyaJbHBIX CHOCOOOB  peajau3aluu
(BO3HHMKHOBEHHMS) YIpo3 0€30MacHOCTH MH(POPMAIUH SIBIISIOTCS:

a) oOmuii mepevyeHsb yrpo3 0€30macHOCTH WH(GOPMAIMH, COJepKaIluiicss B OaHKE JaHHBIX yrpo3
6e3onacnoctu uHGopmanuu PCTIK Poccun (bdu.fstec.ru), mogenu yrpo3 6e3omacHOCTH HH(pOpMAIINY,
paspabareiBaemble @CTOK Poccum B coorBercTBUM € moamyHKToM 4 myHkra 8 I[lonoxenus o
denepanbHOl cinyk0e IO TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIO, YTBEPXKJIEHHOIO YKazoMm
[Ipesunentra Poccuiickoii @Penepaumu ot 16 asrycta 2004 r. N 1085, a Takxke oTpacieBble
(BeTOMCTBEHHBIE, KOPIIOPATUBHBIE) MOJIENIN YTPpo3 6€30MaCHOCTH HH(POPMALIUY;

0) onmucaHus BEKTOPOB KOMITBIOTEPHBIX aTaK, COAEPKANTUXCs B 0a3aX JaHHBIX M MHBIX HCTOYHHKAX,
omyonukoBaHHbIX B ceTH "UuTepHeT" (CAPEC, ATT&CK, OWASP, STIX, WASC u 1p.);

B) JIOKYMEHTAIIMSI HAa CUCTEMBl M CETH (B YaCTH CBEICHHN O COCTABE U apXHUTEKType, O TPyIIax
MOJIb30BaTeNeH U UX TUIAX JOCTYyIa U YpPOBHEH MOJTHOMOYHIA, O BHEITHUX U BHYTPEHHUX UHTepdeticax);

I') HETaTUBHbBIE MOCIEACTBUS OT peain3aluui (BOSHUKHOBEHHUS) yrpo3 0€30MacHOCTH MH(pOpMAaIiH,



ONpEACICHHBIE B COOTBETCTBUHU C HACTOSIIIEH MeTOauKOM;

1) OOBEKTHI BO3JCHCTBUS Yrpo3 0e30MmacHOCTH HMH(OPMAIMM U COOTBETCTBYIOIIME MM BHJIBI
BO3IEHUCTBUS, ONIPEACIICHHBIE B COOTBETCTBUU C HACTOSIIEH MeToauKoi;

€) BHAbl M KaTeropuu AakTyaJbHbIX HapyIIMTEIEH, KOTOpbIE MOIYT pEalu30BBIBATH YIPO3bI
Oe3omacHocT HWHGOpMALKMK, B TOM UHCJIE HENpeIHAMEPEHHbIE YIpo3bl, U HX BO3MOXKHOCTH,
ONPEACIICHHBIE B COOTBETCTBUU C HACTOSIIEH MeTOauKOM.

VYKa3zaHHbIE MCXOJHBIEC JaHHbIE MOTYT ObITh JIONOJIHEHBl MHBIMH JIOKYMEHTAMU U CBEIEHUSIMH C
y4eTOM O0COOCHHOCTEW 00JIaCTH IESTENbHOCTH, B KOTOPOI (PYyHKIIMOHUPYIOT CUCTEMBI U CETH.

5.2.3. Ha ocHOBe aHanu3a MHCXOJHBIX JAaHHBIX, a TaKKe BO3MOXKHOCTEH HapylIUTeNIeH
OTIPEJIENIAIOTCS CIIOCOOBI peann3anun (BOSHUKHOBEHHUS) yrpo3 0e30macHOoCTH MH(POPMAIUK, aKTyaIbHbIE
JUIA CUCTEM U CETEM.

OCHOBHBIMH ~CTIOCOOAMM  peanu3anuy (BO3HUKHOBEHHs) YIrpo3 0€30MacHOCTH HH(pOpMAIu
SBJISIIOTCSL:

1) ucnonbp3oBaHue ysa3BUMOCTEHN (YS3BUMOCTEH Kojia (ITpOrpaMMHOTO 00€CTeueHus), ysI3BUMOCTEH
ApXUTEKTYypbl U KOH(PUTYypallMd CHUCTEM U CeTed, a TakKe OPraHMW3allMOHHBIX M MHOTO(aKTOPHBIX
ysI3BUMOCTEN);

2) BHEJpEHUE BPEIOHOCHOTO MPOrPaMMHOT0 00eCTIeUeHHS;

3) ucnonb30BaHHE HENEKIAPUPOBAHHBIX BO3MOXKHOCTEH NpPOTpaMMHOTO oOecreueHust W (WIIH)
POrpaMMHO-aNapaTHBIX CPE/ICTB;

4) ycraHOBKa MpPOTPaMMHBIX M (MJIM) MPOrpaMMHO-aNMapaTHBIX 3aKiIaJ0K B IPOrpaMMHOE
obecrieyeHre 1 (WIK) MporpaMMHO-aINIapaTHble CPEACTBa;

5) popmupoBaHUE U HCIIOJIB30BAHUE CKPBITHIX KaHAJIOB (IO BPEMEHH, 1O MaMATH) Ul Iepeadu
KOH(HIEHIINATbHBIX JTaHHBIX;

6) mnepexBaT (M3MepeHHE) MMOOOYHBIX DSJIEKTPOMAarHUTHBIX MW3JIYYEHUH W HaBOAOK (IpYyrux
¢usnyeckux moseit) g qocTyna K KoH(QUACHIMaIbHOW MH(OpMaIuK, coAepkalleics B anmapaTHBIX
CpelncTBax ayTeHTU(UKAIUH;

7) WHBa3MBHBIE CIOCOOBI JOCTyNa K KOH(PUICHUMAIbHON HH(pOpMalMM, coAep)Kaliencs B
anmnapaTHBIX CPEJCTBaX ayTeHTU(UKAINH;

8) HapylieHue 0e30MacCHOCTH MPH MMOCTABKAX MPOrPAMMHBIX, IPOrPAMMHO-aNNapaTHBIX CPEJCTB U
(uu) ycayr mo yCTaHOBKE, HACTpPOWKE, HCIBITAHUSM, IMyCKOHAJNAAOYHBIM paboTam (B TOM 4YHCIIE
aJIMUHUCTPUPOBAHUIO, OOCITYKUBAHHMIO);

9) ommOoYHBIC MEHCTBUS B XOJE CO3JaHMS M JKCIUTyaTallud CUCTEM U CeTeH, B TOM YHCIE TPH
YCTaHOBKE, HACTPOMKE TPOrPaMMHBIX U IPOrPaMMHO-AINAapaTHBIX CPEICTB.

VYkazaHHbIe CIOCOOBI peanu3aluy (BO3SHUKHOBEHMSI) yTpo3 06e30macHoCTH HH(OpMAaLUK MOTYT ObITh
JIOTIOJTHEHBI MHBIMH CIIOCOOAMHU C YYETOM OCOOEHHOCTEH apXUTEKTYphl U YCIOBUH (DYHKIIMOHUPOBAHUS
CUCTEM U CETEH.



CnocoObl  peanu3anuy  (BO3HUKHOBEHHS) yIpo3 0€30MacHOCTH HWH(POPMALMKM  OMPEACIISIOTCS
MPUMEHUTEIBHO K 00BEKTaM BO3JCHCTBHUSA, OMPEICICHHBIM B COOTBETCTBUHU C HACTOSAIIEH MeETOIUKOM.
CriocoObl ABISIOTCS aKTyalbHBIMHU, KOTIJIa BO3MOKHOCTH HapYLIMTENs MO3BOJISIOT UX UCIOIb30BATh JUIS
peanu3ayu yrpo3 0€30MacHOCTH M UMEIOTCS WM CO3JIaHbl YCJIOBHS, IPU KOTOPBIX TaKas BO3MOXKHOCTh
MOXET ObITh pealu30BaHa B OTHOLIEHUH OO0BEKTOB Bo3jeiicTBud. OpHa yrpo3a 0Oe3omacHOCTH
nH(bOpMAIIUU MOXKET OBITh PeaN30BaHa HECKOIBKUMH CIIOCO0aMH.

5.2.4. VYcnoBueM, TMO3BOJSIONIMM HapyLIMTENISM HCIIOJIB30BaTh CHOCOOBI pealu3alud  Yrpo3
Oe3omacHOCTH MHGOPMAIUH, SBISCTCS HAIMYME Yy HUX BO3MOXKHOCTH JIOCTyNAa K CICAYIOIIUM THIIAM
uHTepdeiicoB 00bEKTOB BO3ACHCTBUSA:

BHEIIHUE ceTeBble HHTep(deiichl, obecneunBaroniye B3auMojeiictBue ¢ cerbio "HHTeprer',
CMEXHBIMH (B3aUMOJCHCTBYIOIIUMH) CHCTEMaMH WM CEeTAMU (TIPOBOJHBIC, OCCIPOBOJHBIC, BEO-
uHTepQeiichl, nHTepEich YAaIeHHOTO T0CTya U JIp.);

BHYTPCHHHUE CETEBbIC HWHTEPQEHChI, 00CCICUYUBAIONINE B3aUMOJICHCTBUE (B TOM 4YHCIE dYepe3
MIPOMEXYTOYHBIE KOMITOHEHTBI) ¢ KOMIIOHCHTaMH CHCTEM M CeTeH, MMCIOIIMMU BHEIIHHE CETCBBIC
nHTepderch (MpOBOAHBIC, OECTIPOBOIHBIC);

uHTep(deich Ui ToJIb30BaTeNel (MPOBOIHBIC, OecrpoBOAHBIE, BeO-UHTep(helchl, MHTEPHEHCH
yIQJIEHHOTO JOCTYIIA | JIp.);

UHTEP(EHCHI IS UCIOIh30BAHMS ChEMHBIX MAIIMHHBIX HOCHTENCH HH(DOpMauu 1 ieprudepuitHoro
00opyI0BaHUs;

UHTEpPQEICHl Ui YCTAaHOBKH, HACTPONKH, WUCHBITAHUN, ITyCKOHATAJOYHBIX Pa0dOT (B TOM YHCIE
aJIMUHHUCTPUPOBAHUS, yIpaBlIeHUS, OOCIy>KHBaHUs) obecriedeHHs] (DYHKIHOHHUPOBAHUS KOMIIOHEHTOB
CHCTEM H CETEHi;

BO3MOXHOCTb HOOCTyIla K IIOCTABJIACMbIM HJIM HaXOAAIIUMCA Ha O6CJ'Iy>KI/IBaHI/II/I, PEMOHTEC B
CTOPOHHHUX OpraHn3anuiax KOMIIOHCHTaM CUCTEM U CETeH.

Hanuuue ykazaHHbIX HHTEpHEHCOB OMpeAenseTcss apXUTEKTypol, COCTaBOM U YCIOBUSMU
(YHKIIMOHUPOBAHUS CHUCTEM W CETEH, TpyNramMu IOJb30BaTeNed, WX TUMAMU JOCTyNa W YPOBHIMHU
nonHoMounii. B xonme aHanmm3a JOMKHBI OBITH OMNpeNeleHbl Kak JIOTHYEeCKHe, Tak U (pusmveckue
nHTepdelickl 00BEKTOB BO3ACUCTBUS, B TOM unciie TpeOyromune GU3nIecKoro J0CTyna K HUM.

HHTepq)eﬁCLI OIIPCACIIAOTCA Ha allllapaTHOM, CUCTCMHOM U MPUKIIAAHOM YPOBHAX CUCTEM U CeTeﬁ,
a TaK¥KC IJId TCICKOMMYHUKAIIMOHHOT'O 06opy)1013aH1/1$1. B03MO0OXHOCTE UX MCIOJIB30BaHUS Ha YKa3aHHBIX
YPOBHAX OIIPCACIACTCA BO3SMOKHOCTAMHU AKTYAJIbHBIX HaPYMHTCHeﬁ.

5.2.5. Ha srane co3gaHusi CUCTEM M ceTeil ompeaeneHue MHTEp(PercoB 0OBEKTOB BO3ACHCTBHUS,
KOTOpbIE MOTYT HCIIOJIb30BaTbCS U peau3alid yrpo3 O€30MacHOCTH, MPOBOAMUTCS Ha OCHOBE
MPEATNoaraeMo apXUTEKTYpPhl U YCIOBHH (YHKIIMOHWPOBAHUS CHUCTEM U CETEH, OMpeIeNieHHbIX Ha
OCHOBE M3yYEHHUS U aHAJIN3a UCXOJHBIX IaHHBIX O HUX.

Ha sTame skcrutyaTariuu cucteM W ceTed Juisl ompeereHus nHTepdericoB 00bEKTOB BO3/ICHCTBHS,
KOTOPBIE MOTYT HCIIOIH30BATHCS ISl peaTU3aIiK yIpo3 0€30MacCHOCTH, JOMOIHUTENBHO K JOKYMEHTAIINH
Ha CECTU MU CUCTCMBbI I/ICHOJ'IBSYI-OTCZ pe?,y.]'II)TaTI)I I/IHBeHTapI/I3aHI/II/I CUCTEM H ceTeﬁ, HpOBeﬂeHHOﬁ C
WCII0JIb30BAaHUEM aBTOMATHU3UPOBAHHBIX CPE/ICTB.

5.2.6. Ilo pe3ynbraraM OLEHKH BO3MOXXHBIX CIOCOOOB peaju3aluu yrpo3 0e30MacHOCTH



nH(pOpMaIUU JTOJKHBI OBITH OTPEIETICHBI:

a) BUABl U KaTETOPUU HApYIIUTENECH, KOTOPhIE HMEIOT BO3MOXKHOCTh MCIIOIh30BAHUS AKTYyaIbHBIX
cIoco0oB;

0) akTyalbHBIE CIOCOOBI pealiM3aluu yrpo3 0e30MmacHOCTH WHGOPMAIMU U THITBI UHTEP(EcoB
00BEKTOB BO3JICHCTBHSI, 32 CUET KOTOPHIX OHH MOTYT OBITh PEaTM30BaHBI.

[TpumMepsl onpeneneHus: akKTyalbHBIX CIIOCOOO0B peanu3aiuu yrpo3 0e30macHOCTH WHGOpMALUU |
COOTBETCTBYIOIIME MM BHJbI HAPYIIUTEICH M WX BO3MOXKHOCTH IpPHUBEIEHBI B mpwioxeHun 10 k
HacTtoseir MeToauKe.

5.3 OueHKa akTyanbHOCTM Yyrpo3 6e3onacHoCcTu nHpopmaumm

5.3.1. B xoze oneHku yrpo3 6e3omacHocTd WH()OPMALUU JOJHKHBI OBITh ONPEAEIICHbI BO3MOKHBIE
yrpo3bl 0€30MacHOCTH MH(OpMAaIUK U OlIEHEHAa WX aKTyallbHOCTh JUISI CUCTEM W CETeH - aKTyallbHbIC
yTpo3bl 0e30macHOCTH HH(POpMAIIH.

5.3.2. UcxomuelMM AaHHBIMU JJIS OLEHKHU AaKTyallbHOCTH Yrpo3 0e30macHOCTH HHpopmanuu
SIBIISTFOTCSI:

a) oOuMil mepedeHb yrpo3 0e30MmacHOCTH MH(OpPMAlMM, CoAepXKaluiics B OaHKe NaHHBIX yrpo3
6e3onacuoctu nHGopmanuu GCTIK Poccun (bdu.fstec.ru), mogenu yrpo3 6e30macHOCTH WHPOPMALINY,
paspabarbiBacMble PCTOK Poccun B coorBercTBHMM ¢ mnoanyHKToM 4 nyHkra 8 IlonoxeHus o
@denepalibHON  CiTy)k0€ 1O TEXHHYECKOMY ¥ JKCIOPTHOMY KOHTPOJIO, YTBEPXKICHHOTO YKa30M
[Ipesunenra Poccuiickoit ®enepaumu ot 16 asrycra 2004 1. N 1085, a Takxke oTpaciieBble
(BemoOMCTBEHHBIE, KOPIIOPATUBHBIE) MOJIENIN YTPo3 O€30MaCHOCTH HH(POPMALINH;

0) omMcaHUs BEKTOPOB KOMIIBIOTEPHBIX aTaK, COJAEp)KallMxcs B 0a3aXx JaHHBIX U HMHBIX
MH(OPMALIMOHHBIX UCTOUHUKAX, onyOnukoBaHHbIX B ceTu "MHrepHer" (CAPEC, ATT&CK, OWASP,
STIX, WASC u ap.);

B) HETaTUBHBIE MOCIIEACTBHUS OT peaan3aluu (BOSHUKHOBEHHUSI) yrpo3 0€30MacHOCTH MH(OpMaIIH,
OIIpEZICIICHHBIE B COOTBETCTBUY C HACTOsIILEH MeToauKoii;

r) OoOBEKThI BO3JEHCTBUS yrpo3 Oe3omacHOCTH HHGOPMAIMK W BUIBI BO3JCHCTBUM HA HUX,
ONPEACIIEHHBIE B COOTBETCTBUHU C HACTOSIIEN METOaUKOM;

) BHUJbl M KAaTE€rOpUM AaKTyaJbHBIX HApYyLIUTENEH, KOTOpblEé MOTYT pPEaJTU30BbIBaTh YIPO3bI
Oe3omacHocTH WH(GOpMAlMKM, B TOM UHCJIE HEMpeIHAMEPEeHHbIE YIpo3bl, U HX BO3MOXKHOCTH,
ONpPEACIICHHBIE B COOTBETCTBUHU C HACTOSIIIEH MeTOIUKOM;

€) aKTyaJbHbIe CIIOCOOBI peanu3aiii (BOZHUKHOBEHHs) YIpo3 0€30MacHOCTH HH(OPMAIIHH.

5.3.3. Ha ocHOBe aHanu3a MCXOJHBIX JAHHBIX OMNPEIETSIOTCS BO3MOXXHBIE ISl CUCTEM M CETeH
yrpo3bl  0e30mMacHOCTH HH(pOpPMAIMK, K KOTOPHIM OTHOCATCS OCYUIECTBISIEMbIE HapyIIUTENIEeM
BO3JICHCTBUS Ha MH(GOPMAIIMOHHBIE PECYPCHI M1 KOMIIOHEHTHI CUCTEM U ceTell (00BeKThl BO3/IEHCTBUS), B
pe3yibTaTe KOTOPBIX BO3MOXHO HapylIeHHEe Oe30MacHOCTH MH(POpMaUuu W (WIM) HapylIeHHE WU
MpeKpaiieHne QyHKIIMOHUPOBAHUS CUCTEM U CETEH.

VYrpo3a GezonacHocTH MHGOPMALUK BO3MOXKHA, €CIIM MMEIOTCS HapyIIUTEIb WM WHOW MCTOYHUK
yrpo3bl, OOBEKT, HA KOTOPHIA OCYIIECTBIISIIOTCS BO3JEUCTBHUSA, CIOCOOBI peaau3aliud  yIrpo3bl



6e30macHOCTH HH(OPMALINHY, a peann3alysl yIrpo3bl MOKET IPUBECTH K HETATUBHBIM MOCIEACTBHSIM:

YBU; = [HapymuTens (MCTOYHUK YIPO3bl); OOBEKTHI BO3ICHCTBHSI;
CTIOCOOBI pean3anuy yrpo3; HeraTUBHbIE MTOCTIEICTBHS .

5.3.4. AKTyaJIbHOCTH BO3MOKHBIX YIpo3 0€30MacHOCTH HH(POPMALUHN OIpPEICNIeTCs HATUYueM
CIICHapHEB UX PEAN3aIHH.

CueHapuu peanm3aliil yrpo3 0€30MacHOCTH HWHQPOPMAIUM JIOJDKHBI OBITh OMpPENeICHBI IS
COOTBETCTBYIOIIMX CIOCOOOB peajau3aluu yrpo3 0Oe30macHOCTH WHGOPMAIUU, ONpPEICIeHHBIX B
COOTBETCTBUHM C HACTOsAIIer METONMKONH, W TPUMEHUTEIBHO K OOBEKTaM BO3JCHCTBUS W BHJAM
BO37ieHCcTBUSL Ha HUX. OnpezeneHue CleHapueB MpeAyCMaTPUBAECT YCTAaHOBJICHUE IOCIEAOBATEILHOCTH
BO3MOJKHBIX TaKTUK M COOTBETCTBYIOIIMX UM TEXHHUK, MPUMEHEHHE KOTOPBIX BO3MOXKHO aKTyaJbHBIM
HapyIIUTEJIEM ¢ COOTBETCTBYIOIIUM YPOBHEM BO3MOXXKHOCTEH, a TaKXKe JOCTYITHOCTH MHTEP(HEHCOB s
MCIIOJIb30BAaHUS COOTBETCTBYIOIIUX CIIOCOO0B peaan3aluy yrpo3 0e30macHOCTH HHpOopMaIi.

[lepeueHb OCHOBHBIX TaKTHUK (TaKTHYECKMX 33/Jad) U COOTBETCTBYIOIIUX WM THIIOBBIX TEXHUK,
MCTIOJIB3YEMBIX JJISl TIOCTPOSHUS CIICHAPHEB pealin3aliil yrpo3 0e30macHoCTH HHPOPMALuH, TPUBEICH B
npuioxenuu 11 k HacTosmeld Meronuke.

5.3.5. Ha srane co3gaHusi CUCTEM M CET€H JOJKEH OBITh OIpeneseH XOTsS Obl OJUH CLeHapui
KaX/J0ro crocoba pealn3alud BO3MOXXHOM yrpo3el Oe3omacHocTH uHpopmauuu. CueHapuit
OTIpeAEeAeTCs ISl KaX/10r0 aKTyaJlbHOTO HAPYILIUTEINS U UX YPOBHEH BO3MOKHOCTEH.

[lpu Hanuuuu XOTs OBl OJHOTO CIEHAPHS Yrpo3bl OE30MACHOCTH HH(OpMAIMM Takas yrposa
MPU3HACTCS] AKTyaJIbHOM JJISI CHCTEMBI U CETH W BKJIFOYACTCS B MOJICNb Yyrpo3 OE30MMacCHOCTH CHCTEM H
cered Ui OOOCHOBaHHS BhIOOpA OPraHU3AIMOHHBIX M TEXHHUYECKUX MeEp IO 3amuTe HH(popMaiuu
(obecmieueHn 0 OE30MACHOCTH ), @ TAK)KE BEIOOPA CPE/ICTB 3aIUThI MH(DOpMALUU (PUCYHOK 7).

Yrpo3a HECaHKIIMOHUPOBAHHOTO JIOCTyTA K 0a3e JaHHBIX,
coJieprKalie 3amunaeMyto nHpopMaIuo






Pucynok 7. IIpumep cueHapus peajin3alyiv yrpo3bl
0e30macHOCTH HH(POPMALIHH

Ha »rame »sKkcrulyataliuu CHCTEM W CeTed IS KaXIOW BO3MOXHOH yrpo3bl 0€301acHOCTH
nH(OpMALIUY OTPEEIIIeTCS MHOKECTBO BO3MOXKHBIX CIIEHAPUEB €€ peallu3allid B MHTEPECax OLECHKH
3(PEKTUBHOCTH MPHUHITHIX TEXHUYECKUX MEp M0 3amuTe nHpopmaiuu (odbecreueHno 0€301MacHOCTH), B
TOM YHUCJI€ CPEACTB 3aIUTHI HHPopMaruu. [Ipu 7ToOM MHOKECTBO CIIEHAPUEB ONPEACISAETCS IS KaKI0TO
aKTyaJbHOTO HAPYIIUTENS U YPOBHEH €ro BO3MOYKHOCTEH B COOTBETCTBUU C MOJTyYECHHBIMH Pe3yIbTaTaMu
WHBEHTapH3aIlMi CUCTEM M CETeH, aHaiMu3a YysI3BUMOCTEH W (MJIM) TECTUPOBAHHS HA TPOHHUKHOBCHHE,
MIPOBEJICHHBIX C UCTIOIB30BAaHUEM aBTOMATH3UPOBAHHBIX CPECTB (PUCYHOK 8).

5.3.6. Ha sTane skciutyarauuy onpeaeieHue ClieHapueB pealn3ali yrpo3bl BKIIOYAET:

a) aHAJIM3 MCXOIHBIX JaHHBIX HA CUCTEMY WM CETh, NPEIyCMaTPUBAIOLIMM B TOM 4YHCIE aHAIU3
JOKYMEHTAIlUH, MOJIEI yrpo3 0e30MacHOCTH WH(GOpMAIMH, NPUMEHSIEMBIX CpPEACTB  3allUThI
uHOpMalNK, U ONpe/ieIeHUe IIIAaHUPYEMBIX K IPUMEHEHUIO aBTOMAaTU3UPOBAHHBIX CPEJICTB;

0) mpoBeJicHHEC WHBEHTapH3alk WHPOPMAIMOHHBIX CUCTEM W CETEeHd W OmpejciieHue OOBEKTOB
BO3JICHCTBUS U UX UHTEP(EHCOB;

B) ONpEJIE]ICHUE BHEIIHUX MHTEpP(ENcoB, KOTOPhIE MOTYT ObITh 33J€MCTBOBAHbI IIPU pealu3aluu
yrpo3 6e301acHOCTH HH(POPMALIUY;

T') onpezeNieHre BHYTPEHHUX UHTEP(ECOB, KOTOPhIE MOTYT OBITH 3a/IeHICTBOBAHBI IIPH peaTN3aIluH
yrpo3 6e301nacHOCTH HH(POPMALIUY;

1) BBISBIICHHE YSI3BUMOCTEH OOBEKTOB BO3JCUCTBHUS, a Tak)Ke€ KOMIIOHEHTOB CHUCTEM M CETeH,
MMEIOIUX BHEIIHHE UWHTepdeichl, ¢ KOTOPHIMH TOCPEICTBOM BHYTPEHHHX HHTEp(eicoB
B3aUMOJICHCTBYIOT OOBEKTHI BO3/ICHCTBHS;

€) TMpOBEAECHHME TECTHUPOBaHHWA Ha IPOHUKHOBEHHE, IOATBEP)KAAIOLIETO  BO3MOYKHOCTh
WCIIOJIb30BAaHUSl BBISBJIEHHBIX YS3BUMOCTEH WJIM BBISBICHMS HOBBIX CLEHApHUEB peaJU3alid yTPO3bl
6e30macHOCTH HH(pOPMaLINY;

)K) IMOMCK IMOCJICAOBATCIIBHOCTU TAaKTUK W TCXHUK, MNPUMCHCHHEC KOTOPBIX MOXET HNPUBECTU K
peam3aniun  yrpo3sbl 0e30IMacHOCTH I/IHCI)OpMaI_[I/II/I, HCXO0JAd U3 YPOBHA BO3MOXKHOCTEM AKTYAJIbHBIX
HaPYIHHTeJIefI, a TaKXKC pPE3YJIbTATOB HWHBCHTApU3aAllMM, aHAJIM3a YSIBBHMOCTGP'I U TECTUPOBAHUA HaA
IIPOHUKHOBCHUC,

3) COCTaBJEHHE CLEHApUEB pEaJU3aldu Yrpo3bl 0€30MacHOCTH WH(GOpMAalUU NMPUMEHUTENBHO K
00BEKTaM M BUIaM BO3JIEHCTBUS, a TaK)Ke CIIoco0aM peanu3aluu yrpo3 0€30MacHOCTH HHPOPMAITHH.
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Pucynok 8. [Ipumep cuenapueB peajiuzanuu yrpo3
0e30macHOCTH HH(POPMALIHH

[Tpunoxenue 1
K MeToauke OLEHKH yrpo3
0e30macHOCTH HH(POPMAITHH

TEPMWHbI U ONPEOENEHUA,
NMPUMEHAEMBIE ANA UENEN HACTOALUETO METOANYECKOIO JIOKYMEHTA

ApPXUTEKTYypa CHCTEM M CeTel: COBOKYIHOCTb OCHOBHBIX CTPYKTYpHO-(DYHKIIMOHAIBHBIX
XapaKTepUCTUK, CBOMCTB, KOMIIOHEHTOB CUCTEM U CETel, BOIUIOIEHHBIX B MH(POPMALIMOHHBIX Pecypcax U
KOMIIOHEHTAX, IPAaBUJIaX X B3aUMOJCHCTBUS, peKUMax 00paboTKH HHPOPMALIUH.

BzaumopeiicTByromas (cMexHasi) cucTeMa: CUCTeMa UJIM CeTh, KOTOpas B paMKax YCTaHOBIIEHHBIX
(GyHKIIUH MMeeT B3aUMOJICHCTBUE IIOCPEICTBOM CETEBBIX MHTEP(EICOB C CUCTEMOM U CEThIO OIeparopa u
HE BKJIIFOYEHA UM B IPaHUILy MPOIlecca OLIEHKH yrpo3 6e30macHOCTH HH(OPMaLIUK.

Bo3moxHOocTH HapylmuTens: Mepa YCWIMH HapylWTeNsl AJi pealu3ali yrpo3bl 0€30MacHOCTH
uH(pOpMalUY, BbIpAKEHHAs B MOKA3aTeNIAX KOMIIETEHTHOCTH, OCHALIEHHOCTU pecypcaMd U MOTHBALIUU
HapyLIUTEIS.

['panuna oueHk yrpo3 6e30nacHOCTH HH(POPMAIHH: COBOKYITHOCTh HH(POPMAIIMOHHBIX PECYPCOB U
KOMIIOHEHTOB CHCTEM H CeTei, B TpeAerax KOTOpOW oOecneuuBaeTcs 3ammMra WHQOpPMaIuu
(Oe3zomacHOCTh) B COOTBETCTBUM C E€IMHBIMHM MpaBWJIAMH M TPOLEAYpaMH, a TakXe KOHTPOJIb 3a
pealn30BaHHBIMU ME€paMu 3alUThl HHPopMalu (obecreueHnst 0€30MacHOCTH).

WudopmarinoHHble pecypchl: HH(pOpMalvs, 1aHHbIe, IpeACcTaBIeHHbIe B (hopMe, MTpeIHa3HAYeHHON
JUTSI XpaHEHUs 1 00pabOTKH B CUCTEMAaX M CETSIX.

KoMmnoHeHT (cucTeMsbl, ceTH): MporpaMMHOE, POTPpaMMHO-aNNapaTHOE UITU TEXHUYECKOE CPEJCTBO,
BXOJIAIIIEE B COCTAB CUCTEM U CETEM.

O6eCHqu/IBaIOH_II/Ie CUCTCMBbI. MHKCHCPHBIC CUCTCMbI, BKIIHOUAOIINEC CHCTCMBI BHGKTpOCHa6)KCHI/I5{,
BCHTHUJIAAIHUH, OXJIAXKIACHUSA, KOHAWLIUOHHUPOBAHUA, OXPAaHbl U JPYTHC HHKCHCPHLIC CHCTCMBI, a4 TAKXKC
CpCACTBA, KaHAJIbl U CUCTEMBbI, IIPCAHA3HAYCHHBIC I OKa3aHHUA YCIYT CBA3U, APYTUX YCIIYT U CCPBUCOB,
MpeaOCTaBIACMBIX CTOPOHHHMHU OpraHHu3alusIMHU, OT KOTOPBLIX 3aBUCUT (1)YHKHI/IOHI/IpOBaHI/Ie CUCTEM H
CCTCU.

O6nanarens nHGOPMAIIMH: JTUI0, CAMOCTOSTEIHLHO CO3/aBiiee HHPOpMaIUO MO0 MOTyYHBIIEee HA
OCHOBaHMM 3aKOHA WM JOTOBOpa IMpaBO pa3peliarh WIA OrPaHUYMBATh JOCTYN K HHpoOpmanuu,
oTpeensieMo 1Mo KaKUM-TH00 MpU3HaKaM.

Omneparop: JIUII0, OCYIIECTBISIONIEE ASSITEIbHOCTD 0 SKCIUTyaTallud CUCTEM U CEeTei, B TOM UHUCIIe
o o0paboTKe coaeprkaierics B HUX HH(popMaIuu.



OcHOBHBIE (KpUTHYECKHE) TPOIEeCcChl (OM3HEC-TPOIECCHI): YMPaBICHYECKHE, OpraHW3aIlMOHHBIC,
TEXHOJIOTUYECKUE, MPOU3BOJCTBEHHBIC, (DPUHAHCOBO-’KOHOMHUYECKHE W HHBIE OCHOBHBIE IPOLIECCHI
(Om3Hec-mipoLiecchl), BBINOJIHSAEMbIE oOnajgaTerseM HHQOpPMAaLUU, ONEpaTopoM B paMKax pealln3aluu
¢GbyHKIMK (TTOJIHOMOYMI) WIIM OCYILIECTBIICHUS OCHOBHBIX BHJIOB JESTEIHHOCTH, HapylleHHEe U (WIIN)
IIPEeKpaIleHNe KOTOPBIX MOKET IPUBECTU K BO3SHUKHOBEHHIO PUCKOB (YLIepOy).

[Tonb30Barenb: JUIO, KOTOPOMY Ppa3pelIeHO BBIOJIHATH HEKOTOpPbIE IEHCTBUS (omepanuu) 1o
00paboTke MHPOPMALIMU B CUCTEME HJIU CETU U UCIOJIb3YIOIEe Pe3yJIbTaThl €€ (PYHKIIMOHUPOBAHUS.

[TocTaBmKK yCiIyr: JIMIO, MPEeNOCTaBisIomee oreparopy M (wim) oOnajgaTrenro Ha OCHOBaHHUU
JIOTOBOpa WM HMHOM 3aKOHHOM OCHOBAaHWHU YCIYTHM [0 KCIOJb30BAHUIO CBOUX BBIYHCIUTEIBHBIX
pecypcoB, MPOrpaMMHOTO 00eCIIeUeHus], CPEICTB XPaHEHHS UK Mepeadn HHpopMaIum.

[IporpaMMHoO-ammapaTHoe CpEICTBO: YCTPOWCTBO, COCTOSIEE M3 allapaTHOro OOecreueHUs: U
(YHKIMOHHMPYIOLIETO Ha HEM MPOTrPaMMHOTO 0OecreueHus], y4acTBymomiee B pOpMHUPOBAHNH, 00pabOTKeE,
nepeade Wi nprueme uHopmaruu.

VYrpo3a Oe3omacHOCTH WH(DOPMAIMK: COBOKYIHOCTh YCIOBUH ©  (DaKTOpOB, CO3HArOIIUX
MOTEHIIUATIBHYIO WU PEalbHO CYIIECTBYIOINIYIO OMIACHOCTh HApyIEHUs 6e30MacHOCTH HH(POpMAIUH.

VYA3BUMOCTB: HEAOCTATOK (C1a0OCTh) MPOrPaMMHOrO (IIPOrpaMMHO-TEXHUYECKOI0) CPeACTBa WU
CHCTEMBl W CETH B II€JIOM, KOTOpBIi(as) MOXeT OBITh HCIIONB30BaH(a) s peaju3aludl  yrpos3
6e30macHOCTH HHPOPMALIUH.

[Tpunoxenue 2
K MeToauke OLeHKH yrpo3
6e3omacHoCcTH HH(OpMALIUU

PEKOMEHOALINA
Mo ®OPMUPOBAHWIO SKCMNMEPTHOW IrPynrbl U NPOBEAEHUIO
SKCMNMEPTHOWU OLIEHKU MNMPU OLIEHKE YITPO3 BE3OMNMACHOCTU NH®OPMALIUA

KauectBeHHOE (QOpMHpOBaHUE SKCIEPTHONW TPYIIBl CHOCOOCTBYET CHUKEHHMIO CYyOBEKTHBHBIX
(bakTOpoB TNpH OLEHKE yrpo3 Oe3omacHOCTH HHpopMauuu. 3aHMKeHue (ociabiieHHe) SKCIepTamMu
MIPOTHO30B M TIPEAIIONIOKEHUIA MPH OIEHKE YIpO3 MOXET IOBJI€Yh HACTYIUICHHE HENpPOTHO3HPYEMOTO
(HeoxxuagaHHOrO) yiepda B pe3yibTaTe HX pealu3aluu. 3aBbIIIEHHE SKCIEepTaMd HPOTHO30B U
MPEATIONIOKEHUN TP MOJEIUPOBAHUHU yrpo3 Oe30MacHOCTH HMH(POPMAIMKM MOXKET MOBJIEYb 3a COOOM
HEOIpaBJIaHHbIE PacXo/ibl HA HEUTpaIu3anuio (6JOKMPOBAHUE) YTPO3, SBISIOIIUXCSA HEAKTYaIbHBIMU.

HezaBucumMo ot pe3ynbrara GOpMHUPOBAHHS SKCIEPTHON TPYIIIBI MIPH OIEHKE Yrpo3 0€30MacHOCTH
nH(OpMAaILIUK CYIIECTBYIOT CyOBEKTUBHBIE (DAKTOPBI, CBS3aHHBIE C TCHXOJIOTUEH MPUHSTHS PEUICHHMA.
DTO Tak)Ke MOXKET MPUBOAUTH KaK K 3aHKEHUIO (OCIAa0JEHWI0), TaK W K 3aBBIINICHUIO (YCHUIICHHIO)
SKCIIEPTaMH MPOTHO30B U MPEINONIOKEHUH TPU OIIEHKE yrpo3 06e30macHoCTH WH(GOPMAIIUHU, YTO B CBOIO
ouepelb MOXKET TMPUBECTH K TMPOMYCKY OTAEIBHBIX YIrpo3 Oe30omacHOCTH WHPOPMAIMH WIH K
HEONpaBAaHHBIM 3aTpaTaM Ha HEUTpaIU3allio HEAKTyalbHbIX YTPO3.

Jlroboe penieHue, MPUHUMAEMOE JKCHEpTaMU IpPU OLEHKE Yrpo3 O0e30macHOCTH HH(pOpMAaIHH,



JOJDKHO HCXOAWUTH M3 TPaBWI, HPU KOTOPHIX HAPYUIMTEIb HAXOAWTCS B HAMIYYIIUX YCIOBMSX IS
peanu3aiy yrpo3bl 0€30macHOCTH (IPUHIUNIA "TapaHTHPOBAaHHOCTH").

a) doopMmupoBaHMe IKCNEePTHOM rpynnbl

B cocraB skcrepTHOM TPyMNIBl A OLUEHKH YTrpo3 O€30MacHOCTH HMH(POPMALUU PEKOMEHIYETCS
BKJIIOYATh JKCIEPTOB (HE3aBHUCUMO OT TOTO, pealusylorcs M (yHKUIuU obiagaTens HHQpOpMAaINH,
3aKa34yMKa U OIepaTopa B paMKax OJHOM WM HECKOJIBKMX OpraHU3alil) OT:

nojpa3aesieHus 1o 3amuTe nHpopmaruu (odecredeHuss HHOOPMAITMOHHOM O€301TaCHOCTH);
NOJpa3JIeNIeH s, OTBETCTBEHHOTO 32 u(poByto Tpanchopmarmio (UT-crernuanucTos);
MOJIpa3JIeJICHUs], OTBETCTBEHHOTO 32 IKCIUTYaTaIlUIO CETEH CBSI3U;

MoJIpa3/ielIeH s, OTBETCTBEHHOTO 32 IKCILTyaTalli0 aBTOMAaTH3UPOBAHHBIX CHCTEM yIIPABIICHHUS;

HoJpa3/ieNiecHuil  oOnajaresiss WHPOPMAIMKM WM OINEepaTropa, OTBETCTBEHHOT'O 3a BBIMOJIHEHHE
OCHOBHBIX (KPUTHYECKHUX ) MPOIECCOB (OM3HEC-TIPOIIECCOB).

CocTaB 3KCHEpTOB MO peleHno obaanaTens HHGoOpMaIMK WIKM OnepaTopa MOXKET ObITh JONOJIHEH
WIA YTOYHEH C y4eTOM O0COOEHHOCTEH 00JacTh NeATeNbHOCTH, B KOTOPOH (DYHKIMOHHUPYIOT CHCTEMBI U
cetd. B wactHocTH, U1 OLEHKM yrpo3 0e30macHOCTH HH(OpMaIUM, peajn3alus KOTOPBIX MOXKET
NpUBECTH K (DUHAHCOBBIM pHUCKaM, PEKOMEHAYETCS IPUBJIEKaTh JOMOJIHUTEIbHO CIEIHAIUCTOB
HKOHOMHUECKUX ((PMHAHCOBBIX) MOApa3AeaeHui o0nagaresns MHGOPMAIMK WK OllepaTopa.

st opranm3anuu pabOThI AKCIEPTHON TPYINIBI PEKOMEHIYETCS OMPEACIATh CICIHAIUCTA 10
3amuTe uHpopmaruu (obOecrieueHHI0 WH()OPMAIMOHHOW OE30MacCHOCTH), MMEIOIIETO CTaX padoT He
MEHEe TpeX JIET W MPAKTUYCCKUH OIBIT OIEHKA WH()OPMAIMOHHBIX PUCKOB. B 3KCHEpTHYIO TpymITy AJis
OILIEHKH yTpo3 0€30MmacHOCTH MH(OpMAIMH PEKOMEHIYETCs BKIOYaTh CIEHUATHCTOB, UMEIOIINUX OMBIT
paboTBl HE MeHee OJHOTO ToJia IO COOTBETCTBYIONIEMY HAIPABICHHUIO NEATEIBHOCTH, B KOTOPOM
MIPOBOAMTCS OIIEHKA YIPo3 0€30MacHOCTH HHPOPMAIIHH.

3KCHCpTBI JOJIZKHBI O6J'Ia)IaTI) HE3aBUCHUMOCTHIO, OCHOBAaHHOH Ha OTCYTCTBUHM KOMMCEPUYCCKOIro M
(UHAHCOBOTO MHTEpeca WJM JIPYroro JAaBleHHs, KOTOPOE MOXKET OKa3aTh BIMSHUE HA MPUHUMAaeMble
pemenusa. He pexomenayercs (GopMUpOBaTh 3KCHEPTHYIO TPYIIYy W3 YYAaCTHUKOB, HAXOISAIIUXCS B
IPSIMOM TOAYMHEHUH, TaK KaK 3TO MOXET HEraTUBHBIM 00pa30M MOBIHATH Ha Pe3yibTaT OINpeJeIeHUs
yrpo3 6e30macHoCTH HH(pOPMaLUH.

B coctas 3KCHepTHOI>'I IpYNIIIbI JOJIZKHBI BXOAUTH HE MCHEC TPEX 3KCIICPTOB.
0) npoBeAeHMe IKCNEPTHOMN OLIEHKU

ITpu npoBeneHNN PKCIEPTHON OLEHKHU NMPUHUMAIOTCSI MEPBI, HAIIPABJIEHHBIE HA CHU)KEHHUE YPOBHS
CyOBEKTUBHOCTH U HEOTIPEIETICHHOCTH MPU ONpeAeSIEHU Kax /10l U3 yrpo3 0€30MacHOCTH UH(POPMAIIUH.

DKCIEPTHYIO OLIEHKY PEKOMEH IyeTCs IPOBOANTH B OTHOLICHUH CIIEAYIOMINUX MTapaMeTpOB:
a) HEraTUBHOTO MOCJIEJICTBUS OT peajn3aluu yrpo3 0e30macHOCTH HH(POpMaIINH;

0) neneit HapymMTeNnel Mo pealru3alnuu yrpo3 0e30macHoCcTy HH(popMaIumy;



B) CIIEHApHs ACHCTBUI HAPYIIUTENCH PH peaTn3aluy yrpo3 0€301acHOCTH HHHOPMAITUH.

OLeHKy napamMeTpoB PEKOMEHAYETCsl MPOBOAUTH OMPOCHBIM METOJOM C COCTaBICHUEM AHKETHI, B
KOTOPOH YKa3bIBAIOTCSI BOIPOCHI M BO3MOYKHBIC BApPHAHTHI OTBETA B €IMHON NMPUHATOM IIIKAJIEe U3MEPEHUI
("mm3kuit", "cpenuuit", "Boicokuit" miam "na", "Her" wiM uHble mKanel). [Ipu 3TOM BOMPOCH! TOJKHBI
OBITh YETKMMH M OJJHO3HAYHO TPAKTYEMBIMH, MPE/IITOIAraTh OJJHO3HAYHBIC OTBETHI.

OHpOC 9KCIICPTOB BKIIOYACT CICAYIOIINEC STAIlbI:

KKIBIA SKCIEPT MPOBOAUT OLEHKY OLIEHHBAEMOTO MapaMmerpa (peKOMEHIYeTcsi He MeHee IBYX
PayHJIOB OLIEHKH), pE3yIbTaThl KOTOPOU 3aHOCATCS B TaOIUILY;

IMOCJIE OUCHKH Ka>XJIbIM U3 SKCIICPTOB OT6paCBIBaIOTC$I MHHHMAJIbHBIC U MAaKCUMAaJIbHbIC 3HAUYCHUSI,
ONpeaACEICTCA CPCAHCC 3HAUCHHUEC OLICHUBACMOI'0 ITapaMETpa B KAXKIAOM payHIC,

OIIPEACIIACTCS UTOTOBOC CPECAHCC 3HAUCHUEC OLICHUBACMOI'O I1IapaMeTpa.

I'Ipumep Tabnuubl pe3ynbTaToB OLeHKU NapamMeTpoB

DKcnepTsl 3HaueHue OLIEHUBAEMOro | 3HA4Y€HUE OLIEHUBAEMOI0
napametpa (paysn 1) napameTpa (payHnu 2)
Okcnept 1
Dkcnept 2
DKcnepT n

Hrorosoe 3HaueHHE




[Tpunoxenue 3
K MeToauke OLeHKH yrpo3
0e30macHOCTH HH(POPMAITHH

PEKOMEHOYEMAA CTPYKTYPA
MOAENN YIPO3 BE3ONACHOCTU MHO®OPMALIUUN

YTBEPXJAIO

PykoBoaurens oprana
rocy/1apCTBEHHOMU BJIACTH
(opraHnu3zanuu) Ui HHOE

YIOJTHOMOYEHHOE JIUIO

n n 20_ T.

Mognens yrpo3 6e3onacHOCTH HHPOPMALTUU

HAaMMEHOBAHHE CUCTEMBI U (WJIH) CeTH

1. O6LWwme nonoxeHus
Paznen "OOmume moaoxxeHus" CoaepKuT:
Ha3HA4YE€HHE U 00JIACTh JIEHCTBHS TIOKYMEHTA,

HOPMAaTUBHBIE TIPABOBbIE AaKTbl, METOJUWYECKUE JOKYMEHTBI, HAIMOHAIBHBIE CTaHIAPTHI,
WCTIOJIb3yEMBbIE /ISl OLIEHKHU YIpo3 0€30macHOCTH HH(OpMAIK U pa3paboTKU MOJIENN YTpo3;

HaMMCHOBAHUC 06J'Ia,[[aTeJ'I$I I/IH(I)OpMaLII/II/I, 3aKa34dHnKa, oreparopa CUCTEM U CCTCfI;

MoJIpa3JielieHus, JOJHDKHOCTHBIC JIHIA, OTBETCTBEHHBIC 3a OOCCIICUCHHUE 3alUThl HH(pOpMaIH
(Oe30macHOCTH) CHCTEM U CETel;

HaVMEHOBaHWE OpraHM3allM, NPUBJIEKAEMOW Ui pa3pabOTKH MOAEIH Yyrpo3 Oe30macHOCTH
uHpopManuu (MpH HATUIHUHN).

2. OnucaHue CUCTEM U CEeTEN U nUX XapaKkTepuctTukKa Kak 00BLEeKTOB 3alimThbl
Paznen "Onucanue cucreM U ceTell U MX XapaKTePUCTHKA KaKk 0OBEKTOB 3aIlUTHI" CONEPIKUT:

HalMEHOBAHHWE CHUCTEM M CeTed, JuId KOTOpBIX pa3paboTaHa MOJEIb yrpo3 O0e30macHOCTH
nH(popMaLnu;

KJIaCC 3alllUIICHHOCTHU, KaTCropusd 3HAYUMOCTH CHUCTEM U CCTCﬁ, YPOBCHBb 3alllUIICHHOCTH
MEPCOHAJIbHBIX JaHHBIX;

HOpMAaTHBHBIE IpaBOBbIe akThl Poccuiickoit denepaiiuu, B COOTBETCTBUM C KOTOPBIMU CO3/IAI0TCS U
(wn) QYHKITMOHUPYIOT CUCTEMBI U CETH,

Ha3HayeHue, 3a1adyn ((QyHKIMU) CHCTeM U CeTei, cocTaB oOpabaThiBaeMOil MH(pOpMAIMH U €e



MPAaBOBOM PEXKUM;

OCHOBHBIE TPOIIeCChl (OM3HEC-TpoIlecChl) obnaaaresns nHGOPMAIUH, ONepaTopa, st 00ecreUeHUs
KOTOPBIX CO3/1a0TCs ((PYHKIIMOHUPYIOT) CUCTEMBI U CETH;

COCTaB M apXUTEKTypy CHUCTEM M CETEH, B TOM YHCIe MHTEP(EHCH U B3aMMOCBSI3U KOMIIOHCHTOB
CHCTEM H CETEH;

ONMCAHHWE TPYNIl BHEUIHMX M BHYTPEHHUX II0JIb30BATENCH cHUCTEM M CeTeil, ypOBHEH HX
IIOJJHOMOYUI M THUIIOB JOCTyIa (B COCTaB IPYII I0Jb30BaTeICH BKIIOYAIOTCA BCE MOJIb30BATENH, AJIS
KOTOPBIX TpeOyeTcs aBTOpH3alMs IpU JOCTyNe K MHPOPMALMOHHBIM pecypcaM, M MOJIb30BaTEIH, IS
KOTOpbIX He TpeOyercsi aBTopu3alus (HampuMep, MpefoCcTaBiIeH IOCTYIl K CalTy 0e3 MpOXOxKIEeHUs
aBTOpHU3ALINN);

ONMCaHHE BHELIHMX UHTEP(EHCcOB U B3aUMOJCHCTBUN CUCTEM M CETEH C MOIb30BaTENAMU (B TOM
YHCcIIe MOCPEICTBOM MAIIMHHBIX HOCHTENEW MH(OPMALMHU, CPEICTB BBOJA-BBIBOJA, BEO-TPUIIOKEHUH),
MHBIMU CHUCTEMaMHU U CETSMH, 00eCIeUynBaIOIMMU CUCTEMaMH, B TOM 4Hciie ¢ ceTbio "MHTepHer";

uHpopManuio O (YHKIMOHHPOBAHWM CHCTEM U ceTeil Ha 0Oaze HMHPOPMALMOHHO-
TEJIEKOMMYHUKAIIMOHHOW  MH(QpacTpyKTypbl — LIEHTpa  OOpaOOTKM  JaHHbIX MO OOJayHOM
UHOPACTPYKTYPBl, O MOJEIH NPEAOCTABICHHUS BBIYUCIUTENBHBIX YCIYr, O paclpeneieHuu
OTBETCTBEHHOCTU 3a 3allUTy HH(OpMaluu Mexay obnazateneM uUHGPOpMaLMU, ONEPaTopoM MU
MOCTABIIMKOM  BBIYMCIUTENBHBIX  yCIOYr, OO0  YCIOBHAX  HCHOJB30BaHUA  HMH(DOPMAIIOHHO-
TEJIEKOMMYHUKAIIMOHHONH HHPPACTPYKTYpPbI LIEHTpa 00pabOTKH TaHHBIX WIH 00JauHOW HHPPACTPYKTYPbI
MOCTAaBIIUKA YCIYT (MPY HATUYHH).

K wmomenmu yrpo3 Oe3omacHocT HMHGOpPMAIMM MOTYT TMPHJIAratbcs CXEeMbl M PHCYHKH,
WJUTFOCTPUPYIOIIKE COCTAB U apXUTEKTYPy CUCTEM U CeTel, MHTep(eiiChl B3aMMOICHCTBHUSI KOMIIOHEHTOB
CUCTEMBI U CETH, IPYIIIIHI I0JIb30BATENEH, a TAK)KE APYTUe NOSICHAIOIINE MAaTepUAIb.

3. Bo3MOXHble HeraTMBHble NOCNEeACTBUA OT peanu3aumum (BO3HMKHOBEHMUSA) yrpo3s
6e3onacHocTn nHopmaumm

Paznen '"Bo3MOXHbIE HEraTMBHBIE TMOCIEACTBUS OT pealu3alud (BOSHHUKHOBEHHS) YIpo3
6e3omacHOCTH HHGOPMAITHH" COACPIKUT:

ONUCaHHe BUAOB PUCKOB (yLIepOOB), aKTyalbHBIX Ul oOnajareis HWH(pOpMalMM, OnepaTopa,
KOTOpbIE MOTYT HACTYIIUTh OT HAPYIIEHUS WIN MPEKPALIEHUS] OCHOBHBIX MPOILIECCOB;

ONMCAHWE HETaTUBHBIX IIOCIEACTBHI, HACTYIUIEHUE KOTOPBIX B pe3yjibTaTe pealu3aluu
(BOBHMKHOBEHMS) Yrpo3 0e30MacHOCTH HH(POpPMAIMM MOKET IMPUBECTH K BO3HUKHOBEHHUIO PHCKOB

(ymepba).
4. Bo3aMOXHble 06beKTbl BO3AeNCTBUA Yrpo3 6e3onacHoCcTU MHdopmauumn
Pa3nen "Bo3moxkHbIe 00BEKTHI BO3ACHCTBUS YIpo3 6€30MacHOCTH HH(POpMALIUU" COAEPKUT:

HAaUMEHOBAHMSI M Ha3HAYEHUE KOMIIOHEHTOB CHCTEM U CETEH, KOTOpbIE HENOCPEICTBEHHO
Y4acTBYIOT B 00pabOTKe M XpaHEHHUHU 3alluiiaeMod WHGOpMaluu, WIA 00ECleYHBaIOT pearu3aluio
OCHOBHBIX IIPOIIECCOB 00JaiaTelNss HHPOPMALIUK, OTIepaTopa;

OITMCaHHUEC BHIO0B BOS)IGI\/'ICTBI/ISI Ha KOMIIOHCHTBI CHCTEM H CeTeﬁ, pcainursanus KOTOPBIX



HAapymHUTEIIEM MOXET MMPUBCCTU K HCTATHUBHBIM ITOCJIICACTBUSAM.

K monemu yrpo3 6Oe3omacHoCTH HMH(GOPMALUMM MOXKET IPHIAraTbcs CXeMa C OTOOpakKeHHEM
00BEKTOB BO3/ICHCTBHS U MX HA3HAUCHMSI B COCTABE APXUTEKTYPhI CUCTEM U CETEH.

5. UcTO4YHMKM yrpo3 6e3onacHOCTU MHcopMaLm
Paznen "Ucrounuku yrpo3 6e3omnacHocTd HHGOpMAIUU'" COMCPIKHT:

XapaKTEePUCTHKY HapyIIUTEJeH, KOTOPbIE MOTYT SBJISATHCS WCTOYHHUKAMH YIpo3 Oe30MacHOCTH
nH(pOpMAIINY, ¥ BO3MOXHBIE IIETTH peau3alliid UMH yIpo3 0€30macHoCTH HH(opMaIimy;

KaTErOpHH AaKTYaJIbHBIX HAPYIIUTENCH, KOTOpbIE MOTYT SBJIATHCS HCTOYHHKAMH  YIpo3
6e30macHOCTH HH(POPMALINH;

OITMCaHNUE BO3MOKHOCTEH HapyquTeJ'Ieﬁ I10 peajindaliuu MMH yrpo3 0e30macHOCTH IPUMCHUTCIIBHO
K Ha3HA4YCHUIO, COCTAaBYy U apXUTCKTYPC CUCTEM U CCTeH.

K MOZACIN YIpo3 0e30macHOCTH HH(bOpMaL[HH MOTYT HpujiaraTeCiad pUCYHKH, WIUIFOCTPUPYIOIINC
BO3MOXXHOCTH H&py[HHTCJICﬁ, " APYruc NOACHAIOMMC MaTCpHaJIbI.

6. Cnoco6bl peanu3auumn (BO3HUKHOBEHUSA) yrpo3 6e3onacHoCcTn nHpopmaumm
Paznen "CnocoOsl peanuzanuu (BOSHUKHOBEHUS) yrpo3 O6e30macHocTd HHpOpMauu'" BKIIOYAET:

OIHCaHKE CIIOCOOOB peanu3anuy (BOSHUKHOBEHHS) yrpo3 Oe30MacHOCTH MH(OPMALUU, KOTOpHIC
MOTYT OBITh UCIIOJIb30BAaHbI HAPYIIUTEIISIMHA PA3HBIX BUAOB H KaTETOPH;

OIIHMCaHUuEC I/IHTep(l)ef/'ICOB 00BEKTOB BO3I[€I>10TBH$I, AOCTYIIHBIX IJId MCIIOJB30BAaHUA HAPYHIUTCIIAMU
Croco00B peanu3aluu yrpo3 6€30MacHOCTH HHPOPMAIIHH.

K Monemn yrpo3 6e3omacHOCTH HH(POPMAIIMN MOXKET IpUIaraTbCs CXeMa ¢ OTOOPaKEHHEM THIIOB
JIOTHUYECKUX, (pu3nueckux uHTepdercoB 00bEKTOB BO3JEHCTBUS, B TOM YHCie TpeOyOIMX (pru3nyeckoro
J0CTyTNa K HUM, a TaK)K€ COOTBETCTBYIOIINE UM CIIOCOOBI peanu3alii yrpo3 6€301MacHOCTH HH(OPMaLIKH.

7. AKTyanbHble yrpo3bl 6e3onacHocTu nHgpopmaumm
Paznen "AkTyanpHble yIpo3bl 6€30MaCHOCTH HH(POPMALMU" BKIIIOYAET:

MepevYeHbh BO3MOXHBIX (BEPOSITHBIX) yIpo3 0€30MacHOCTH HMH(POPMALUU JIJII COOTBETCTBYIOIIUX
CHocOo00B UX pealn3aly U YPOBHEH BO3MOXKHOCTEH HapyIIUTENCH;

OIKCaHNE BO3MOKHBIX CLIECHAPHEB PEAT3aLMH yTPpo3 O€30MaCHOCTH HH(POPMALIUN;
BBIBOIbI 00 aKTyallbHOCTH Yrpo3 0€301macHOCTH HH(OpMAIIH.

K mogmemn yrpo3 Oe3omacHocTH HMH(OpMAanMM MOXKET IMPUIATaThbCs CXeMa C OTOOpaKECHHEM
CIICHAapHEB pealn3aluu yrpo3 6e30nacHOCTH HHPOPMAIUH.



[Tpunoxenue 4
K MeToauke OLeHKH yrpo3
0e30macHOCTH HH(POPMAITHH

BuAbl
PUCKOB (YWEPBA) U TUMNOBbLIE HETATUBHbBIE NMOCJNIEACTBUA
OT PEAJIU3ALINN YITPO3 BE3OIMNACHOCTU MH®OPMALIUUA

Tabnuma 4.1
Bune! pucka (ymep6a) Bo3MoskHbBIE TUTIOBBIE HETATUBHBIE TTOCIIEICTBUS
VYiepo dusznyeckomy |  Yrpo3a )KU3HH WU 3J0POBBIO.
JUILY YHUKEeHHe JOCTOMHCTBA JTUYHOCTH.
Hapymenue CBOOO/IBI, JINYHOMU
HENPUKOCHOBEHHOCTH.

Hapymenrne HenpuKOCHOBEHHOCTH YaCTHOW JKU3HU.

Hapymienne nu4HOM, ceMeWHOW TalHbI, yTpaTa
YeCTH U JOOpOTro NMEHH.

Hapymenue TaiiHbI  NEpenucku, Tese(OHHBIX
MIEPETOBOPOB, MHBIX COOOIICHUH.

Hapymenne uHBIX mpaB M CBOOOJA TIpakJaHMHA,
3aKpEILICHHBIX B Koncrurynuun Poccuiickoit
®enepanyu u penepaabHbIX 3aKOHAX.

OWHAHCOBBIM, WHOW  MaTepUANBHBIA  yIIepO
bu3nuecKoMy JIULLY.

Hapymienne KOH(HUIECHIINATBHOCTH (yTeuxa)
IIEPCOHAIBHBIX JaHHBIX.

"TpaBns" rpaxknanuna B cetu "MHtepHet".

Pasrnamenue nepcoHaNpHBIX JaHHBIX I'PaXkI1aH

Pucku opuauyeckomy | Hapyiienue 3aKOHOJAaTEIbCTBA Poccuiickoi
Iy, MHIUBHyalbHOMY | Penepanuu.
IIPEANPUHUMATEITIO, [Toreps (XuiieHne) JEHEKHBIX CPEJCTB.
CBsA3aHHbIE C Xo3siiicTBeHHOM | Hepomonydenue oxxumgaemMol (MPOTHO3UPYEMOIN)
JEATEIBbHOCTBIO IPUOBLIH.
Heobxonumocts JIOTIOJIHUTEIIbHBIX

(He3aIUIaHMPOBAHHBIX) 3aTpaT Ha BBILIATHL IITPagoB
(HEyCTOEK) MJIM KOMITEHCAIUH.

Heob6xonumocth JIOTIOJTHUTEIbHBIX
(He3arUTaHMPOBAaHHBIX) 3aTpaT Ha 3aKyNKy TOBAapOB,
paboT uiy ycayr (B TOM YHUCIIE 3aKyIKa MPOrpaMMHOIO
o0ecrieyeHns, TEXHUYECKUX CPEJICTB, BBIMICIIINX W3
CTpOs, 3aMeHa, HacTpOika, PpEMOHT YKa3aHHBIX
CPEJICTB).

Hapymenue mraTtHoro pexuma GyHKIMOHHPOBAHUS
ABTOMATH3UPOBAHHOM  CHCTEMBI  yIpaBICHUS U
yIpaBiIsieMoro o0beKTa U/UiH mpolecca.

CpbIB 3aIUIaHUPOBAHHOM CIIEJKHU C ITAPTHEPOM.

Heob6xonumocTth JIOTIOJTHUTEIIBHBIX




(He3arm1aHuPOBAHHBIX)
JeATEIILHOCTH.

3aTpaT Ha BOCCTAaHOBJICHUC

[Tponomxkenne TadauIs! 4.1

N Bune! pucka (ymep6a) Bo3MOXKHBIE TUIIOBBIE HETATUBHBIE MTOCIEACTBUS

IToTepst KIMEHTOB, IOCTABLINKOB.

IToTepst KOHKYPEHTHOT'O IPEUMYIIECTBA.

HeBo3MoxHOCTB 3aKJIF0YEHHUS JIOTOBOPOB,
COTJIalICHUH.

Hapyuenne nenoBou penyramnum.

CHMKeHHue NpecTKa.

Juckpenuramus pabOTHUKOB.

Yrpara nosepus.

[TprunHeHue UMYIIECTBEHHOTO yiepoa.

Hecnoco6HOCTB BBITIOJTHEHUS JIOTOBOPHBIX
0053aTeNbCTB.

HeBo3moxxHOCTh  pemieHus 3a7ad  (peanusanuu
byHKUMKA) WU CHIWKEHHE S(PPEKTUBHOCTH PpEIICHHUS
3aja4 (peanuzanuu QyHKIUI).

HeoOxonumocthb U3MEHEHUs (mepecTpoeHust)
BHYTPEHHUX TMpOLENyp [UIsl JOCTH)KEHUS LEJeH,
perrenus 3aaa4 (peanu3anuu QyHKIU ).

ITpuHsTHE HENPABWIBHBIX PELLIECHUI.

[Tpocroit nHGOPMAIIIOHHON CHCTEMBI HITH CETH.

[TyOnukanus HempocToBepHOW HMHDOpManuu Ha BeO-
pecypcax opraHu3alii.

Hcnonp3oBanne BeO-pecypcoB JUIS
pacnpocTpaHEeHUs] U YIpPaBJICHUS  BPEIOHOCHBIM
IPOTrpaMMHBIM 00eCTIeYeHUEM.

Paccpimka ~ MHQOpPMAIMOHHBIX ~ COOOUIEHMH  C
HCII0JIb30BaHNEM BBIUNCIIUTEIbHBIX MOIIHOCTEN
omeparopa u (Ujii) OT €ro UMEHH.

VYTeuka KOH(HICHIIMATbHON uHpopMaun
(kxoMMepUecKol TaiHbl, CEKpETOB MPOU3BOJICTBA (HOY-
xay) u 1ip.)

v3 Ymepd rocymapctBy B| IIpuumHeHue yuiepOa *HU3HH U 30POBBIO JHO/IEH.
obnactu oOecnieuenusi| [Ipekpaiienue unu HapyueHue GyHKIMOHUPOBAHUS
00OpOHBI CTpaHbl, | 0ObEKTOB obecrieyeHus KU3HEIECATEIBHOCTH
0€30MacHOCTH ToCyJapcTBa U | HACEeJIEHHUSI.
npaBomopsiika, a Takke B| IIpekpamienue unu HapyuieHue (QyHKIMOHHUPOBAHUS
COIIMAIBHOM, 00BEKTOB TPAHCIOPTHOU HHPPACTPYKTYPHI.
YKOHOMHYECKO, [Tpekpaienue uiau HapyuieHue (GyHKIMOHHUPOBAHUS
MOJINTUYECKOH, rOCyJapCTBEHHOTO OpraHa B YacTU HEBBINOJHEHUS
IKOJIOTHUECKOMN cepax | BO3JI0’)KEHHON Ha HEr0 PyHKIUH (IOTHOMOYHS).
JeSITEIIbBHOCTH [Ipexpaienne win HapyueHne GyHKIIMOHUPOBAHUS

CCTH CBs3U.




OTtcyTCcTBUE JOCTYIIA K TOCYIAPCTBEHHOM yCIyTE.

Hapymenue ycnoBuil MeXIyHapoOAHOIO J0roBopa
Poccuiickoit ®@enepanuu, CpblB  IEPETOBOPOB  HIIU
HOJIMCAaHUS IUTAHUPYEMOT 0 K 3aKIIFOUYEHUI0
MEXIYHApOAHOro norosopa Poccuiickon @enepannu.

[Tponomxenne Tabnuist 4.1

Bunei pucka (ymep6a) Bo3MoxHbBIE TUTIOBBIE HETATUBHBIE MTOCIEACTBHS

CHmwkeHue ypoBHA J0XOJa TOCYyAAapCTBEHHOU
KOpIopaluuy, TOCyJapCTBEHHOM OpraHu3alud —WIH
OpraHMU3alMy C FOCYy1apCTBEHHBIM YUYaCTHEM.

Bo3nukHoBeHue ymepba Oroxeram Poccuiickoit
®denepanuu.

[Ipexpamienue  wiaM  HapylIeHHE  MPOBEACHUS
KJIIMCHTaMH OTICpallMid 10 OAHKOBCKUM cyeTaM M (WJIH)
0e3 OTKpBITHUS OaHKOBCKOTO CHU€Ta WM OIlepanuid B
CUCTEMHO  3HAa4MMOM  KPEIWTHOM  OpraHu3aLui,
OIepaTopoM yCIyr IUIATEKHOW HHQPPACTPYKTYpPHI
CUCTEMHO M (MJIM) COLMAIbHO 3HAYUMBIX IUIATEKHBIX
CUCTEM, CHCTEMHO 3HAuuMOHl HHQPacCTpyKTypHOU
opranu3zaiuei pruHaHCOBOTO PHIHKA.

Bpennbie BO3€HCTBUSA HA OKPYIKAOLLYIO CPEY.

[Tpekpaienne uiau HapyuieHue (GyHKIMOHHUPOBAHUSA
IIyHKTa YIpaBJIeHUs (CUTYal[MOHHOTO LIEHTPA).

CHmxenue IIOKa3areynen rocy1apCTBEHHOIO
000pOHHOTO 3aKa3a.

[Tpekpaienne uiau HapyuieHue (GyHKIMOHUPOBAHUS
MH(OPMALlMOHHON CHCTEMBl B o0acTh oOecreueHus
00OpOHBI ~ CTpaHbl, 0€30MacHOCTH TOCYAapcTBa U
IIpaBOIIOPsIIKA.

Hapyienne 3aKOHOJATEIbCTBA Poccuiickoi
denepanuu.

[TyGnukanus HEIOCTOBEPHOW COLMANBHO 3HAUYUMOMN
uHpopmanuu Ha BeO-pecypcax, KoTopas MOXKET
IIPUBECTH K COLMAJIbHONW HANpsSKEHHOCTH, IIaHUKE
Cpellu HaceJleHus U JIp.

Hapymenue mratHoro pexuma GyHKIMOHHUPOBAHUS
ABTOMATU3MPOBAHHOW  CHCTEMbl  yIpPaBIEHUS U
yIpaBiIsgeMoro oObeKTa W/WIM TIpolecca, €ClId 3ITO
BEJIET K BBIBOJY U3 CTPOS TEXHOJIOTMYECKUX OOBEKTOB,
UX KOMIIOHEHTOB.

Hapymenue 0OIIECTBEHHOT'O MIpaBoOIIOPSIIKA,
BO3MO>XHOCTb [TOTEPHU WUJIM CHU)KEHHUS YPOBHSI KOHTPOJIS
3a OOLIECTBEHHBIM IIPABOIIOPSIKOM.

Hapymenue BbiOOpHOTO TIpo1iecca.

OtcyTtcTBHE BO3MOYHOCTH OTIepaTUBHOTO
OTOBELIEHUS HACETIEHMS O YPE3BBIYANHON CUTYaLUH.




Opranuzanus TMUKETOB, 3a0aCTOBOK, MHTHHIOB H
JIPYTUX aKIUH.

MaccoBbi€ YBOJIbHEHUS.

VYBenuueHue  KoJWYeCTBAa  JkKajgo0 B OpraHbl
rOCYJapCTBEHHOM BJIACTU WJIM OpPraHbl MECTHOTO
CaMOYITIpaBJICHHUS.

ITosiBiienue HETaTUBHBIX myOmuKanui B
00IIEeTOCTYITHBIX HCTOYHUKAX.

[Tponomkenne TadauIs: 4.1

N Bune! pucka (ymep6a) Bo3MOXKHBIE TUIIOBBIE HETATUBHBIE MTOCIEACTBUS

Coznianue NpeAnochbUIoOK K BHYTPUIOIUTUYECKOMY
KpU3HCY.

Oxkonuanue Tadmunel 4.1

N Buast pucka (ymep6a) Bo3MOXKHbIE TUIIOBBIE HETATUBHBIE MTOCIEACTBUS

Jloctynn K IepcoOHaNIbHBIM JaHHBIM COTPYIHHKOB
OPraHOB TOCYJapPCTBCHHOM BJIACTH, YIIOJTHOMOYCHHBIX B
obnmactu oOecrieueHuss OOOPOHBI, OE30MAaCHOCTH H
MPaBOMOPSIIKA, BBICIITHX JIOJDKHOCTHBIX JIUII
rocy1apCTBCHHBIX OpraHoB n Apyrux JINI]
rOCYJapCTBCHHBIX OPTaHOB.

JlocTym K cucTeMaM M CeTSIM C LEIbI0 He3aKOHHOTO
MCIIONIb30BaHUS BEIUMCIUTEIBHBIX MOITHOCTEH.

Hcnonp3oBanne BeO-pecypcoB TOCYAapCTBEHHBIX
OpraHOB ISl  PACIpOCTpPaHEHHs] U  YIpaBJICHUS
BPC€AOHOCHBIM IIPOrpaMMHBIM o0ecrieueHneM.

VYTeuka nH(pOpMAIMK OTPAHHYEHHOTO JIOCTYTIA.

Henpenocrapienue rocy1apCTBEHHBIX YCIyT

Yka3aHHBIC THUIIOBBIC HETaTHUBHEIC MOCJICACTBHUA OT p€ain3allun yIpo3 0e30IMacHOCTH I/IH(i)OpMaI_II/II/I
MOMJIC)KAT KOHKPETH3aUM W MOTI'YT JOOHNOJHATBCA APYIMMH HETATUBHBIMHU  IIOCICACTBUSAMU B
3aBHCUMOCTH OT 0COOCHHOCTEH 001acTH JACATCIIBHOCTH, B KOTOpOfI q)yHI(I_[I/IOHI/IpyeT CHUCTEMA U CCTh.



[Tpunoxenue 5
K MeToauke OLeHKH yrpo3
0e30macHOCTH HH(POPMAITHH

NMPUMEPBI
ONPEOEJNIEHNA OBBEKTOB BO3OENCTBUA N BUOOB BO3AEANCTBUA HA HUX
Tabnuua 5.1
Heratusubie OOBEKTHI BO3IEHCTBUS Bunrl Bo3aelicTBus
MOCJIEACTBHUS
Pasriamenue baza JIAHHBIX | YTeuka UICHTU(PUKAITMOHHON
IIEPCOHAIBHBIX UH(POPMALIMOHHOM  CHUCTEMBI, | MH(pOpMalMU TpaxJaH u3 0a3bl
JAHHBIX IpaXKaH | cozieprkaiias JTAHHBIX
(V1) UACHTU(DUKAITMOHHYIO
UH(POPMALIHIO TPAKIaH
VY nanennoe VYreuka UICHTU(PUKAITMOHHON
aBTOMaTH3UpOBaHHOEe pabouee |MH(popManuu rpaxaad ¢ APM
mecto (APM) nonb3oBarens I10JIB30BATENA
JInnus cea3u mexnay cepsepoM | Ilepexsar UHpOpMaIuHy,
OCHOBHOI'O LIEHTpa 00paboTKH |conaeprkalieil UACHTU(UKALMOHHYIO
JAHHBIX U cepBepoM | HHpOpMaITHIO rpax/aaH,

PE3EepBHOIO IIEHTpa 00pabOTKH
TAHHBIX

nepenaBaeMoﬁ 110 JIMHUAM CBA3HU

Be0-npunoxenue

HecanknmoHupoBaHHBIM JOCTYIl K

WH(MOPMAIIMOHHONW  CHUCTEMBI, | MACHTU(DUKAITMOHHOW HH(pOpMAIIN
oOpabaTsIBaroIIeit TpakXJaH, coJepKalieicss B BeO-
UACHTU(DUKAITMOHHYO MPUIOKEHUU uH(MOpMaIMOHHON
uH(OopMaIrIo rpaxkaan CHCTEMBI
XulleHne JeHeKHbIX | bank-KiuenTt HecankimonupoBanHas noJMeHa
CpeICcTB €O cuera JIaHHBIX, coziepKaIInXcs B

opranusanuu (¥Y2)

PEKBU3HUTAX IIJIATCI)KHOTO IMOPYICHHUA

APM ¢unancoBoro nupekropa | HecankunonmupoBaHHas
monupukanuss  uHGOpPMAIUU B
MJATEXKHBIX ~ PACHOPSDKEHUAX U
OTIpaBKa HEJIOCTOBEPHBIX
pacnopsKeHu ! oT AMEHHA
(hMHAHCOBOTO TUPEKTOPA

DNEKTPOHHBIN MOYTOBKIN MUK | Monudukanuss  uHpOpMAIMK B

(bMHAHCOBOTO TUPEKTOPA MJATEXKHBIX ~ PACTOPSHKEHUAX U
OTIpaBKa HEJIOCTOBEPHBIX
pacnopsKeHUu ! oT AMEHHA

(uHAHCOBOTO AMPEKTOPA




APM rnaBHoro Oyxranrepa

[lonmeHa fmaHHBIX, COJEpIKaIIMX
PEKBU3HUTHI IUIATEKHBIX MOPYUYECHUU
U JPYrod IUIaTeXKHOW WHOpManuu
Ha APM rnaBHoro Oyxranrepa

OxoHuyaHue TadmmIe! 5.1

HeratusHrie OOBEKTHI BO3AEHCTBUSL Bunsl Bo3aenicTBus
MIOCJIE/ICTBHS
CpbiB APM pykoBoauTens | Mogudukamus  uHGOpMaUu U
3arIaHUPOBAHHOMN OpraHu3aIu OTIpPaBKa BJEKTPOHHBIX IHCEM C

CACIIKH C MapTHEPOM
(¥V2)

HEJIOCTOBEPHON HH(pOpMaIIUEe OT
MMEHU PYKOBOJUTEIIS OpraHu3aIiu

DNIEKTPOHHBIN MOYTOBBIN SIIUK
PYKOBOAMTEIIS OPraHU3aluu

Momudukanust  UHPOPMALUU U
OTHpaBKa 3JCKTPOHHBIX IIHCEM C
HEJOCTOBEpHOW WH(pOpMaIuein oT
VMMEHH PYKOBOAMTEIS OpraHU3aIun

3arpsi3HeHus

OKpYKarollle cpebl
u BOJIOEMOB B
pe3ysbTare pasiauBa

KommyTannoHHbIi
KOHTpOJUIEp Ul YIpaBIICHUS
aBapuMHBIMU  33/IBJKKaMH B
He(TenpoBoe

HecankunonupoBanHas

MouduKanys (M3MEHEHHE) JIOTHKU
paboThI W YCTaBOK
KOMMYTAallUOHHOTO  KOHTpPOJLIEpa,

HepTH u3 KOTOpasi IPHUBOJUT K OTKPBITHIO
Hedrenposoaa (V3) (w1 HE 3aKpBITHIO) aBapUIHOMN
3aJIBUKKH npu HapyLICHUH
TEPMETHYHOCTH HedTempoBOIa
[Tporpammupyemblit HecankimonupoBanHas
JIOTUYECKHUU KOHTpOJIIEp | MOTUGUKALMS (M3MEHEHNE) JIOTHKU
(TUIK) JUTS ynpasinieHus | pabotsl unu ycraBok [1JIK, koTopas
HACOCHBIMM CTaHLUSIMU IOPUBOAUT K BKJIIOUEHHUIO (WM He
OTKJIFOUEHHUIO) HACOCHOM CTaHIUU
IIPY 3aKPBITOM aBapUIHOM 3aJIBUIKKE
B He(TenpoBo/e
APM oneparopa HecanknuonupoBanHass  OTIIpaBKa
KOMaHJ, PUBOAIIAS K
HecpabaThIBaHUIO CPEICTB
aBapuifHOM 3ammThl U (WIH) K
n3meHeHuro goruku 11JIK
Henpenocrasnenune |Beb-npunoxenue noprana|OTka3 B 0OCIy)XHBaHUU  BeO-
roCcyJapCTBEHHBIX rOCYJapCTBEHHBIX yCIIyT MIPHIIOKEHUS
yeayr (Y3)
Cucrema ynpasienus | [logmena nHpopmanuu Ha
COZIEPKUMBIM BeO- | CTpaHMIIax noprana Ha
NPWIOKEHUsl (caliTa) mopTalia|HeI0CTOBEPHYIO

rOCy/IapCTBEHHBIX YCIyT




Cepsep OamancupoBku |OTKa3 B 0OCIy)KMBaHWH  BeO-
HArpy3kd Ha BeO-TIPUIIOKECHHUE | TPHIIOKEHUS

(caiir) noprasa

rOCYIapCTBEHHBIX YCIIYT

Cepsep BeO-mpminoxkenus |OTkaz B 0OCIyXMBaHWH  BeO-
(caiita) nopTaa | IpuiI0KEeHUs

rOCyAapCTBEHHBIX YCIYyT

CepBep 0a3 nmaHHBIX TOpTala
rOCy/IapCTBEHHBIX YCIyT

Otka3 B 0OCIyXHMBaHHH CepBepa
ympaBieHus: 6a3aMu TaHHBIX

IMonmena wuHpOpManuu B 06azax
JaHHBIX HA HEJIOCTOBEPHYIO

YTeuka
rpakJiaH

ICPCOHAJIbHBIX JaHHBIX




[Tpunoxenue 6
K MeToauke OLeHKH yrpo3
0e30macHOCTH HH(POPMAITHH

BO3MOXHBbIE LIEJIN
PEANTU3ALIAN YTPO3 BE3OMNACHOCTU NUH®OPMALIUN HAPYLUUTENAMU

Tabnuma 6.1

N Buapl Hapymurens Kareropun Bo3MoskHbIE LI€NH peanu3anuu yrpo3
BUJA HapyLIUTENs 6e3onmacHOCTH MHPOPMALIUN

1 |Cneumanvubie cimyxObi| Buemmnuit |Hanecenue ymiep0a rocynapcTBy B 00J1acTi
HUHOCTPaHHBIX obecrieueHrss OOOpPOHBI, 0E30MACHOCTH |
rocyaapCTB IMMpaBoOIIOPpsAKa, a TAKIKEC B MHBIX OTICIbHBIX
00JIaCTAX €ro NesTeIbHOCTH WIIM CEKTOpax
9KOHOMHKH, B TOM HYHCJIC AUCKPCAUTALHA
WIH necTabuIn3arms JeSTEIbHOCTH
OTAENIBHBIX ~ OpPraHOB  T'OCYJApCTBEHHOU
BJIACTH, OpraHH3aIuii, HOJTyYeHHE
KOHKYPEHTHBIX IIPEMMYLIECTB Ha YpPOBHE
rocy/1apcTBa, CpBIB 3aKITFOYCHHSI
MEKIYHAPOAHBIX  JOTOBOPOB,  CO3JaHUE
BHYTPHUIIOJIUTHYECKOTO KpU3HUCa

2 | Teppopucrudeckue, Buemnuit | CoBepiieHne  TEpPPOPUCTUYECKHX  AKTOB,
KCTPEMUCTCKHE yIpo3a KU3HU IPaKIaH.
TPYIIUPOBKH Hanecenne ymep6a oTnenbHbIM chepam
JESTEIbHOCTH WM  CEKTOpaM HSKOHOMUKH
rocy1apcrBa.

Jlecrabunm3anms obmecTna.
Jecrabunuzanusi JIesSTENTbHOCTH  OPraHoB
rOCyapCTBEHHOW BIIACTH, OpTraHU3aIui

3 |IIpecrynuele rpynnel| Buemmnuit |[lonmyuenue — gunHancoBoil  wim  HMHOHN

(KpUMHUHAaJIbHBIE MaTepUaIbHON BBITO/BI.
CTPYKTYPBbI) XKenanue camopeanu3anuu (IOATBEPKICHUE
craryca)
4 |OtnenbHblE Buemnnit  |[lonmyuenne — ¢uHaHCcOBOW WM WHOHU
¢buznueckue Iuna MaTepuaibHON BHITO/bI.
(xaKepsbl) JIro6onbITCTBO WIH KeJlaHNe

camopeanu3anuu (oATBEpKIEHUE CTaTyca)

5 |Konkypupyromue Buemnmii | [TomydyeHne KOHKYpPEHTHBIX IPEUMYIIECTB.
OpraHu3anuu [Tonmyyenne  ¢uHAHCOBOW  WIM  WHOHU
MaTepHATbHOMN BBITOJIbI

6 |Paspabotunku BuyTtpennuii | Buenpenue JTIOTIOJTHUTEIbHBIX
MIPOTPAMMHBIX, (GYHKITMOHATBHBIX BO3MOXHOCTEU B
MPOTPAMMHO- MPOTpaMMHBIE 158107 MPOrpPaMMHO-




aIrapaTHbIX CPEICTB

amnrmapaTHble CpPeJCTBa Ha Tare pa3padoTKH.
[TomrydyeHne KOHKYpPEHTHBIX MPEUMYIIECTB.

[Tomydyenne  puHAHCOBOW  WJIM  HMHOM
MaTepHaIbHON BBITOIBI.
HenpennamepeHHbIe, HEOCTOPOXKHBIC WIIH

HEKBaATU(UIIUPOBAHHBIC IEHCTBHS

OxoHyanue Tadmune! 6.1

N Buas! Hapymmrens Kareropuu Bo3MoskHBIE 11EH peanu3anuy yrpo3
BUA HapyLIUTENS 0e30macHOCTH HH(POPMALIHH

7 |JIuua, Buemamii  |[lonmydyenne — ¢duHAHCOBOW WM WHOM
oOecrnieunBaroIye MaTepuaibHON BHITO/bI.
MIOCTaBKY HenpennamepeHnHbie, HEOCTOPOKHBIE WJIH
MIPOTrpaMMHBIX, HEKBATU(UIIUPOBAHHBIC IEHCTBHUS.
MPOrPaMMHO- [TonyyeHue KOHKYpPEHTHBIX TPEUMYILIECTB
armapaTHblX CPEACTB,
obecreunBaroImx
CHUCTEM

8 |IlocraBuiuku Buytpennnii |[lonydenne  ¢uHAHCOBOM  WiIM  WHOH
BBIYUCIIUTEIbHBIX MaTepUaIbHOMN BBITOJIBI.
YCIYT, YCAYT CBSI3U HenpennamepeHHble, HEOCTOPOKHBIE WJIU

HEKBaTU(UIIUPOBAHHBIC ICHCTBHUS.
[TonydyeHne KOHKYPEHTHBIX IPEUMYIIECTB

9 |Jluma, npusnekaemsie | BuyTtpennuit |[lomyuyenue  ¢uHaHCOBOM WM HWHOMU
JUIst YCTaHOBKH, MaTepHanibHOU BBITOJIBI.
HaCTPOWKH, HenpennamepenHsle, HEOCTOPOXKHBIE WIIN
WCTIBITAHUH, HEKBaTU(UIIUPOBAHHEIE TEHCTBUSI.
MyCKOHAIQJIOYHbIX U [TonydyeHne KOHKYPEHTHBIX IPEUMYIIECTB
WHBIX BUIOB paboT

10 |JIuua, Buytpennuit |[lonydyenue  ¢unaHcoBoil WM HUHOM
obecrieunBaronme MaTepHaIbHOU BBITOJIBI.
(GYHKITMOHUPOBAaHUE HenpennamepeHHble, HEOCTOPOXKHBIE WIIU
CUCTEM U CeTe WiIn HEKBaJM(UIIUPOBAHHBIE JEHCTBUS
obecrnieunBaroIne
CHUCTEMBI orneparopa
(amMuHUCTpALUA,
oxpaHa, yOOpIIMKHA U
T.J.)

11 |ABTOpHU30BaHHBIE Buytpennuii |[lonydyenne  ¢uHaHcoBoil  wiM — HMHOM
MOJIB30BATENN  CHCTEM MaTepHATbHOMN BBITOJIBI.
U ceTen JIroOonbITCTBO 15R105 JKeJlaHue

caMmopeanu3aiuu (IoITBEPKIACHUE CTaTyca).
MecTb 3a paHee COBEpIIICHHBIE EHCTBUSI.
HenpennamepeHHble, HEOCTOPOKHBIE WIIU




HEKBaTU(UIUPOBAHHBIE EHCTBUS

12 |CucremHsble Buytpennnii |Ilonydenne  ¢uHAHCOBOM  WIM  MHOH
aJIMUHUCTPATOPbI u MaTepHaIbHON BBITObI.
aJMMHHUCTPATOPbI JIro6ombITCTBO WIN KeJlaHue
0e3011acCHOCTH camopeanu3anuu (IOATBEPkKACHUE cTaTyca).

MecTtb 3a paHee COBEPILECHHBIC JEHCTBHUS.
HenpenHamepeHHble, HEOCTOPOKHBIE HIIU
HEKBaTU(UIUPOBAHHBIE EHCTBUS

13 |beiBmme  pabotHuku | Buemmwmii |[lomydenme — guHaHCOBOM — MM HMHOM
(moJsip30BaTENN) MaTepHaIbHON BBITObI.
MecTtsb 3a paHee COBEPILIECHHBIE JEHCTBUS

VKa3zaHHbIE BO3MOXHBIE IE€JIM pean3alud yrpo3 0Oe30macHOCTH HHGOpMAalMK MOJJIeXkar
KOHKPETU3allil U MOTYT JIOIMOJHATHCS APYTUMH IENISIMH B 3aBHCHMOCTH OT OcoOeHHOcTeil o0mactu
NeSITeIbHOCTH, B KOTOPOH (DYHKIIMOHUPYIOT CUCTEMBI U CETH.

[Ipu oreHke BO3MOKHOCTEH HapylmuTened HE0OXOIUMO MCXOAUTH U3 TOTO, YTO ISl TTOBBIIICHUS
YPOBHS CBOMX BO3MOYKHOCTEH HapyluTenu | BHaa MOTYT BCTYNAaTh B CTOBOP C Hapymwurensmu 5, 6, 7, 8,
9, 10, 11, 12 BunoB. Hapymmurenu 2 Bua MOTyT BCTynaTh B croBop ¢ Hapymureasmu 10, 11, 12 Bunos.
Hapymmurenu 3 Buzna Moryt BCTynath B croBop ¢ Hapymmutensimu 10, 11, 12 Bunos. B cinyuae npunstus
TaKUX MPEINOI0KEHUH 1IeNTM U YPOBHHM BO3MOKHOCTEH HapyIIUTENIel MOIJIeKaT 00beIUHEHUIO.

IIpunoxxenue 7
K MeToaunke OLeHKH yrpo3
6e30macHOCTH HHpOpPMALIUU

NMPUMEP
OUEHKW LUENENA PEANU3ALUN HAPYLUUTENAMMU YITPO3 BE3OMNACHOCTU
MHO®OPMALIUN B SABUCUMOCTU OT BO3MOXHbIX HETATUBHbIX
NMOCNEACTBUA 1 BUAOB YLLUEPBA OT UX PEANTU3ALIUU
(AnA rocygAPCTBEHHON MH®OPMALIMOHHON CUCTEMbI)

Tabmuua 7.1



Buasl Bo3moxHbIe 11eNn peanu3ainy yrpo3 0€30macHOCTH HH(pOopMaIiu CooTBeTCcTBHE 1IEJIeH BUAAM
HapymuTenen pucka (ymep06a) ¥ BO3MOKHBIM
Hanecenue Hanecenue ymep6a| Hanecenue ymep6a rocyiapcTsy B HEraTHBHBIM I1OC/IEICTBUSAM
ymiepOa IOPUITIECKOMY obsactu obecrieueHust 00OPOHBI
busznueckomy Iy, CTpaHbl, 0€30MaCHOCTH TOCYJapCTBa U
JUIY WHIUBHTyATbHOMY MPaBOMOPSIJIKA, a TAKIKE B
NPEAITPUHUMATEIIO COLMAJIbHOW, SKOHOMUYECKOM,
MOJTUTHYSCKOM, SIKOJIOTHYECKOM
chepax eaTenbHOCTH
CrenuansHbIe - - + V3 <xE>
CITYKOBI (MMCKpeauTaIys WK IeCTA0MITH3aINs (HapyuieHue
WHOCTPAHHBIX NEeSTEIILHOCTH OpraHa (YHKIIMOHHPOBAHUS
rocyaapcTB roCy/IapCTBEHHON BIacTH <*>) roCy/IapCTBEHHOTO OpraHa,
JTUCKPEIUTALUS ACSITSIbHOCTH
opraHa rocyapcTBEHHOM
BJIACTH)
Teppopuctuueckue, - - + V3
AKCTPEMHCTCKHE (mecTaOuau3anms AesITeIbHOCTH (oTcyTcTBHE AOCTYMA K
TPYIITHPOBKA OpPTaHOB TOCYIapCTBEHHON BJIACTH, COLMAIBLHO 3HAYUMBIM
OpTraHH3aIlHil) rOCy/IapCTBEHHBIM YCITyTaM)
[Iponomxenue Tadbnuupl 7.1
Buner Bo3moskHbIE 11e11 peanu3anuu yrpo3 0e301macHoCTH nHpopmaum CooTBeTCTBHE IIeIeH BUIaM
HapyHIuTenei pucka (ymiep6a) 1 BO3MOKHBIM
Hanecenune Hanecenne ymep6a| Hanecenue yiiep0a rocyapcTBy B HeraTUBHbIM T10CJIECTBHAM
ymiep0a IOPUTTIECKOMY obsactu obecrieueHrust 00OPOHBI
busznueckomy TUILY, CTpaHbl, 0€30MaCHOCTH TOCYJapCTBa U
TUILY WHIUBUAYATHBHOMY MPABOIOPSIJIKA, & TAKXKE B
NpEATPUHAMATEITIO COITMAJILHOM, SKOHOMHYECKOIA,
MMOJINTHYECKOM, DKOJIOTHIECKOH
chepax neaTenTbHOCTH
[Ipecrynnbie + + + Vi




TPYIIIIbI (monmydenue (monmyudenue (>kenmaHue caMOpean30BaThCs) (mapyuenue
(KpUMHUHAJIbHBIE (¢buHaHCOBOM (buHaHCOBOM KOH(pHICHIIMAILHOCTH
CTPYKTYPBI) BBITO/IBI 32 CUET BBITO/IbI 32 CUET MEPCOHAIIBHBIX TAHHBIX
KpaXXHl U MPOJAXXH | HCIIOIb30BAHUS rpaxiaH)
MEPCOHAIBHBIX | BBIYUCIUTEIbHBIX v2
JAHHBIX TPAXKIAH) MOIIHOCTEMH (Hapy1ieHue 1e10Bon
CEPBEPOB penyTanun)
roCcy/1apCTBEHHOM V3
MH()OPMAITMOHHOU (opranu3zanusi MUTUHTOB,
CUCTEMBI JJIsi 3a0acTOBOK M3-3a MyOJIMKAIIMiA
MalHHMHTa HEZ0CTOBEPHOI MH(OpMAIIIH)
KPHUITOBAIIIOTHI)
OTtnenbHbBIE + + - Vi1
busznyeckue mma (>kenmaHue (monmydenue (HapyuIeHUE JIMYHOM, CEeMEHHOM
(xakepsl) camMopealin30BaThC (buHaHCOBOM TaliHBI, yTpaTa YeCTH U JOOPOro
s) BBITO/IBI 3 CUET nMeHn) Y2
Kpaxu (yTeuka KOMMEpPYECKO! TailHbI;
KOMMEpYECKOH MOTEPSI KITUEHTOB)
TaliHBbI)
Konkypupyronue - - - -
OpraHu3aIuu
[Iponomxenne Tadbnuubt 7.1
Buns Bo3moxHbIe 11e1 peanu3aiuy yrpo3 6€30macHOCTH HHpOpMaIiu CooTBeTcTBUE LIENEH BUIAM
HapyumTenen pucka (ymep6a) ¥ BO3MOKHBIM

Hanecenue
ymiep0a
¢duznveckomy
JIUILY

Hanecenune ymep6a
IOPUANYECKOMY
vy,
HHIUWBHUIYaJIbHOMY
PEANPUHIUMATEITIO

Hanecenue ymep0a rocy1apcTBy B

obnactu obecriedyeHus: 00OPOHbI

CTpPAHbI, 0e30IMacHOCTH rocyaapcrea u

MPaBOMIOPSJIKA, a TAKIKE B

COILIMAJIbHOM, SKOHOMHYECKOI,

MOJTUTHYSCKOM, SKOJIOTHUECKOM
cdepax AeaTeTbHOCTH

HECIraTUBHBIM ITOCJICACTBHUAM




Pa3zpaborunku - + + y2

POTPaMMHBIX, (mepemava (BHe#peHnE TOTOTHUTEIBHBIX (HemomoTyyeHNE 0XKUAAEMON

IIPOrpaMMHO- uHpOpMaIHU O (YHKIIMOHATBLHBIX BO3MOXKHOCTEH B MPUOBLIH)

anmapaTHbBIX IOPUIMYECKOM IPOTrpPaMMHBIE WU IPOrPaMMHO- V3

CpeAcTB JIMIIE TPETHUM anrmapaTHble CpPeJCTBa Ha JTare (HapyiieHue

JHLIAM) pa3paboTKK P BCTYIUIEHHH B CTOBOP (bYHKIMOHHPOBAHUS

CO CHeUHATbHBIMU CITy>KOaMH rOCYJapCTBEHHOTO OpraHa,
MHOCTPAaHHBIX TOCYAapCTB) JMCKPETUTALS eI TEIIEHOCTH

Oprasa rocyJapCTBEHHOM

BJIACTH)

JIuna, - - - -
o0ecIeynBaroIme
MOCTaBKY
MPOrPaMMHBIX,
IIPOrpPaMMHO-
anmapaTHBIX
CpPEICTB,
00eceunBaroIMx
CHCTEM

IlocTaBimku - - - -
BBEIYHCIUTEIBHBIX
YCIIyT, YCIYT CBSA3U

JIuna, - - - -
MpUBJIEKAEMbIEC IS
YCTaHOBKH,
HaCTPOWKH,
HUCIIBITAaHUH,
MMyCKOHAIaJ0YHbIX
MU UHBIX  BHJIOB
pabort

[Ipopomxenne Tadmuubt 7.1



Bunbt Bo3MoskHBIE 1IeNTH pean3aiy yrpo3 0e30MacHOCTH HH(POpMaIUu CootBercTBHE LIENEN BUAM
HapymuTenen pucka (ymep06a) ¥ BO3MOKHBIM
Hanecenue Hanecenue ymep6a| Hanecenue ymep6a rocyiapcTsy B HEraTHBHBIM I1OC/IEICTBUSAM
ymiepOa IOPUITIECKOMY obsactu obecrieueHust 00OPOHBI
¢buznveckomy ULy, CTpaHbl, 0€30MaCHOCTH TOCYAaPCTBA U
ULy UHIUBUAYATbHOMY MIPABOIIOPSIJIKA, & TAKXKE B
NPEAITPUHUMATEIIO COLMAJIbHOW, SKOHOMUYECKOM,
MOJIMTUYECKOU, IKOJIOTUYECKOMN
chepax eaTenbHOCTH

JInna, - - - -
o0ecrnieurBaroIIre
(bYHKIMOHUPOBAHU
€ CHUCTEM U CeTeu
WIH
o0ecrnieurBaroIIne
CUCTEMBI OoIlepaTopa
(amMuHUCTpanys,
OoXpaHa, yOOpLIUKU
U T.J.)
ABTOpHU30BaHHbIE + - - Vi
MOJIB30BaTEIN (HempeHaMepeHH (bmHaHCOBBIN, MHOM
CUCTEM U CETeH bI€, MaTepHaIbHbIN yIiepo

HEOCTOPOKHBIE (hU3HYECKUM JIHIaM)

W
HeKBaJM(pULIHPOBa

HHbIC IEUCTBUSA)
CucremHsle + + + Vi
aJIMMHHCTpATOpbl M| (MeCTb 3a paHee | (JHOOOMBITCTBO WK | (TIOdy4YeHHe PUHAHCOBOM UM MHON (¢punaHCcOBBIN, HHOM
aIMMHHUCTPATOPBI COBEpLICHHbIE JKEJlaHne MaTEpHUaIbHON BBITOABI IIPU MaTepHalIbHBIN y1iepo
0e30MacHOCTH JENCTBUSA) camopeau3alyu) | BCTYIUICHHH B CTOBOP C IPECTYIMHON (bu3MUECKUM JHIaM)

IpymIoil)

V2
(HEBO3MOYKHOCTh 3aKJIIOUCHMS

JIOTOBOPOB, COTJIALIEHUN)
v3




(yTeuka uHpOpMALTUT
OTPaHMYEHHOTO JIOCTYIIA)

OxoHuanue Tadmuns! 7.1

Bunst Bo3MoskHBIE 1IeNTH pean3aiy yrpo3 0e30MacHOCTH HH(POpMaIUu CooTBeTcTBHE 1IETICH BUIaM
HapymuTenen pucka (ymep6a) ¥ BO3MOKHBIM
Hanecenue Hanecenue ymep6a| Hanecenue ymep6a rocyiapcTsy B HEraTUBHBIM MOCJIEICTBUIM
yiepoa IOPUANYECKOMY obsactu obecrieueHrust 00OPOHBI
¢buznyeckomy JUILLY, CTpaHbl, 6€30I1aCHOCTHU rocyJapcTBa U
TUILY WHIUBUAYATHHOMY MIPABOIIOPSJIKA, & TAKXKE B
NPEAITPUHUMATEIIO COLMAJIbHOW, SKOHOMUYECKOM,

MOJUTUYECKOMN, YKOJTOTNUYECKOM
chepax eaTenbHOCTH

briBiIME - - - -
(YBOJIEHHBIE)
pabOTHHUKHU
(TmonBp30BaTENN)

<*> [IpuMepsl BO3MOXXHBIX IIeJiell peanu3aluu yrpo3 Oe3omacHOCTH HMH(OpManMu ¢ y4eToM OOJacTH JeSTeNbHOCTH, B KOTOPOIi
(GYHKIMOHUPYIOT CUCTEMBI U CETH, OTPE/IEIIEHHBIE B COOTBETCTBUU C MPUIIOKEHHEM 6 K HacTosel Meronuke.

<**> Jlpumepbl CONOCTaBJIEHUS BO3MOXKHBIX IleNiell peanu3anuu yrpo3 Oe3omacHOCTH HMH(oOpMaluu C BuAaMu yiepOa (pucka) u
BO3MO>XHBIMU HETaTUBHBIMHU ITOCIIEJCTBUSMH O PeaTU3allii yIrpo3, oNpeieNieHHbIe B COOTBETCTBUH C MPHIIOKEHUEM 5 K HacTosmel MeToauke.

[Ipunoxenue 8
K MeToauke OLlEHKH yrpo3
0e30macHOCTH HHGOPMAITIH



YPOBHU

BO3MOXXHOCTEW HAPYLUUTENEN NO PEANU3ALIUU YIPO3
BE3OMNACHOCTU NHPOPMALIUA

N YpoBeHb Bo3M0XHOCTH HapyIIUTENEH 10 pealu3aluy yrpo3 Buas! Hapymurenei
BO3MOXHOCTEH 0e301acHOCTH HH(pOpMaLUU
HapyluTenen
H1 | Hapymurens, HMmeeT BO3MOXHOCTD IpU peain3aluu yrpo3 0€301acHOCTH duznyeckoe JUIO (XaKep)
oOnajaromiuii | MH(GOPMAIMK MCIIOJIB30BaTh TOJBKO HM3BECTHBIE YS3BHUMOCTH,
0a30BbIMHI CKPHIITBI ¥ HHCTPYMEHTBI. Jluna, obecnieunBaronye NoCTaBKy
BO3MOKHOCTSIM HMeeT BO3MOXHOCTH HCIIONIB30BAaTh CPEACTBA PeallU3alMu IIPOTPAMMHBIX, IPOrpaMMHO-
51 yrpo3 (MHCTPYMEHTHI), CBOOOJHO PACHpPOCTPAHSIEMBbIE B CETH anrapaTHbIX CpPeJICTB,
"UntepHer" ¥ pa3pa0OTaHHbIE JPYTUMH JIMIAMH, HMEET 00eCTICUHBAIOIIMX CHCTEM
MUHHMAaJIbHBIE 3HAHUS MEXaHW3MOB WX (YHKIIMOHHPOBAHWS,
JIuua, obecneunBaronye
JOCTaBKM M  BBINOJIHEHUS BPEJOHOCHOTO IPOrpPaMMHOIO .
. (YHKIIMOHMPOBAHUE CUCTEM U CETeH
oOecreueHust, SKCIIONTOB.
WIN 00€CTIeYMBAIONIUX CUCTEM
Obnanaer 0a30BBIMH  KOMIBIOTEPHBIMH  3HAaHUAMU U
(amMuHUCTpaLKA, OXpaHa,
HaBBIKAMHU Ha YPOBHE MOJIB30BATEII.
yOOPIIUKH U T.1I.)
HMmeer BO3MOXKHOCTb pealM3allUd  Yrpo3 3a  CUeT
00pabOTKM ¥ XpaHeHus UH(OpMalMM, JIMHMHA CBA3M U CHCTEM H ceTeil
00ECTIeYNBAOIINE CUCTEMBl CHUCTEM M CETed TpU HAJTMYUU
(U3NIECKOTo TOCTYyTa K HUM. beiBiIMe paOOTHHUKY (T10JIH30BATEIN)
Taxum o6pazom, HapyIIUTENH ¢ 0a30BBIMH BO3MOKHOCTSIMH
UMEIOT BO3MOXKHOCTh PEAJIM30BBIBATH TOJBKO H3BECTHBIE
YTPO3bl, HAIIPAaBIICHHBIE HA W3BECTHBIC (JIOKyMEHTHPOBAHHEIC)
YSI3BUMOCTH, C UCIIOJIb30BaHUEM OO0IIEIOCTYITHBIX
WHCTPYMEHTOB
H2 | Hapymwurens, OO6nagaer BceMH BO3MOXHOCTSMHM — HapywmuTened c| Ilpectynsble rpymnmsl (JBa Jinna u
oOnajgaromuii | 6a30BBIMH BO3MOXKHOCTSIMHU. Oouee, neCTBYIOMINE TIO €IMHOMY
0a30BbIMHU MmeeT BO3MOKHOCTh HCIOJIB30BaTh CPEACTBA pealM3alluu IUIaHy)

Tabmuma 8.1



[Tponomxkenue Tadmuis 8.1

MOBBIIEHHBIMHU | yTPO3 (MHCTPYMEHTHI), CBOOOAHO pacmpocTpaHseMble B cetu| KoHKypupyrolie opranu3anuu
BO3MOXKHOCTsIM | "HMHTepHeT" W pa3paboTaHHBIC APYTMMH JIMIIAMH, OJHAKO
- XOPOLLO BIAJEeT ITUMHU ITocTaBIIMKY BBIYMCIUTENIBHBIX
yCIyT,
N YpoBeHb Bo3MoxHOCTH HapyIIUTENEH IO pealu3alnuy yrpo3 Buas! HapymuTenei
BO3MOXHOCTEH 6e30macHOCTH HHpOpMaLUU
HapyluTenen
CpPEACTBAMU M HUHCTPYMEHTAMH, I[IOHUMAaeT, KaK OHH YCIIYT CBS3U
paboTatoT W MOXET BHOCHTh H3MEHEHMs B  HX
GyHKUMOHMpOBaHWE Ui HOBBIIEHHS  3()HEKTUBHOCTH Jua, TIPUBICKACMBIC 1T
pealn3aLun yrpos. YCTaHOBKH, HACTPOUKHU, UCTIBITAHUH,
OcHanied ¥ BiageeT GppeliMBOpKaMu U Habopamu cpeicTs, | 1YCKOHAIATOTHBIX M HHBIX BUIOB
UHCTPYMEHTOB /ISl pEalu3allid  yrpo3  0e30MacHOCTH pabor
MH(OPMALIUU U UCTIONb30BaHUS YA3BUMOCTEH. CHCTEMHbIE AIMHHHCTPATOpH 1
HMMeer HaBBIKM CAMOCTOSATEIBHOIO IUIAHUPOBAHUSA U
aIMUHUCTPATOPBI 0€30MMaCHOCTH
pean3anuy cleHapueB yrpo3 0e30macHoCcTH HHPOpMaIuu.
Ob6nanaer IIPaKTUYECKUMHU 3HAHUSMH 0
(YHKIMOHUPOBAHUM CHUCTEM M CETEH, ONEPallMOHHBIX CHUCTEM,
a TaKKe MMEET 3HaHMS 3aIUTHBIX MEXaHU3MOB, IPUMEHIEMBIX
B IPOrpaMMHOM OOECHEeYEHUH, MPOrpaMMHO-ANIapaTHBIX
CpeICTBax.
Taxkum o6pa3om, HapymUTENH ¢ 0a30BBIMH TOBBIITICHHBIMHU
BO3MOXXHOCTSIMH ~ HMMEIOT  BO3MOXKHOCTb  pEaJIn30BbIBATh
yrpo3bl, B TOM 4YHCJE€ HalpaBiIeHHbIE Ha HEU3BECTHbHIE
(HEIOKyMEHTUPOBAHHbBIE) YSI3BUMOCTH, C MCIOJIb30BAaHUEM
CHEIHaIbHO CO3JaHHBIX Ui 3TOI0 MHCTPYMEHTOB, CBOOOJHO
pacnpoctpansiemplx B cetu "Hntepner'. He wumeror
BO3MOXXHOCTEHl ~ peanu3anMu  yrpo3  Ha  (U3NYECKHU
M30JIMPOBAaHHBIE CETMEHTBI CUCTEM U CETEN
H3 | Hapymurens, OOnamaer BceMH BO3MOXHOCTSIMH — HapylIUTeNIed C Teppopucrtuueckue,
oOnajaromuii | 6a30BBIMH MOBBIIIEHHBIMU BO3MOXHOCTSIMH. HKCTPEMHUCTCKUE TPYIITUPOBKU




[Iponomxenue Tadbuuuet 8.1

CpEIHUMU HNmeer BO3MOXHOCTH mpuOOpeTaTh HHPOpManuo 00 Pa3paboTunku nporpaMMHbIX,
BO3MOXKHOCTSIM |ySI3BUMOCTSIX,  pa3MeIlaeMyl0 Ha  CHEIMAIU3UPOBAHHBIX | IPOrpaMMHO-aNIapaTHBIX CPEICTB
u IUTAaTHBIX pecypcax (Ouprkax ysi3BUMOCTEH).
HNmeer  BO3MOXKHOCTb  IpuOOpeTaTh  JOPOTrOCTOSIINE

CpeAcTBa WM WHCTPYMEHTHI JUISI  peaju3allid  Yrpos,

pasMelaemMble Ha CHELUaTU3UPOBAaHHBIX IUIATHBIX pecypcax

(Ouprkax ysa3BUMOCTEH).

YpoBeHb Bo3MOXHOCTH HapylIuTeNnen 10 peanu3aluu yrpo3 Buael Hapymrenei

BO3MOXKHOCTEH 0e30macHOCTH HHPOPMALIUN
HapyIIUTEIEH

HNMeeT BO3MOXKHOCTH CaMOCTOSITENIBHO — pa3padaThiBaTh
cpenctBa (MHCTPYMEHTBI), HEOOXOJIMMBIE Jis pealu3aluu
yrpo3 (aTak), pealn30BbIBaTh YIPO3bl C HCIOJIb30BAHHUEM
JaHHBIX CPEJICTB.

Nwmeer BO3MOXHOCTb MOJTyYeHHUs JocTyna K
BCTPaMBa€MOMY IPOTrPaAMMHOMY OOECHEYEHHIO0 annapaTHbIX
w1arpopM, CHCTEMHOMY M TNPUKIAJHOMY HPOTPAMMHOMY
00ecneueHnto, TEeIeKOMMYHUKAIIMOHHOMY OOOpYAOBAaHUIO U
IpyTuM IpOTrpaMMHO-aNnapaTHBIM CpeacTBaM ISt
MIPOBEJICHUS UX aHAJIN3A.

OOnamaer 3HAHUSAMM M NPAKTUYECKMMU  HaBBIKAMH
MIPOBEJICHUS] aHAIM3a IPOrPaMMHOrO KoJa JUIsl TOJy4YeHUs
uHpopManuu o6 ySI3BUMOCTSIX.

OOnamaer BBICOKUMH 3HAHUSIMHA H  TPAKTHYECKUMHU
HaBbIKAMH O  (YHKUIMOHHUPOBAHMM CHUCTEM U  CETeH,
OTIEpAIIMOHHBIX CHUCTEM, a TaKXXe MMEeeT IITyOOoKoe MOHUMaHHe
3alIUTHBIX MEXaHU3MOB, NPUMEHSEMbIX B IPOrPAMMHOM
o0ecrnieueHnu, IporpaMMHO-aNapaTHbIX CPEICTBAX.

HmeeT BO3MOXKHOCTh PeaTM30BbIBATh YTPO3bl 0€30MaCHOCTH
nH(pOpMaLIUK B COCTABE TPYMIIbI JIULI.

Taxkum obpazom, HapyIIUTEIN co CPeIHUMHU




BO3MOXXHOCTSIMM ~ HMMEIOT  BO3MOYKHOCTb  pEaJIi30BbIBATh
yIrpo3bl, B TOM 4YHCJE€ Ha BBIBICHHbIE HMMH HEU3BECTHBIE
ySI3BUMOCTH, C HCII0JIb30BaHNUEM CaMOCTOSITEIILHO
pa3paboTaHHBIX JUIsl 3TOro MHCTpyMeHTOB. He wumeror
BO3MOXKHOCTEH  peanu3auuu  yrpo3  Ha  (pu3muecku
M30JIMPOBAHHbBIC CEIMEHTBI CUCTEM U ceTel

[Iponomxenue Tadbnuupt 8.1

Oxonuanue Tabaurs! 8.1

H4 | Hapymurens, OO6mamaer BCeMH BO3MOXKHOCTSMH  HapyIIUTENICH CO CrienaJibHBIC CITY)KOBI
oOnanaomui | CpeJHUMH BO3MOXHOCTSMHU. MHOCTPaHHBIX FOCYJapCTB
BBICOKMMH HMeeT BO3MOXKHOCTH IOJyYEHHUS AOCTYNa K HCXOZHOMY
BO3MOXKHOCTSIM | KOZ1Y BCTPanBaeMOIo IIPOrPaMMHOTO o0ecrnieueHus
u anmapaTtHblX  IUIATGOPM, CUCTEMHOTO M MPHUKIATHOTO

[IPOrPaMMHOTO  00€CleUYeHHsl,  TEJIEKOMMYHHUKAIMOHHOIO
000pyJIOBaHUS U JAPYTMX IPOrpaMMHO-alIapaTHBIX CPEICTB
JUIS TIOJIy4EHHUS CBEJICHUM 00 ysA3BUMOCTSX "HYyJIE€BOTO 1HA".

N YpoBeHb B03MOXXHOCTH HapyILIUTENEH 10 pealn3aluu yrpo3 Buas! Hapymurenei
BO3MO>KHOCTEHN 6e3o0macHoCTH UH(pOpMaLIUU
HapylIuTenen

Nwmeer BO3MO>KHOCTb BHEJPEHUS IIPOrPaMMHBIX
(mporpamMMHO-anmapaTHbIX) 3aKJIaJOK MWIM YSA3BUMOCTEH Ha
pa3NUYHBIX ATanax MOCTaBKM IPOrPaMMHOI0 oOecredeHus
WM IPOTPAMMHO-ANIMapaTHBIX CPECTB.

N YposeHb Bo3M0XHOCTH HapyLINUTENEH 10 pealu3aluy yrpo3 Buas! Hapymurenei
BO3MOKHOCTEH 6e3omacHOCTH HHPOPMAITHT
HapylIuTeIen

Nmeer BO3MOXKHOCTH CO37aHUSI METOIOB HW CPEACTB
peanu3auuu yrpo3 ¢ MPUBICUEHUEM CIHEHUATU3UPOBAHHBIX




HAYYHBIX OpPraHU3alMi ¥ peaju3aliy yrpo3 ¢ MPUMEHEHUEM
CHelHalbHO  pa3paboTaHHBIX CPEICTB, B TOM  YHCIE
00€eCTIeYnBAIOIINX CKPHITHOE IIPOHUKHOBEHHUE.

NMeer  BO3MOXHOCTH  pPEaJM30BBIBATH  yIPO3bl  C
MpUBJICYCHUEM CIIELUAIACTOB, UMEIOLINX 0a3oBbIC
MOBBILICHHBIE, CPEAHHE U BHICOKHE BO3MOXKHOCTH.

Nmeer  BO3MOXXHOCTH ~ CO3JaHMS W IPUMCHEHHUS
CHEIUANbHBIX ~ TEXHUYECKUX CPEACTB  JJIs  JOOBIBaHHS
nHpopmanuy  (BO3ACUCTBUS  HA  HMHQOpPMAIMIO WU
TEXHUYECKHE CpElICTBA), paCHpOCTPaHAIOIIEHCS B BHIE
(U3NIECKUX MOJICH UITH SBIICHUM.

HmeeT BO3MOKHOCTH JOJTOBPEMEHHO M HE3aMETHO IS
OIepaTOpOB CUCTEM U CETEH pealn30BbIBATH  YIPO3bI
0e30macHOCTH HH(GOPMAITHH.

OObnanaeT UCKIIOYUTETBHBIMI 3HAHUSIMH U TIPAKTUIECKUMHU
HaBbIKaMU O  (YHKIMOHMPOBAaHMM CHCTEM U  CETeH,
OTIEPALMOHHBIX CHUCTEM, ammapaTHOM OOEeCTeUeHHH, a TaKKe
OCBEJIOMJIEH O  KOHKPETHBIX 3alllUTHBIX  MEXaHHU3Max,
MPUMEHSEMBIX B TPOTPAMMHOM OOECIIEYeHHH, MPOTPaMMHO-
anmapaTHbIX CPE/ICTBaX aTaKyeMbIX CUCTEM U CETeH.

Takum oOpa3zom, HapyLINATEIN c BBICOKMMH
BO3MOKHOCTSIMM ~ MMEIOT  MPAaKTUYECKH HEOrpaHHMYEHHbIE
BO3MOYKHOCTH pEallM30BBIBaTh YIPO3bl, B TOM HYHCIE C
HCIOJIb30BAaHUEM HEAECKIAPUPOBAHHBIX BO3MOKHOCTEMH,

Oxonuanue Tabaurs! 8.1

YpoBeHb
BO3MOXHOCTEU
HapyuuTenen

Bo3moxHOCTH HapymuTeNnel o peanusaiiy yrpo3
6e30macHOCTH HHpOpMALIUN

Buas! HapymmTenei

MIPOTPaMMHBIX, IIPOrpaMMHO-aNNapaTHBIX 3aKJIAJOK,
BCTPOCHHBIX B KOMIIOHEHTBI CUCTEM U CETEMN




[Tpunoxenue 9
K MeToauke OLeHKH yrpo3
0e30macHOCTH HH(POPMAITHH

NMPUMEPDI
PE3YNIbTATA OMPELOEJNEHUA AKTYAJIbHbIX HAPYLUUTENEN
NnPU PEANTUSALUN YITPO3 BE3OINACHOCTU NHPOPMALIUA
W COOTBETCTBYIOLME MM BO3MOXHOCTHU (AN FOCYOAPCTBEHHOMN
WH®OPMALIMOHHON CUCTEMbI)

Tabnuua 9.1
N | Bugsl pucka (ymep6a) u | Buusl akTyaabHOTO Kareropus YposeHb
/11 | BO3MOXXHbIE HETaTUBHbBIE HapymuTens <**> HapyLIUTeNIs | BO3MOXKHOCTEH
MOCJIEACTBUS <*> HapyLINTEISA
1 Vli: [IpecTynHsble rpymnmsl Bremnwuit H3
HapylleHue (KpUMUHaJIbHBIE
KOH(UIEHIMATIbHOCTH CTPYKTYPBbI) BryTpennuii
skoksk
NEPCOHATbHBIX JAHHBIX <t
IpaXIaH; .
P . OtnenpHbIE Buemnuit H2
HapyleHHe JUYHOH,
VI (dusnueckue uma
ceMeiHOM TaliHbl, yTpaTa ( )
XaKephbl
YeCTH U J0OpOro NMEHH; P
q’HHaHCOBI’H/Ij MHOH Pa3paboTunku BHyTpeHHuii H3
MaTepHallbHBIN y1epo NPOTPAMMHBIX,
(U3HYECKUX JTUT] TPOTPAMMHO-
anmnapaTHbIX CPEICTB
CucremHble BryTtpennuit H2
aJIMUHUCTPATOPBI U
aJIMMHHUCTPATOPBI
0e3omacHOCTH
ABTOpHU30BaHHbIE Buyrtpenunui H2
M10JIb30BATEIN CUCTEM
U ceTen
2 V2: [IpecTynHsble rpymnmsl Bremnwuit H3
HEBO3MO>KHOCTh (KpUMUHAaJIbHBIE
3aKJIFOUYEHUS JOTOBOPOB, CTPYKTYPBbI)
COTJIalICHUH;
yTeuKa KOMMEPUYECKOit OtnenbHblE BryTtpennuit H2
TaWHBL; ¢buznyeckue n1una
IIOTEPSI KIIUEHTOB; (xaxepr)
HapylIeHUe IEJIOBOU o
py . Pa3zpabotunku BryTtpennuit H3
penyTranuy;
IIPOrPaMMHBIX,
HEZIOMOJIy4YeHHe
. MIPOrpaMMHO-
OKHU/1aeMOU IPUOBLTH
anmnapaTHbIX CPEICTB




CucremHsle Buyrtpennui H2
aMUHUCTPATOPHI U
aJMUHUCTPATOPHI
0€e301MacHOCTH
3 V3: CoenuanbHble Buemnuii H4
HapylLIeHHe CITY>KOBI 5
(YHKIIMOHUPOBAHUS WHOCTPAaHHBIX BryTpennuii
roCyIapCTBEHHOI'O OpraHa, rocy1apcTB EAE>
JUCKpEIUTals
JESTEIBHOCTH OpraHa Teppopucruueckue, Buemnnii H4
SKCTPEMHUCTCKHUE
OpraHu3aLu
Oxonuanue Tadauie! 9.1
N | Buasl pucka (yuep6a) u Bunapel akryanbsHOro Kareropus YpoBeHb
/Tl | BO3MOJKHBIC HETATHBHBIC Hapymurens <**> HapyLIUTENs | BO3MOXKHOCTEH
MOCJIEeICTBHS <*> HapynuTens
rocyIapcTBeHHOU BiacTy; | IIpectyrHsbie rpynmnsl Bremnuni H3
JIOCTYII K CUCTEMaM 1 (KpuMHUHAIIbHBIE
CETSM C IIEJIbIO CTPYKTYPHI) Bryrpennuii
HE3aKOHHOTO THEF>
BI;IZ?/I(EI?TOG}?:HP;IX Pa3zpaborunku BuyTtpennui H4
MOIHOCTEH: MIPOTrpaMMHBIX,
yTeuka HHPOPMAIUH TpOTPaMMHO-
OTPAaHUYEHHOTO JI0CTYTa; AlTIApATHBIX CPE/ICTB
OpraHu3alusi MUTHHTOB, CucreMusie BuyTpennuii H3
326aCTOBOK 13-3a aMUHUCTPATOPHI U
ny O THKanmi 5 aJIMHHHCTPATOPEI
HCENOCTOBCPHOH 6e30MacHOCTH
nH(popMaLuu;
OTCYTCTBHC OCTyIa K ABTOpHU30BaHHbIE Buyrtpenunui HI
ConrajabHO 3HAYMMbIM M0JIb30BaTEIN CUCTEM
rocy1apCTBEHHBIM U ceTel
yciyram
beiBimine (yBosnennsle) | BHyTpeHHuit HI
pabOTHHUKHU
(monbp30BaTENN)

<*> Jlpumepsl BO3MOXHBIX LeJeH peanu3aluu yrpo3 0e30macHOCTH HMH(OPMAIMH C Y4YETOM
o0jacTu JNeATeNbHOCTH, B KOTOPOHl (YHKIMOHUPYIOT CHUCTEMBI U CETH, OIpPEACNIEHHBIE C YYETOM
pwiIokeHui 4 1 5 k Hacrosmeln MeTtoguke.

<**> JIpumepsl BUI0B aKTyalIbHbIX HapyIIUTEJEH, onpeiesieHHbIe C YYeTOM MPUJIokKeHU 6 u 7 K
Hacrosuen Meronuke.



<*#%> TIpm croBope NPECTYMHOW TPYNMHUPOBKH (KPUMHUHAIBLHON CTPYKTYpPBhI) C CHUCTEMHBIMH
aJIMMHHUCTPATOpPaMM U aIMUHUCTPAaTOpaMu O€30MaCHOCTH, OIIPEJIEIIEHHOM B IIPHJIOKEHNUHN 7 K HACTOSILEH
Metonuke.

[Tpunoxenue 10
K MeToauke OLEHKH yrpo3
0e30macHOCTH HH(POPMAITHH

NMPUMEPDI
ONMPEAENEHUA AKTYAJIbHbIX CMNOCOBOB PEAJIU3ALIUN YTPO3
BE3OMNACHOCTU NHPOPMALIUK N COOTBETCTBYIOLLME UM BUObI
HAPYLUUTEJIEA N X BO3MOXXHOCTHU (ONA rOCYOAPCTBEHHON
WHOOPMALIMOHHON CUCTEMDI)

Tabmuua 10.1



N | Bun Hapymurens | Kareropus OOBeKT BO3/1EHCTBHS JlocTynHbIe HHTEP(EHCHI CriocoOb1 peanu3aniu
/11 HapyIIUTENs
1 |CneunanbHbie Buemanii | baza nmanapix uHGOpManuonHo |  BeO-unTepdeiic Hcnonb3oBanue
CITYKOBI CUCTEMBI, coJieprkalias | yJaJ€HHOT O HEIEKIapupPOBaHHBIX
MHOCTPaHHBIX UACHTU(DUKAIIMOHHYIO aJIMUHUCTPUPOBAHUS BO3MOXKHOCTEMH
rocynapcts (H4) uH(pOpMAIIHIO rpaxkaaH: | 0asbl JIAHHBIX | IPOTPAMMHOI0 OOecreYeHust
HECaHKIIMOHUPOBAHHBINA JOCTYN K | MH(DOPMALIMOHHON TEJIEKOMMYHUKALHOHHOTO
KOMIIOHEHTaM CHUCTEM WJIM CETEM, | CUCTEMBI o0opyoBaHus
3alUIIaeMOit uHbopMaIuuy,
CHCTEMHBIM, Ilonp30BaTEeNLCKHI Hcnonn3oBanue
KOH(UTYPALHOHHBIM, uHeM | BEO-UHTEpdelic  noctyna | ys3BUMOCTell KOH(pUIypanuu
CITy’KeOHBIM JJAHHBIM; K Oaze JAHHBIX | CHCTEMBI yIpaBiIeHUs 0a3zamu
yTeuka (Hapy1IeHHE nH(OPMALIMOHHOU JTAHHBIX
KOH(HICHIIMATHHOCTH) CHCTCMBI
3alUIIaeMOit uHbopMaIuuy,
CHUCTEMHBIX, KOH(UTYpPAIIMOHHBIX,
WHBIX CITY’)K€OHBIX JTaHHBIX
Jlunusa cBsa3u Mmexay cepBepoM |Kanan mepenauum JaHHBIX | YCTaHOBKAa — MPOrPaMMHBIX
OCHOBHOTO IIEHTpa O0OpabOTKHU | MEXKTY CEPBEPOM | 3aKJIATIOK B
JAHHBIX U CEPBEPOM PE3EPBHOIO | OCHOBHOIO LIEHTPA | TEJIEKOMMYHHUKAIlMOHHOE
eHTpa  00paOOTKM  JaHHBIX: |00paOOTKM JaHHBIX U |000pyIOBaHUE
nepexsaT (Hapy1IeHue | cepBepOM pE3EpPBHOTO
KOH(PHICHIIMAIBHOCTH ) LeHTpa 00paboTku
3amuiaeMoi nHbopMaIu, JTAaHHBIX
[Tponomxenne Tabmuisr 10.1
N | Bun nHapymmrens | Kareropus OObeKT BO3IeHCTBUS HoctynHble HHTEphEnCH Crioco06sl peanuzanuu
n/n HapyLIUTENA

CHUCTCMHBIX, KOH(I)I/IpraI_II/IOHHLIX,
HWHBIX CJ'Iy}Ke6HBIX JaHHBIX

KommyTallMoHHBI ~ KOHTpOJIEP

VY najeHHbIN KaHa

Hcnonp3oBanue




Oxonuanne Tadymmer 10.1

JUIs  yTOpaBJICHUS aBapUHHBIMU | yIPaBICHUS ySI3BUMOCTEH Ko/1a
3aJIBUKKaMU B HETEIPOBOIE: KOMMYTallHOHHBIM KOMMYTallHOHHOT'O
HapymeHne (QyHKIMOHUPOBAHUS | KOHTPOJIEPOM KOHTpOJLIepa
(paboTOCIIOCOOHOCTH)  CPEACTB
06paGoTku i xpanennsi| CpeMHbIC MarmHHbIe | M3BIeueHne
uHdOpMALHH; HOCUTENU UH(GOpMaLUY, | ayTEHTU(PUKATMOHHON
MoxudUKALHs (moxMena) | COACPKaILIE nH(pOpMAIMK U3 TOCTOSHHOU
3aIMImaeMoit undopmanyy, | 8YTCHTHQUKALMOHHYIO | IaMATH HOCHTEJS
CHCTEMHBIX, KOH(HTYDAIHOHHBIX, | AHPOpMALIIO (MHBA3MBHBIN METON)
WHBIX CITy>K€OHBIX JTaHHBIX
2 |OtnenbHbIE Buemnuit | YianenHoe aBtomarusupoBaHHoe| Jloctynm yepes | BHenpenne  BpeqoHOCHOTO
duznyeckue n1una pabouee MECTO (APM) | nokasibHy1O IPOrpaMMHOr0 0OecreueHus
(xakepsr) (H2) MOJIB30BATEIS: BBIUHUCITUTEIBHYIO  CETh
HECaHKIIMOHUPOBAHHBIA JAOCTYI K | OpraHU3aluu
onepandoHHo cucrteme APM
TOTb30BATENS; Cwemubple  MammHHBIE | Vicnonbp3oBaHne
HAPYILICHHE HOCUTENIN UH(OPMaLNY, | ysI3BUMOCTEHl KOH(PUTypanuu
KOH(HUICHIHATBHOCTH nogkmoyaemsle Kk APM | cucreMsl yIpaBIeHUs
uHpOPMAIUH, cojepiKaleiics Ha |107b30BaTes JOCTYTIOM K APM
APM nonp3oBaresns HOTB30BATCIIA
Be0-caiit noprana| Beb-unrtepdeiic Wcnonb3oBanue
roCyJIapCTBEHHBIX yCIIYT | TIONIb30BaTeNss  BeO-caiiTa | yss3BUMOCTeH Ko/1a
(cepBHCOB): TOCYJapCTBEHHBIX YCIYT | TPOTPAMMHOTO OOECTICUCHHS
OTKa3 B 00CITy>KUBaHUU BeO-caiiTa BeO-cepBepa
TopTajia rocy1apCTBEHHBIX YCIyT
N | Bug napymmurens | Kareropus OOBeKT BO3/1EHCTBHS JlocTynHble HHTEp(ENCHI CrniocoObl peanu3auu
/T HapyIIUTENS

Buenpenue  BpemOHOCHOTO
KOJIa B BEO-TIPHUIIOKEHUE




CereBble umHTEpdeiice | cnonb3oBanue
KOMMYTaTopa CeTH, TJe |ysa3BUMOCTeH KOH(UTypanuu
PacrosoKeH BEO-CEpBEP | CUCTEMBI yIpaBJIE€HUs
JIOCTYIIOM K APM
10JIb30BATENSA
ABropuzoBannblie | Buytpenan |APM  rmaBHoro — Oyxranrepa| JlokanbHas OmubouHble  JCWCTBUS B
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[Tpunoxenune 11
K MeToauke OLeHKH yrpo3
0e30macHOCTH HH(POPMAITHH

NEPEYEHDb
OCHOBHbIX TAKTUK U COOTBETCTBYHOLLWUX UM TUMOBbIX TEXHUK,
MCNOJNIb3YEMbIX ANA NOCTPOEHUA CUEHAPUEB PEANTU3ALIUU YTPO3
BE3ONACHOCTU UHPOPMALIMA

Tabmuua 11.1

TakTuka OCHOBHEIE TEXHUKU

Coop wundopmaruu | T1.1. COop wuHbOpMamuu ©3 NYOJIMYHBIX HCTOYHHKOB:
0 CHUCTEMax U CeTSIX |Oo(pUIMaIbHBIM callT (cailiTel) opranuzanuu, CMU, couunanbHble
ceTH, (PoTOOAHKH, CAlTHl MOCTABIIMKOB U BEHIOPOB, MAaTePHAIIbI

KOH(epeHIIHIA

TakTnueckas T1.2. COop wuH(popMaMM O TMOAKIIOYCHHBIX K ITyOJIUYHBIM
3ajiava: cUCTeMaM M CeTSIM YCTPOWCTBaX M MX CIyK0ax NpU MOMOLIH
HapyLIUTEh MOWCKOBBIX ~ CHUCTEM, BKJIIOYas cOOp KOH(UTypannoOHHOM
CTpEMHTCS uHpOpPMALlUM KOMIIOHEHTOB CHCTEM M CEeTei, HpOorpaMMHOIro
NOJY4YUTh  JTI00YIO | 0OecrieueH s CEPBUCOB H MPHIIOKECHHH.

TEXHUYECKYIO [Tpumep: wucnonb3oBaHME MOUCKOBOM cucteMbl Shodan s
uH(pOpMaLIO, noiy4yeHus uHpopmanmu o6 ompeaereHHbIX Mojensax [P-kamep
KOTOpast MOJKET | BUJICOHAOIIOAEHUsI C  BO3MOYKHO  YSI3BUMBIMH  BEPCHUSIMU
OKa3aTbCs IIPOLIMBOK

OJIS3HOM B XOJle
peaqusanuu  yrpos T1.3. TlaccuBHbil cOop (mpociaylmmMBaHue) HHPOpPMALMM O

6e30IacHOCTH HNOJKJIIOYEHHBIX K CETH YCTPOMCTBaxX C LEIbI0 MICHTHU(PUKALUH
uH(OpMALHY ceTeBbIX ciIyk0, THNoB U Bepcuil I10 3Tux ciayx 0 U B HEKOTOPBIX
Clly4asx - HICHTU(HKALUOHHON UH(OPMAaLUK OIb30BaTeNen

T1.4. Hanpasnennoe CKaHUPOBAHUE pu ITOMOUIH
CHELUATU3UPOBAHHOTO MIPOrpaMMHOTO o0ecrnieueHus
MNOJKIIOYEHHBIX K CETH YCTPOWCTB C LENbI0 HIACHTU(UKAUH
CETEBBIX CEPBHUCOB, TUIIOB U BEPCU MPOTrPaMMHOI0 0OecTeueHus
ATUX CEPBHUCOB, a TAKXKE C LIEJIbIO MOTy4YEeHUs! KOH(PUTYpaLlMOHHOM
nH(pOpMallii KOMIIOHEHTOB CHCTEM U CETEH, MPOrpaMMHOTO
o0ecreyeHns CepBUCOB U MPUIIOKEHUH.

[Tpumep: ckaHMpOBaHKE IPU ITOMOIIM CKaHepa nmap

T1.5. CoOop wuHpOpManMK O TIOJH30BATENSAX, YCTPOMCTBAX,
MPUIOKEHUSAX, a TaKkKe cOop KOHPUTYpalMoHHOUW WHGPOpMAIUU
KOMITOHEHTOB CHCTEM W CETei, IPOrpaMMHOTO OOeCTeueHUs
CEepPBUCOB M MNPUIOKEHHH IMyTeM TNOHCKAa M 3KCIUTyaTaluu
YA3BUMOCTEHN MOJKIIOYEHHBIX K CETH YCTPOMCTB.

[Tpumep: skcmmyartanus ys3BuMoctu Tumna directory traversal
MyOJIMYHO TOCTYITHOTO BeO-cepBepa




[Tponomxenne Tadmuisr 11.1

TakTuka OCHOBHBIE TEXHUKHU

T1.6. COop wuH(poOpMalMu O TOJIB30BATENSIX, YCTPOMCTBAX,
NPUIIOKCHUSAX, ABTOPH3YEMBIX CEPBHCAMHU BBIYHCIUTEIHHOMN CETH,
myTem nepedopa.

[Tpumep: cOop mHPOpPMAIIMKA O TIOYTOBBIX aapecax MPH MOMOIIH
directoryharvestattack Ha mouToBBIe cepBepa

T1.7. Coop undopmanmu, npenocrasisseMoii DNS cepBucamuy,
Briroyas DNS Hijacking

T1.8. Coop mHPOpMALIMK O TOJH30BATEIC MPHU IOCEIICHUU UM
BeO-caiiTa, B TOM 4YHCIE C HCIHOJIb30BAHUEM YSI3BUMOCTEH
porpaMMel Opay3epa 1 HaJCTpanBaeMbIX MOJyJel Opay3epa

T1.9. Co6op wunbopManuu O TMOIB30BATENAX, YCTPOMCTBAX,
NPUIOKEHUAX IMyTEM MOoWcKa WHpopManuu B mamsTd, (ainax,
Karajorax, 0a3ax JaHHBIX, TPOUIMBKAX yCTPOUCTB, PEIO3ZUTOPUSIX
ucxonueix konoB 10, BKiIrOYask MOMCK Mapojiel B MCXOJHOM U
X3IIUPOBAHHOM BHJIE, KPUNITOrpahUIeCKUX KIFOUeH.

[Tpumep: modydeHue xodmed mnaponeil u3 /etc/passwd wmm
MOJly4eHHWEe TMapojie MO yMOJYaHUI0 IyTeM OOpaTHOTO
WHXUHUPUHTA MTPOIITMBKU yCTPOUCTBA

T1.10. Kpaxa uuppoBeiX CcepTHPHUKATOB, BKIIOYAs Kpaxy
(bu3MYECKUX TOKEHOB, JIMOO HEABTOPU30BAHHOE BBIMHCHIBAHUE
HOBBIX CEpTU(PUKATOB (BO3MOXKHO TIOCIIE KOMITPOMETAIIH
UHPPACTPYKTYPBl JAOMEHHOTO pEerucTpaTtopa WM aKKayHTa
aJIMAHUCTPATOPA 30HBI HA CTOPOHE JKEPTBHI)

T1.11. COop uHOpManMM O MOJIB30BATENSAX, YCTPOMCTBaX,
NPUIIOKEHUSAX, BHYyTPEHHENH HHPOPMALIMU O KOMIIOHEHTaX CUCTEM
U ceTedl MyTeM MPUMEHEHMsI COLMAJIbHOW HWH)KEHEPUH, B TOM
qucie GUIIMHra

T1.12. COop nuyHOH UAEHTU(DUKAIMOHHOW UH(POpMaLUU
(uneHTH(UKATOPBI MOJB30BATENEH, YCTPOICTB, HHpOpManus 00
UICHTU(UKAIIMKA TIOJh30BaTENIe CEepBUCAMH, TPUIIOKCHUSIMH,
CpeACTBaMHU yJaJleHHOTO JOCTyna), B TOM d4ucie coop
YKPaJCHHBIX JIMYHBIX JTAHHBIX COTPYIHUKOB M MOJPSTYNKOB Ha
CiIy4ai, eCl COTPYJAHHUKHU/TIOAPSITYAKN HCTOJIB3YIOT OJHHU U TE
e MapoJid Ha paboTe U 3a ee npejaesamMmu

T1.13. Coop unpopMaiuu yepe3 nosydyeHue J0CTyIa K CucTeMam
buznuecKoit 6€30MacHOCTH U BUACOHAOIIOICHHS

T1.14. COop wunHpOpManuu uepe3 MOJyYEeHHE KOHTPOJS HaJ
JUYHBIMH  YCTPOHCTBAMH  COTPYOHUKOB  (cMapTdoHaAMH,
IUTaHIIeTaMH, HOYTOyKamMM) JJIsl CKpPBITOM MPOCIYIIKA |




BUICO(UKCAITIH

T1.15. Tlouck m mokymka 0a3 MaHHBIX HICHTH(PUKAIMOHHON
nH(OpMALMY, CKOMIIPOMETHPOBAHBIX IapoJied W KIIYeH Ha
CIEIUAIM3UPOBAHHBIX HEJIETATbHBIX TUIOIIAKAX

[Tponomxenne Tadmumubr 11.1

TakTuka OCHOBHEIE TEXHUKU

T1.16. Coop uHpopManuu depe3 IMOITydEeHHE JIOCTymna K Oazam
JAHHBIX PE3yJIbTATOB MPOBEICHHBIX MHBCHTAPU3AIMH, peecTpaM
yCTaHOBIIEHHOTO oOopynoBanusi ¥ [1O, MaHHBIM TPOBEICHHBIX
ayJUTOB OE30MIaCHOCTH, B TOM YHCJIE Yepe3 MOJyueHHe JOCTYIa K
TaKUM JaHHBIM 4Yepe3 KOMIPOMETAIMI0 TOAPSIYUKOB U
MapTHEPOB

T1.17. TlaccuBHBIA COOp W aHANW3 JAHHBIX TEIEMETPHH IS
nonydyeHuss MHpOpMalMM O TEXHOJOTHYECKOM  Ipoliecce,
TEXHOJIOTHYECKUX YCTaHOBKax, cucreMax u [10 Ha npeanpustusax
B aBTOMAaTHU3UPOBAHHBIX cHcTEMax yIpaBIeHUS
MIPOU3BOJICTBEHHBIMU U TEXHOJOTUYECKUMH TPOIECCAMU, B TOM
YHCJIC Ha KPUTHYECKH BAXKHBIX 00BbEKTaX

T1.18. COGop u aHanM3 MAAaHHBIX O TMPOIIUBKAX YCTPOWCTB,
KOJIMYECTBE M TMOJKIIOUEHUH STUX YCTPOMCTB, HMCIOIB3YEMBIX
MPOMBINUICHHBIX TMPOTOKOJIAX IS MOJy4YeHHs HHQOpMAIUH O
TEXHOJIOTHYECKOM TIPOIECCe, TEXHOJOTUYECKUX YCTaHOBKaX,
cucreMax u [IO Ha npennpusATUAX B aBTOMATU3HPOBAHHBIX
cucTeMax yIpaBieHUs MIPOU3BOICTBEHHBIMU "
TEXHOJIOTMYECKUMHU MPOLIECCAMH, B TOM YHUCJI€ HAa KPUTHYECKH
BaKHBIX 00BEKTaX

T1.19. COop u aHanu3 crerupuuUecKux s OTpaciad WM TUIa
NPEINPUATHS XapaKTEPUCTHK TEXHOJOTHYECKOTO TpoIecca JUIs
NOJy4YeHHUs UHPOPMALMU O TEXHOJIOIMYECKHX YCTaHOBKaXx,
cucreMax u [0 Ha mpeanmpusATHSX B aBTOMAaTH3MPOBAHHBIX
cucreMax yHpaBiIeHUs IPOM3BOJICTBEHHBIMU u
TEXHOJIOTUYECKAMH TIPOILECCAMHU, B TOM YHCJIE€ Ha KPUTHUECKH
Ba)XKHBIX 00BEKTAX

T1.20. TexHUKM KOHKYpPEHTHOH pa3BEIKH W IPOMBILUIEHHOTO
mImuoHaxka s cbopa uUHGOpPMALKMKU O TEXHOJIOTHMYECKOM
IIPOLIECCE, TEXHOJIOTMUECKUX YyCTaHOBKax, cucremax u [IO Ha
NPEeNNpUATHIX B aBTOMAaTU3MPOBAHHBIX CHUCTEMax yMpPaBICHUS
IIPOU3BOJCTBEHHBIMU M TEXHOJIOTMYECKUMHU IPOLECCAMH, B TOM
YHClie HA KPUTUYECKU BaXKHBIX 00bEKTaxX

[Tpumeuanue 1: COop uHGOPMAMU MOMKET BBIIOJHATHCS C
UCTOJIb30BAaHUEM OJHON WM Ooyiee U3 MEPEUMCIICHHBIX BBILIE




TCXHUK, ITOKA HAPYIIHUTECIIb HC IMOJIYYUT AOCTATOYHO I/IH(i)OpMaI_II/II/I
AJI peajin3aliin ,I[perﬁ TAaKTHKHU B IIPOAOJIKEHUH aTaKH

[Tponomxenne Tadmuust 11.1

T2 | ITomy4yenue T2.1. Ucnonb30BaHKe BHENIHUX CEPBUCOB OPraHU3allMM B CETSIX
NepBOHAYAIbHOTO | MyOsuuHOro aocryna (MatepHer)
JocTyna K | [Ipumepsr: 1) noctyn k BeO-cepBepy, pacHoJIOKEHHOMY B CETH
KOMITOHEHTaM OpraHu3anuu; 2) NOCTYNl K WHTepdeicy 3JMEeKTPOHHOH MOYTHI
CHUCTEM U ceTel OutlookWebAccess (OWA) mouToBoro ceppepa opranu3aiiu
TakTudueckas T2.2. Hcnosnb3oBaHue  yCTPOMCTB,  JAaTYUKOB,  CHCTEM,
3ajaya: PacCTOIOKEHHBIX Ha MIEPUMETPE WM BHE MepuMeTpa (pu3ndeckoi
HapYLIUTEb, 3alUThl O00BbEKTa, M TMOJY4YeHHUS TEPBUYHOTO JOCTyNa K
HAXOJIACh BHE | CHCTEMaM M KOMIIOHEHTaM BHYTPU 3TOTO EPUMETPA.
UH(GPaACTPYKTYPHI
CeTU WU CHUCTEMBI,
CTpEeMUTCS
MOJIYYUTh AOCTYI K

N TakTuka OCHOBHbBIE TEXHUKHU

aoboMy  y3my B
uH(ppacTpykType u

HCIIOJIB30BaTh €0
KaKk Iuiangapm Juist
JaIbHENIINX
JeUCTBUI

[Tpumepsr 1) pocTynm K JaT4MKaM aBTOHOMHOM — CHUCTEMBI
JUCTAaHIIMOHHOTO KOHTPOJIS IaBJICHUS T'a3a yyacTKa ra3onpoBo/a;
2) DOCTYIl K YMHOMY CUYETUHKY, PAcCIOJIO)KEHHOMY Ha YacTHOM
o0bekTe, Kak K 4YacTh HMHQPACTPYKTypbl  IOCTaBLIMKA
AJIEKTPO’HEPIUy; 3) NOCTYyN K MHTepdeicy ynpaBiieHUs] KaMephl
BUJICOHAOIIOIEHUS Uepe3 CEeTU OJIMKHErO NEHCTBHS

T2.3. Dxcrutyatanusi ys3BUMOCTEH ceTeBOro oOOpyAOBaHUSA U
CPEACTB 3alllUThl BBIUUCIUTENIBHBIX CeTed Ui MOJyYeHHs
JIOCTYTIa K KOMITOHEHTaM CHUCTEM U CETel MpH yAaJIeHHOH aTake.
[Tpumep: 00X0A MEXKCETEeBOr0 SKpaHa IIyTeM JKCIUTyaTalluu
YSI3BUMOCTEH peau3aliiy MpaBuil GUIbTPAIH

T2.4. HWcnonb3oBanue OMMOOK KOHPUTYpAIMU  CETEBOTO
000pyAOBaHUS M CPEICTB 3aIUTHI, B TOM YHCIe clIa0bIX maposnei
U Tapojied MO yMOJYAHWIO, JUIS TOJYyYeHHs] JIOCTyma K
KOMIIOHEHTaM CHUCTEM U CeTe IPH yJaJIeHHOM aTake

T2.5. Dkcmtyaranus ysi3BUMOCTEN KOMIIOHEHTOB CUCTEM M CeTeil
IIPU yJTaJIEHHOM WJIN JIOKAJIbHOM aTake.

[Tpumepsr: 1) skcrutyatanus ysi3BUMOCTEH BeO-cepBepa ¢ LENbIo
BBITMIOJTHEHUS IPOU3BOJIBHOTO KOJ[a B KOHTEKCTE 3TOT0 cepBepa; 2)
JKCIUTyaTalus ysI3BUMOCTEH ONEpallMOHHON CUCTEMBI YCTPOMCTBA
YEJI0BEKO-MAIIUHHOIO uHTepdeiica aBTOMAaTU3UPOBAHHON
CUCTEMBI YIPABIEHUS C LIEIbI0 BHEIPEHUS CPEACTB IOJYyUEHUS
BBOJIMMBIX Ha OTOM YCTPOWCTBE TMapoyied goctyma; 3)
IKCILTyaTalus ySI3BUMOCTEN Opaysepa BpPEIOHOCHBIMHU
CKPUITAaMH TPH TOCEIIEHNUHU MOJIb30BaTeIEM BPEIOHOCHOTO WIIU




CKOMIIPOMETHPOBAHHOTO BeO-caiiTa

T2.6. Hcnonb3oBaHuE HEAOKYMEHTHUPOBAHHBIX BO3MOXHOCTEN

MPOrPaMMHOTO obecrnieueHus CEpBUCOB, MPUIOKEHUH,
o0opynoBaHus, BKJIIOUast HCII0JIb30BaHUE OTJIaJIOUYHBIX
uHTepdeicos, POrPaMMHBIX, MPOrpaMMHO-AMIMaPaTHBIX
3aKJIaJI0K

T2.7. Hcnonp3oBaHue B CHCTEME BHEIIHUX HOCHUTENEH
uHpOpMALMY, KOTOpbIE MOINIM HOJKJIIOYAThCS K  APYTrUM
cucrteMaM M OBITh 3apakeHbl BPEIOHOCHBIM MPOTPAMMHBIM
oOecrnieueHueM. B Tom duncne napeHue, moaMeHa WIM IOAJIOT
HocuTenell MH(OpMauy M BHEIIHUX YCTPOWCTB, COJAEPKAIINX
BPEJIOHOCHOE IIPOTPaMMHOE 00ecriedeHne WK MpeIHa3HAYEeHHbIX
JUTSL peaTn3auy BPeJOHOCHBIX (DYHKINH.

[Tpumepsr: 1) mnepemaya  (iaem-HOCUTENs! B KOMILIEKTE
MaTepuaioB Bble3gHOro Meponpustus; 2) mnoameHa USB-
ajanTepa OECHPOBOJHONW KIJIABUATYpbl CXOXKUM BHEIIHE, HO
peamm3yomuM  QyHKOUM ~cOopa ®  TepeJadyd  JIaHHBIX
YCTPONCTBOM

[Tponomxkenne Tadauisr 11.1

TakTnka OCHOBHBIE TEXHUKHU

T2.8. Ucnonb30BaHrne METOJOB COLMAIBHON HWHXEHEPUHU, B TOM
ypcie (UIIUHTA, Ui TOJTyYeHHs MpaB JOCTyNa K KOMIOHEHTaM

CHUCTEMBI
T2.9. HecankimmonnpoBannoe MOAKITIOYCHUE BHEIITHUX
YCTPOMCTB.

[Tpumep: HECaHKIMOHUPOBAHHOE IOJAKIIOYEHHE TOYKH JIOCTyIa
Wi-Fi

T2.10. HecaHKIIMOHMPOBAaHHBIM AOCTYIN MyTEM MOAO0PA YUETHBIX
JTAHHBIX COTPYJHHMKA WM JIESTUTHUMHOTO I0JIb30BaTeNs (METO1aMH
npsiMoro miepedopa, CIOBapHBIX aTak, MapoJied MPOU3BOIUTENCH
[0 YMOJIYAHUIO, HCIOJIb30BAaHUS OJIMHAKOBBIX Iapojell A
pa3HbIX YUETHBIX 3alucell, MpuMeHeHUs "paayKHbIX" TaOIuI min
JIPYTHMH)

T2.11. HecaHKIMOHUPOBAHHBIM JOCTYIl IIyTEM KOMIIPOMETALUU
YUETHBIX JaHHBIX COTPYJHUKA OpraHU3allid, B TOM UYHUCIIE Yepe3
KOMIIPOMETAIIMI0 MHOTOKPATHO MCIOJNBb3YEMOIO B Pa3IMUYHBIX
cUcTeMax naposis (AJis TUYHBIX WIH CITYKEOHBIX HYX])

T2.12. Hcnonws3oBaHuWe JAOCTyNIa K CHCTEMaM M CETSM,
MPEIOCTABICHHOIO0 CTOPOHHHUM OpraHu3alusM, B TOM YHCIIE
yepes B3JIOM HH(PpaCTPYKTYpHI ITUX OpraHu3aIui,
KOMIIPOMETALUKD  JIMYHOI'O 000pyZOBaHUS  COTPYJAHHUKOB




CTOPOHHHUX OpraHU3aLMM, UCIIOIB3YEMOTO I JOCTYIIA.
[Ipumep: ncnoap30BaHUE JOCTYIA TPEThEN JOBEPEHHOM CTOPOHBI
(mocraBmmku UT-ycmyr, mocTaBIIMKY yCIyT 0€30M1aCHOCTH)

T2.13. Peanuzaums ataku TUHa '"delnoBeK mocepeauHe" s
ocymecTBiieHus paocrymna, Hampumep, NTLM/SMB Relaying
aTaku

T2.14. JlocTynm mnyTeM OSKCIUIyaTallud HEIOCTaTKOB CUCTEM
OMOMETpUYECKON ayTeHTU(UKAIIIH.
[Tpumep: nemoHcTpamus ¢ororpaguu sl  ayTeHTU(DUKATUU
yepe3 QYHKLHUIO PaCIO3HABAHUS JIUI]

[Tpumevanue 2: [losyueHue IOCTyna MOMKET BBIIOJHATHCS B
HECKOJIBKO IIaroB C HCIOJb30BaHMEM OJHON wmnu Oojee U3
NEPEYHCIICHHBIX BBIIIE TEXHUK, T0OKA HAPYLIUTEIb HE JOCTUTHET
1L[EJIEBOM CUCTEMBI WJIM HE Oy/I€T BBIHYX/IEH PUOETHYTh K JPyroi
TaKTHUKE JUIsl TPOJIOJKEHHS] aTaKu

[Tponomxenne Tadbmuuel 11.1

T3 | Buenpenue n|T3.1. ABTOMaruyeckuii 3amyCK CKPHUIOTOB M HCIOJHSIEMbIX
WCIIOJTHCHUE (haiiIoB B CHUCTEME C HCIIOJIB30BAHMEM IOJb30BATEIBCKUX WIIU
BPEIOHOCHOTO CUCTEMHBIX YYETHBIX JTaHHBIX, B TOM YHCIIe C UCIOJIb30BAaHUEM
MIPOrpaMMHOTO METO/IOB COIMATILHON MH)KCHEPUU
obecrnieueHus B
CHUCTEMax M CeTsIX
TakTnueckas T3.2. AxtuBamus ¥ BBIIIOJIHEHHE BPEIOHOCHOTO  KOJA,
3ajJa4ya:  IOJYYWB |BHEIPEHHOTO B BHJE 3aKJIaJ0K B JIETMTUMHOE IMPOrPaMMHOE U
JOCTYT K y3JIy CETH |IPOrpaMMHOE-aINapaTHoe 00eCIeueHne CUCTEM H CeTei
WIH CUCTEMBI,

HAPYIIATEIb T3.3. ABromaruyeckas 3arpy3ka BpEIOHOCHOIO KOAa C
CTpeMHTCS YAAJIEHHOI0 cailiTa WM pecypca C MOCIEAYIOUIUM 3allyCKOM Ha
BHE/[PUTD B €r0 BBITIOJIHEHHE

N TakTuka OCHOBHBIE TEXHUKH
IIPOrPaMMHYIO T3.4. KonupoBaHue U 3a1yCcK CKPUIITOB M UCIOJHSAEMBIX (ailioB
cpeny yepe3 CpeACTBAa YJAJIEHHOTO YIpaBJICHUS  ONEepalMuOHHOU
WHCTPYMEHTAJIbHBIC | CHCTEMOM U CEpBUCAMU
CpeJ/CTBa,

HEOGXOAUMbBIE  eMy T3.5. DkcrmyaTanusi ysI3BUMOCTEHW THUIIA YIAJICHHOE MCITOJIHEHUE
IS janbHeimmx | TPOTPAMMHOIO Koja (RCE, Remotecodeexecution)
JIEUCTBUI

T3.6. ABTOMaTHYECKOE CO3JaHHME BPEAOHOCHBIX CKPHUIITOB IpHU
MOMOIIM JTOCTYITHOTO HHCTPYMEHTAPHsI OT IMEHH TI0JIh30BATEIS B
CHCTEME C UCTOJIb30BAHUEM €TI0 YUETHBIX JaHHBIX

T3.7. Ilonmena ¢aiiloB JETUTHMMHBIX HpOrpaMM U OHOIMOTEK




HenocpeAcTBeHHO B cucreme. llpumeuanne 3: B Tom umcie
MOJKET COYETaThCS C TEXHUKOH KoMIpoMeTaluu cepTugukara,
ucnoJp3yemoro Juist iudposoii moanucu odpasa [10

T3.8. [lomMeHa JNETUTUMHBIX MPOrpaMM U OMOIHOTEK, a TaKKe
JETUTUMHBIX ~ OOHOBJICHMH  IpPOrpaMMHOr0  obOecredeHus,
[IOCTaBJISIEMBIX MPOU3BOAUTEIEM YAAJIEHHO YEpe3 CETH CBS3U, B
PENo3UTOPHSIX MOCTABIIMKA WU IIPH [Iepeaue uepe3 CeTH CBA3H.
[Tpumeuanue 4: B ToM unciae MOXKET COYETAaThCA C TEXHUKOMN
KOMIIpOMETAllMM cepTU(UKATa, HCIOJb3yeMOro [yl LU(poBoii
MOJAMKCH 00pa3a MPOrpaMMHOT0 00eCTICYCHUS

T3.9. IlomMeHa cCbUIOK Ha JIETUTUMHBIE DIPOrpaMMbl U
OubiIMOTEeKH, a TaKKe Ha  JICTUTUMHBIE  OOHOBJIICHHS
IPOTPAMMHOTO OOECTIEYCHHUSI, IOCTABISIEMbIE IPOU3BOIUTEIEM
YIAJIEHHO 4Yepe3 CEeTHU CBs3U, IOJMEHa HMH(OpMAIMM O TaKUX
OOHOBIICHHSIX, BKJIIOYAsi aTakd Ha MH(PACTPYKTypHBIE CEPBHCHI
nocraBmivka (takue kak DNS  hijacking), artaku Ha
TPETHECTOPOHHHE PECYpPCh, aTaKH Ha DIIEKTPOHHYIO MOYTY M
JpyTue cpesicTBa 0OMeHa COOOIIEHUSIMH.

IIpumeyanue 5: B TOM 4YHClIE MOXET COUYETaTbCA C TEXHUKOU
KOMIIpOMETAllMM cepTU(dUKaTa, HCIOJIb3yeMoro uid LudpoBoii
MOJNKCH 00pa3a MPOrpaMMHOT0 00eCTICUCHHUS

T3.10. INonmeHna aucTpuOyTUBOB (YCTAaHOBOYHBIX KOMILIEKTOB)
OporpaMM Ha HOCHUTENSX HHGOpPMAalMU WIM OOLIMX CeTEeBBIX
pecypcax

[Tpumeuanue 6: B TOM uuciie MOXET COYETaThCsl C TEXHUKOM
KOMITPOMETAIMN cepTu(duKaTa, HCIOIb3yeMoro sl 1uppoBOi
HOJNKMCH 00pa3a MPOrpaMMHOr0 00ecieueHHsI

T3.11. Kommpomerauuss ceprudukara, HUCIOIb3YEeMOro JUIs
uugppoBoit moamucu obpaza [1O, BkIOYas Kpaxy 3TOTO
ceprudpukata y npousBogutens [1O uam MoKynmky KpaaeHOoro
cepTu(ukaTa Ha HEJIETAIbHBIX IUIOIIAJKaX B CETAX CBSA3M (T.H.
"napkBe6'") U moanenKy cepTuduKaTa ¢ MOMOIIBIO SKCIUTyaTalluu
ysazsumoctel 10, peanusyromero (yHKUMHM Te€HEPUPOBAHUSA
KpUNTOrpaUUecKuX  KIIOYeH, XpaHeHus U  YIpaBICHHS
1M (poBbBIMU cepTU(UKaTaMU
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T3.12. KomnpomeTanusi CpeJICTB CO3/1aHUsl IPOrPaMMHOr0 KoJa
NPWIOKEHUH B HMHpPACTpyKType  pa3paboTyumka  3ITHX
OpUIOKEHUH  (KOMOWISTOPOB,  JIMHKOBILMKOB, CPEICTB
yIpaBleHUs pa3paboTKoit) IS MOCIIEAYIOIETO
ABTOMATU3UPOBAHHOIO BHECEHMsI M3MEHEHHM B 3TOT KOJ,
YCTaHABIIMBAEMbIl aBTOPU30BAHHBIM M0JIH30BATENIEM HA 1EJIEBbIE




AJI HApYIIUTCIIA CUCTCMbI

T3.13. Komnpomeranust CpeacTB COOPKH, KOHPUTYPHUPOBAHUS H
pa3BOpavYMBaHUS IPOTPAMMHOTO KOJa, @ TAKXKE CPEACTB CO3MaHUS
y3KOCIIEMAIIM3UPOBAaHHOTO  Kozja (K mpuMepy, — Koja
HNPOMBIIIUICHHBIX KOHTPOJIEPOB) B HH(PACTPYKType IIEJIeBOI
CHCTEMBI Il aBTOMAaTU3MPOBAHHOTO BHECEHUSI U3MEHEHUH B ATOT
KOJl, YCTaHABIMBAacMbIi aBTOPH30BAHHBIM IIOJIL30BATEIIEM Ha
IEJIEBBIC JJIS1 HAPYLIUTEIS] CUCTEMBI

T3.14. IlnanupoBaHue 3amycka BpPEJOHOCHBIX IPOrpaMM IIpU
cTapTe  ONCpPAllMOHHOW  CHCTEMBl  IIyTeM  OKCIUTyaTaluu
CTaHJAPTHBIX MEXaHU3MOB, B TOM YHCJIEC MYyTEM IpPaBKHU KIIIOYEH
peecTpa, OTBEYAIONIMX 33 ABTOMATHYECKHUH 3allyCK IPOrpaMM,
3aITycKa BPEeIOHOCHBIX MPOTPaMM KaK CEPBHUCOB U T.II.

T3.15. IlnanupoBaHue 3amycka BpPEIOHOCHBIX MPOrPaMM uepe3
IUTAHUPOBIIMKOB 33Ja4 B OIEPAIMOHHOW CHUCTEME, a TaKXKe C
HCIIOJIb30OBAHUEM MCXAHHU3MOB IIJIAHUPOBAHWSA BBIIIOJHCHHA B
YIAJICHHOW CHUCTEME 4epe3 YIaJCHHBIH BBI3OB MPOIECIYP.
BrinosiHeHME B KOHTEKCTE IUIAHUPOBIIMKA B PAIE CIy4acs
TI03BOJISICT aBTOPH30BATh BPEIIOHOCHOE POTrPaMMHOE
o0ecrieueHne U IMOBBICUTH AOCTYIIHBIC EMY MMPHUBUIICTUN

T3.16. 3amyck BpeAOHOCHBIX MpOrpaMM IMpU  [TOMOIIU
JETUTUMHBIX, TOANUCAHHBIX LU(GPOBOH MOIIUCHIO YTHIUT
YCTaHOBKHM TPHJIOKEHWHA W CPEICTB 3alycka CKpUNToB (T.H.
TEeXHUKa IPOKCUPOBAaHUsS 3allycka), a TakXKe dYepe3 CpelcTBa
3amycka KoJa 3JIeMeHTOB ympaBieHust ActiveX, KOMIIOHEHTOB
GbuIbTPOB (KOJEKOB) ¥ KOMITOHEHTOB Onbanorek DLL.

[Tpumepsr: 1) 3amyck MSI-¢daiinoB B omnepanuoHHON cucTtemMe
Windows mpu mOMOIIM YTUIUTHI msiexec; 2) HUCHOIb30BaHUE
ytiinT Regsvr32.exe (Microsoft Windows Register Server) u
odbcconf.exe 11 MPOKCUPOBaHMS MCIIOJHEHHs KoJla OMOIMOTEeK
dll B onepanunonnoii cucreMe Windows mocpeacTBOM BHECEHUS
U3MEHEHUH B peecTp ONepallMOHHBIX CUCTEM

IIpumeyanue 7: DBHeapeHue W HCIOJIHEHUE BPEIOHOCHOIO
IPOrPaMMHOT0 OOECreueHusi B CUCTEMaX U CETAX MOXKET
BBITIOJIHATBCS B HECKOJIBKO LIArOB C UCIIOJIB30BAHUEM OJHOU WM
Oosiee U3 MEPEUMCIEHHBIX BBIIIE TEXHUK, ITOKA HApYLIUTENIb HE
JOCTUTHET IIeJIeBOH CHCTeMBbl WM He OyJeT BbIHYXJIEH
NpUOErHyTh K JPYTOi TaKTHKE IJIs1 IPOJOKEHUS aTaKu
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TakTnka

OCHOBHBIE TEXHUKHU

T4

3akperuieHne
(coxpaneHue

T4.1. HecaHKIMOHUPOBAHHOE CO3J]aHHE YUYETHBIX 3alUCEd HIIH
Kpaka CYILLECTBYIOIINX YUETHBIX TaHHBIX




JIOCTYIIa) B CUCTEME
WIN CeTH

TakTudueckas
3ajada: MOJIyYUB
JIOCTYII K y3]1y CeTH
c ITOMOIIILIO
HEKOTOpOH
IIOCJIEIOBATEIIFHOCT
u JIeHCTBHH,
HapYILIUTEIh
CTPEMUTCS
YIPOCTUTH
MTOBTOPHOE
MOJIy4eHHUE J0CTyIa
K 3TOMY Y3Iy, €Clld
OH emy
BIIOCJIEICTBUH
ITOHAI00UTCS
(manmpumep,
yCTaHABIIMBAET
cpeicTBa
YAQJIEHHOTO
YOpaBIEHUS Y3JIOM,
U3MCHSCT
HAaCTPOMKHU CPEICTB

cebe

T4.2. Wcnionp30BaHUE MITATHBIX CPEACTB YJIAJEHHOTO JTOCTyIa U
yIpaBJICHUS ONEPALIMOHHON CUCTEMBI

T4.3. CkpblTasi yCTaHOBKA U 3aIIyCK CPEICTB YJAJIEHHOI'O 10CTyIIa
Y YIIPaBJICHUSI ONIEPALIMOHHON CUCTEMBI.

Buecenne n3MeHeHN B KOH(QUTYPAIIUIO U COCTaB MPOTPAMMHBIX
U IIPOrpaMMHO-AIAPATHBIX CPEACTB aTaKyeMOM CHCTEMbI WU
CETH, BCJIEJICTBUE YEro CTAHOBUTCS BO3MOXEH MHOIOKPAaTHBIN
3aIlyCK BPEIOHOCHOTO KOJa

T4.4. MackupoBaHue  TOJKIIOYEHHBIX  YCTPOWCTB  MOJ
JETUTUMHBIC (HanmpuMep, HAHECEHUE KOPIOPATUBHOTO JIOTOTHUIA,
MHBEHTapHOT0 HOMepa, TenedoHa CiIyKObl MOAIEPIKKH)

T4.5. BHeceHHe COOTBETCTBYIOUIMX 3alHUCcel B
aBTO3arpy3Ky, IUIAHUPOBIUMKU  3aJIaHUM,
3allyCK  BPEAOHOCHOTO  MPOTrpaMMHOIO
repe3arpys3Kke CUCTEMbI WU CETH

peecrtp,
00€ecreuynBaroIImMX
obecrieyeHuss  1pu

T4.6. Komnpomeranusi NpOUIMBOK YCTPONUCTB € UCIOJIb30BaHUEM
yS3BUMOCTEHl WM  IpOrpaMMHO-allapaTHbIX — 3aKIaloK, K
npumepy, BHenpeHue HoOBbIX (yHkumii B BIOS (UEFI),
KOMIIPOMETAIIMSI TPOIINBOK JKECTKUX AUCKOB

T4.7. Pe3epBHOE KOMUPOBAaHHE BPEIOHOCHOTO KOJa B 00JacTsX,

3alllUThl U JIpyrue
neicTBus) pPEIKO TOJBEPraeMbIX IPOBEPKE, B TOM UHUCIE 3apakeHUE
pPEe3epBHBIX  KONHMM  JaHHBIX, COXpaHeHHe o00pa3oB B
HEpPa3MEUEHHBbIX O00JaCTAX JKECTKMX JUCKOB U  CMEHHBIX
HOCHUTEJIEH
[Ipumeuanue 8: 3akperuieHue (CoXpaHEHHE JOCTyNa B CHCTEME)
MOYKET MPOU3BOJIUTHCSA C UCIOJIB30BaHUEM OJHON MM Oosee U3
[IEPEYUCIICHHBIX BBIIIE TEXHUK
TS | Yopasnenue T5.1. YpanenHoe ympaBieHue d4epe3 CTaHAApTHBIE MPOTOKOJIBI
BPEOOHOCHBIM (mampumep,  RDP, SSH), a Takke  UCHOJIb30BaHUE
IPOrpaMMHBIM MH(QPaCTPYKTYpBI MIpOBaiiJIepoOB CpEICTB YAAJIEHHOTO
o0ecrieyeHHeM M |aAMHHHUCTpUpoBaHUs.  [Ipumep:  HCNOJNB30BaHHE  CPENCTB
(unm) yaaneHHoro ynpasieHuss RMS/teamviewer sl co3iaHusi KaHana
KOMIIOHEHTaMH, K|CBA3M M YINPABICHUS CKOMIPOMETUPOBAHHOM CHUCTEMOW CO
KOTOPBIM paHee | CTOPOHBI 3JI0YMBIIIIJIEHHUKOB
ObUI MI0JIy4€H
JOCTYT
T5.2. Ucnonp30BaHMEe IITATHBIX CPENCTB YIAJIEHHOTO JOCTYIA U
Takrudeckas yIpaBJIEHUS ONEPAUOHHON CHCTEMBI
3aja4a: BHEJ[PUB
BPEIOHOCHOE T5.3. KomMyHuKanus ¢ BHEIIHUMH CEPBEPAMHU yIPABICHUS Y€pe3

IPOrpaMMHOE

XOpOILIO M3BECTHHIE MOPTHI HA 3TUX CEpBEpax, pa3pelieHHbIE Ha
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obecrieueHne Wi | MexcereBoM dkpane (SMTP/25, HTTP/80, HTTPS/443 u np.)
obecrnieunB
TakTuka OCHOBHBIE TEXHUKHU
IIOCTOSIHHOE T5.4. KoMMyHUKaIMs ¢ BHEITHUMU CEpBEpaMu yIPaBIICHUS Yepe3
MPUCYTCTBUE Ha |HeCTaHJApTHbIE IMOPTHI HAa ATHX CEpBepax, YTO B HEKOTOPBIX
y3ie CETH, | CIy4astX TO3BOJISET SKCIUIyaTHUpPOBaTh YSI3BUMOCTH CpPEICTB
HApYLIUTEh ceTeBo punmpTpanuu A1 00X0a 3TUX CPEACTB
CTPEMUTCS
aBTOMAaTH3UpoBarh | 10-3. VYIIPaBJICHME 4Yepe3 ChEMHbIC HOCHTENH, B YACTHOCTH,
yIIpaBleHHe nepesaya KOMaHJl YIpaBJIEHUS MEXKIY CKOMIIPOMETHPOBAHHBIMU
BHE/[PEHHBIMHU M30JIMPOBAaHHOW CHCTEMON M TmojKIoueHHoW K MHTepHer
MHCTpYMeHTaIbHbl | CHCTEMOM Yepe3 HOCHTENM HH(OPMALMH, HCIONb3yeMbIe Ha
MH cpencTBamu, | 00CHX cHCTeMaxX
5
OpraHu30BaB
9 T5.6. IlpokcupoBanue Tpaduka yNpaBiIeHHUS JUII MACKUPOBKHU
B3aMMOJICICTBUS . 9
MOJO3PUTENIFHON CETEeBOM aKTUBHOCTH, 00XoJa TMpaBWJI Ha
CKOMIIPOMETHPOBAH
HEM  yaIOM  H MEXCETEBOM OJKpaHe M COKPBITHS aJpecoB HHQPPACTPYKTYpPbI
CepBepOM HapyIIUTeNeH, JayOlMpoBaHWE KAaHAJIOB CBS3HM, OOQycKamus u
—— paszzenenue Tpaduka ynpaBieHus: BO n30exaHue 0OHapyKEeHUs.
L [Tpumepsl: 1) ucnoab30BaHUE CKOMIIPOMETUPOBAHHBIX CHCTEM B
KOTOPBI MOKET

OBITh pa3MCICH B
cetu MHTEepHET Wimn

B HH(PACTPYKType
OpraHu3aIu

TO K€ ceTH, A1 KOTOPBIX MpaBmiaMu MD paspelieH T0cTyn B
WNHTepHer, B KadecTBe MPOKCH CEPBEPOB; 2) HCIOIH30BAHUE
uHppactpyktypsl cetu TOR 11s mpokcupoBaHHsI 3alpocoB K
cepBepam yIIpaBJICHUS; 3) HCIIOJIb30BaHNE OJTHOTO
KOMMYHHKAITMOHHOTO MPOTOKOJIA AJSl 3ampoca, U JPYyroro - JJis
OTBETa Ha 3aIpoc

T5.7. TynnenupoBanue Tpaduka ymnpasiaeHus uepe3 VPN

T5.8. TynnenupoBanue Tpaduka yrnpaBieHUs B MOJS 3aMOTHEHUS
Y JTAHHBIX CITY>KEOHBIX MIPOTOKOJIOB, K IPUMEPY, TYHHETUPOBAHNE
TpaduKa yIpaBJieHUS B MO JaHHBIX U 3aMIOJHEHUS MPOTOKOJIOB
DNS, ICMP wnu npyrue

T5.9. VYmnpaBnenue uyepe3  MOJKIIOYEHHBIE  yCTPOWCTBA,
pean3yrolue JONOJHUTENBHBI KaHal CBA3M C BHEIIHUMU
CUCTEMaMHU WJIM MCXKJY CKOMIIPOMETHPOBAHHBIMHU CUCTEMaMH B
CEeTH

T5.10. Hcnonws3oBanue cpeactB oOdyckanuu, mudpoBaHus,
cTeraHorpaduu Ajsi COKphITHS TpaduKa yrpaBiIeHUs

T5.11. Ilepemaua koMaHJ YHPAaBICHHUS 4YEpe3 HECTAHIAPTHO
MHTEPIIPETUPYEMBIE THUIIOBBIE OINEPALUU, K MPUMEPY, IyTEM
BBITMIOJTHEHUS] KOTIMPOBaHUs (paiiyia mo pa3penieHHOMY MPOTOKOILY
(FTP wnmu mnonoOHOMY), MyTeM YOpPaBICHUS pa3leisieMbIMU




CETEeBBIMU pecypcaMu 1o npotokory SMB u T1.m.

T5.12. Tlepemaua koMaH] ympaBlIeHUS dYepe3 MyOIHKAIMI0 Ha
BHEIITHEM JISTHTUMHOM CEpPBHUCE, TAKOM Kak BeO-caiiT, 00iauyHbIi
pecypc, pecype B COLMAIBHON CETH U T.I1.

T5.13.  JIluHamMuyeckoe  WM3MEHEHHE  aJpEecOB  CEPBEPOB
yIpaBlIeHUs, UACHTU(PHUKATOPOB BHEIIHUX CEPBUCOB, HA KOTOPBIX
Hy6JII/IKYIOTC$I KOMaHIbl YIHpaBJICHUA, WU T.II. 11O HU3BECCTHOMY
QITOPUTMY BO M30€kaHUE OOHAPYKEHUS
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N TakTuka OCHOBHBIE TEXHUKU
[Ipumeuanue 9: VYnopaBieHue BpEAOHOCHBIM IPOTrPAMMHBIM
obecrieueHreM H (WJIM) KOMIIOHEHTaMH, K KOTOPBIM paHee ObLI
MOJIy4€H JIOCTYIl, MOXET IPOU3BOJUTHCS HAPYLIUTEIEM C
UCMOJIb30BAaHUEM OJHON WM Oosiee U3 NEPEeUMCIICHHBIX BBILIE
TEXHUK JJIs YNpaBI€HUsS TPYJHOJOCTYIHBIMH KOMIIOHEHTaMU
WIN JJIS pealli3aluyl pe3epBHBIX KaHAJIOB YIPaBICHUs
T6 | [ToBbleHue T6.1. IlonyueHue naHHBIX Ul ayTEHTU(GHUKALMU U aBTOPU3ALUU
IIPUBUJIET U II0 [OT MMEHM IPUBUICTHPOBAHHOM YYETHOM 3allMCH IIyTEM IIOMCKa
JOCTYITy K|3TUX JaHHbIX B Mamkax W (aingax, MoMcKa B MaMATH WM
KOMIIOHEHTaM nepexpara B ceTeBOM Tpaduke. JlaHHBIE I aBTOPU3AIUH

CHUCTEM U CeTeN

TakTnueckas
3amayJa; MOJy4YHUB
[IepBOHAYAIIbHBIN
JOCTyII K Y31y ¢
[IPUBUIIETUSAMU,
HEIOCTATOYHBIMH
JUIS COBEpLICHHUS
HYXKHBIX eMy
JIENCTBUH,
HapyUIUTEb
CTPEMHUTCS
MMOBBLICUTH
MIOJTy4YECHHBIE
MPUBWJIETHH n
MOJYYUTh KOHTPOJIb
HaJl y3JIOM

BKJIFOYAIOT 1apoJ, X3LI-CYMMBI napoJei, TOKEHBI,
UJCHTU(PUKATOPBI CECCHUU, KpUNTOrpaduyecKue KIOYH, HO He
OTPaHUYUBAIOTCS UMU

T6.2. TIlogbop mapons wid Jpyrod uHbopManuu A
ayTeHTHU(UKAMK OT HUMEHM TPHUBHIETHPOBAHHON YYETHOM
3aIUCH

T6.3  Dxcryararus o «
MIPUBUIIETUI.

[Tpumep: skcrutyaTanusi ysI3BUMOCTH JipaiiBepa cily>kObl Medartu,
MO3BOJIAIOIIEH BBINOJHUTh KOJX C IPHUBWIETHSAMH CHCTEMHOMN
Y4EeTHOM 3amucu, uepe3 JOCTyln K JOTOMY JpaiiBepy U3
IIPWIOKEHUS, 3aIlyIIEHHOT0 OT MMEHW HENPUBUIETUPOBAHHOIO

IIOJIB30BaTCIIA

YﬂSBHMOCTCﬁ ITOBBIIIICHUIO

T6.4. DkcrmyaTtanusi ys3BUMOCTEH MeXaHW3Ma HMIEPCOHAIUU
(3amycka omepauuid B CHUCTEME€ OT HMMEHU JIpyroil y4eTHOU
3aIuCH).

[Ipumep: oskcrulyatanust ysA3BUMOCTHM IITAaTHOTO MeEXaHU3Ma
MMIIEPCOHAIMHU, PEATTU3YEMOT0 ONEPAIMOHHON CUCTEMOI

T6.5. MaHunynsquu ¢ UISHTUPUKATOPOM CECCHHM, TOKEHOM
JOCTYIIa WJIM HHBIM I1ApaMETpPOM, ONPEACIAIOIIMM IIpaBa U




MIOJTHOMOYHS IOJIb30BATeNsl B CHCTEME TaKUM o00pa3oMm, 4YTO
HOBBII WJIM M3MCHECHHBIA WACHTU(DHUKATOP/TOKEH/TIapaMeTp IaeT
BO3MOXKHOCTh BBITIOJIHEHUSI PaHEE HEIOCTYIHBIX MOJIb30BATEIIO
onepanui.

[Tpumep: kpaxka W TOANENKa cookie ceccuu JUIsl TOMydYeHUs
ABTOPH30BaHHOTO JOCTyna K BeOuHTepdelcy yrpaBieHHs
CETEeBOr0 yCTPONCTBA

T6.6. OOX0q TONMTUKA OrPAHUYEHHUS  TOJIH30BATEIBCKUX
YYETHBIX 3amlKceil B BBIIOJHEHUH TPYII ONepaluii, TpeOyoImx
IIPUBWIETUPOBAHHOTO PEXUMA.

ITpumep: o6xox UserAccountControl B omeparuoHHONW cHCTEME
Windows

T6.7. Wcnonwp3oBaHue ysI3BUMOCTEH KOH(PHUTYpaluyd CHUCTEMBI,
CIy’)k0O W TPWIOKEHUH, B TOM HYHUCIE TPEIBAPUTEIHHO
CKOH(HTYPHPOBAHHBIX npodueit PUBUJIETUPOBAHHBIX
NOJb30BaTeel, aBTOMAaTHYECKH 3allyCKaeMbIX OT HMEHH
NPUBUIICTUPOBAHHBIX NOJIH30BATENEH CKPUIITOB,
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OPUIOKEHUH M HK3EMIUIIPOB  OKPY)KEHHUS, IO3BOJISIOIINX
BpenoHocHoMy  [IO  BBIMONHATBCS € TIOBBIMICHHBIMH
HPUBUIIETUSIMH.

[Tpumeprr: 1) wucnonszoBanue mnpoduneir PowerShell mus
3aKkperieHust BpetoHocHoro [10 B cucteMe U BBIOJHEHUS 3TOTO
[0 ¢ m[OBbBIIEHHBIMU TPUBWIETUSAMHU; 2) KOH(pUrypanus
KOMaH[Ipl Iepexojia B NPUBUIETHPOBAHHBIM pexxuMm sudo, mpu
KOTOPOW YCIICIIHBIM PE3yJIbTAT BBINOJHEHUS 3TOM KOMaHAbl HA
HEKOTOpOE BpeMsl KIUIMPYETCs,, 4YTO TpU  OIpeesIeHHBIX
00CTOSITENECTBAX MOXET OBITh HCIIOJIB30BAHO BPEIOHOCHBIM
KOJZIOM JJIsi BBINOJHEHUS NPUBWIETUPOBAHHBIX ONepaluidl B
TE€YEHHE HTOr0 BPEMEHM; 3) MapameTphbl HCIOJHEHUs (¢aiioB
(ImageFileExecutionOptions, IFEO), MIO3BOJIAIOILNE
MEPEKII0YATh MCIIOHEHHE (aiiyioB B PEXKHUM OTIAJIKU, BHITIOTHSIS
BPEJIOHOCHBIE NPUJIOKEHHUS IOJA BUAOM OTIAJYMKOB U CPEICTB
MOHUTOPHHTA, YTO TIIO3BOJIIET WM OTKJIIOYaTh CHCTEMHBIC
NPUIIOKEHUS U CPEJICTBA 3ALUThI

T6.8. DkcrutyaTanus ys3BUMOCTEH, CBSI3aHHBIX C OTAEIbHBIM, U
BEPOATHO MEHEE CTPOrMM KOHTpOJIEM JAOCTYNa K HEKOTOPHIM
pecypcam  (Hampumep, K  (QaiioBoil  cucteme)  anA
HENPUBWIETHPOBAHHBIX YUETHBIX 3aMHCEH.

[Tpumep: moaMeHa Ha Jaucke OMHAPHBIX (HAMIOB MM CKPHIITOB,
MpeIHAa3HAYEHHBIX JJIS MCIOJIHEHHWs] B IMPUBUIETHPOBAHHOM
KOHTEKCTE, IIPUIIOKEHUEM, HCIOJIHSAIOIUMCS B




HCIIPUBUIICTUPOBAHHOM KOHTCKCTC

T6.9. Dkcmtyarauus ysa3BUMOCTEH CPEACTB OTPaHUUYEHUS CPEIb
UCTIONIHEHUS (BUPTYyaJbHBIC MAIIMHBI, TECOYHUIBI U T.I.) JUIS
WCIIOJIHEHUS KOJ1a BHE 3TOU CPEJIbI.

[Tpumep: aKcITyaTanus ysi3BUMOCTH 00paboTKu Oydepa TaHHBIX
B paMKax II€COYHHUIIBI, pealu3yeMoil  Opay3epoMm Ui
orpaHuyeHuss paboTel MoOOwWIbHOro koma (Javascript), ¢
MOCJEIYIOIUM BBIOJIHEHHEM KoJa B KOHTEKCTE Ipolecca
Opay3epa

[Ipumeuanue 10: IloBbllIeHME NOPUBWIETHA 1O JOCTYIY K
KOMIIOHEHTaM CHUCTEM U CeTed MOXKET MPOU3BOJUTHCS C
UCIIOJIb30BaHUEM OJIHOM Wiu OoJjiee U3 TMEPEUYUCICHHBIX BBILIE
TEXHUK, [M0KA HAPYIIUTENb HE MOIYYUT JOCTATOYHO MPUBUIICTHI
JUTSI pealii3aliy Jpyroi TaKTUKU B IPOJOJKEHUH aTaKu
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T7 | CokpbiTHe T7.1. Hcnonb3oBaHWe HapyLIUTEIEM WM  BPEIOHOCHOM
JEHCTBHAN U |W1arGopMON IITAaTHBIX HHCTPYMEHTOB aJAMHHHMCTPUPOBAHUS,
MPUMEHSEMBIX IIPH | yTHIIUT U CEPBUCOB ONEPALMOHHON CHUCTEMbI, CTOPOHHUX YTHJIMT,
9TOM CPEACTB OT |B TOM YHCJIE ABOMHOIO HA3HAYCHUSI.

OoOHapyXeHUs

TakTuueckas [Ipumep: ucnonb3zoBanue nomnyisipHor yrunutsl PsExec pimsa OC
3aaya: Windows kak aIMHUHUCTpPATOpaMu, TaK U HAPYLITUTEISIMUA
HapyLIUTEIb

CTPEMUTCS

3aTpyAHUTH

IIPUMEHEHHE

N TakTuka OCHOBHBIE TEXHUKHU
Mep 3aumthl | T7.2.  Ouucrka/zaTMpaHMe HCTOPHUM KOMaHA M OKypHAJIOB
uH(popMaluuy, perucTpanuy,  IEPEeHANpaBlICHUE  3allUCed B JKypHAJIbI
KOTOpPbIE CIIOCOOHBI | pETUCTpALMM, TEPENoJIHEHHEe HCTOPUM KOMaHJ M JKypHAJIOB
oMenaTh €ro | perucTpalny, 3aTpyJHEHUE JOCTyNa K KypHajgaM pEerucTpanuu
JEUCTBUSIM WJIM | 1J11 aBTOPU30BAHHBIX I10JIb30BATEIIEH

O0OHapYXUTh UX

T7.3. VY nanenue ¢aiinos, MepenyCchIBaHUE ¢aiinos
NPOM3BOJILHBIMU  JIaHHBIMH,  (popMaTHpoBaHWE  CHEMHBIX
HOCHUTEJIEH

T7.4. OTkioueHne CpeiCTB 3alUUThl OT Yrpo3 WH(POPMALMOHHON
0e30macHOCTH, B TOM 4YHCJE CpPEACTB AHTUBUPYCHOM 3allUTBHI,
MEXaHHU3MOB ayJuTa, KOHCOJIEW omeparopa MOHHUTOPHHra U
CPEJICTB 3alUTHI APYTUX TUIIOB

T7.5. OTKIIIOYEHNE CUCTEM U CPEACTB MOHUTOPUHIA U 3aAILUTHI OT




yIpO3 MPOMBINUIEHHON, (PU3NYECKOH, MTOKAPHOM, 3KOJIOTMYECKOH,
panualoHHOM 0e30MaCHOCTH, MHBIX BHIOB 0€30MaCHOCTH
ABTOMAaTU3UPOBAHHON CHUCTEMBI YIPABICHUSI TEXHOJIOTMYECKUMHU
nporeccaMi M yHpaBsieMoro (KOHTPOJUPYEMOro) oObeKTa |
(nwnn) mpotiecca

T7.6. Ilognenka MaHHBIX BBIBOAA CPEJCTB 3alIUTHI OT YIrpO3
nH(pOpMaMOHHOM 0€30MMacHOCTH

T7.7. Tllopgnenka HmaHHBIX TEJIEMETPUU, JAHHBIX  BbBIBOJIA
ABTOMATU3UPOBAHHBIX CHUCTEM YMPABJICHUS, JAHHBIX CUCTEM H
CPEICTB MOHUTOPMHIAa M 3aIIUTHl OT YIPO3 MPOMBIILICHHOM,
¢u3nueckoif, TMOXKApHOW, HKOJOTUYECKOH,  PpaJHalUuOHHON
0€301acHOCTH, UHBIX BUJOB 0€30MaCHOCTH aBTOMAaTHU3UPOBAHHOMN
CHUCTEMBbI  YMPABIICHUS] TEXHOJOTUYECKUMH TIpOLleCCaMU |
YOpaBIsieMoro (KOHTPOJIUPYEMOro) oObeKTa U (MIM) Ipolecca,
JAHHBIX  BUJICOHAONIIONCHUS W JAPYTMX  BU3YaJIbHO  WJIH
ABTOMATUYECKU UHTEPIIPETUPYEMBIX JaHHBIX

T7.8. BelmoaHeHne aTaku OTKa3a B O6CJ'Iy>KI/IBaHI/II/I Ha OCHOBHBIC
N PE3CPBHLIC KaHAJIBI CBA3H, KOTOPBIC MOT'YT UCIIOJbB30BATHCA JIA
JOCTaBKH COO6H.I€HPII>1 ) Hepa60TOCHOCO6HOCTI/I CHUCTEM HJIM HX
KOMITOHCHTOB WJIM O APYTUX IIPU3HAKAX aTaKU

T7.9. IToxmucanme KoJa, BKJIFOYas HCITIOIB30BaHHE
CKOMITPOMETHPOBAHHBIX cepTu(UKaTOB ABTOPUTETHBIX
npousBogutenen  [IO  nang  nmoamucaHus — BPEJOHOCHBIX
MIPOrpaMMHBIX MOAYJIEH.

[Tpumeuanue 11: Coueraercs C TEXHUKOW KOMIIPOMETAIIUH
ceptudukaTa, ucnonapzyemoro st nudpoBoil moamucu obOpasza
I10

T7.10. BHeapeHue BpelOHOCHOTO KOJia B JIOBEPEHHbIE MPOIIECCHI
ONEpallMOHHOM CHCTeMBl M JApYyrue OOBEKThI, KOTOpble He
NOJBEPraloTCsd aHaIW3y Ha HaJIM4YMe TaKoro Koja, Juls
IpeJOTBpalieHUs 00HapYKEHUS

T7.11. Monudukanus Moayneid U KOHQUIYpalluu BPeJOHOCHOTO
IIPOrPaMMHOT0 00eCIIeUeHHUs IS 3aTPYTHEHUS €ro OOHapYKEHUS
B CUCTEME.

[Tponomxenne Tadmusr 11.1

TakTuka OCHOBHBIC TEXHUKH

[Ipumep: BHeceHHE H3MEHEHUH B MOIYNIH M KOH(UTYpAIHIO
BpenoHocHoro 10 nns ynaneHus: MHIUKATOPOB KOMIIPOMETAIUN
stuM BIIO mocne o6HapyskeHuUs €ro B APYTUX CUCTEMAX

T7.12. MaHunynsiquu HWMEHAaMH M IapamMeTpaMu 3allycKa




MIPOLIECCOB U MPHIIOKECHUHN JJ1s1 00€CTIeYeHUS CKPBHITHOCTH.
[Tpumepbr: 1) COKpbhITHE OKHA TPWIOKEHHUS Yepe3 IMapaMeTphl
3amycka mporecca B OC Windows; 2) BBIOOp it BPEIOHOCHOTO
NPUIOXKEHUsT HMMEHH (aitma (mporecca), IMOXO0XKEro Ha MM
W3BECTHOTO W/WJIM CUCTEMHOTO TIPHUJIOKEHUS WIIA COBIIAIAOIIETO
C HUM

T7.13. Co3nanue CKphITHIX (aiIoB, CKPBITHIX YUETHBIX 3aITUCEH

T7.14. YcraHoBieHUE JIOKHBIX JOBEPEHHBIX OTHOUICHUM, B TOM
YHClie YCTAaHOBKA KOPHEBBIX CEPTHU(PHUKATOB M YCHEHIHON
BAJIMJAIMA  BPEIOHOCHBIX  MPOTPAMMHBIX  MOAYJEeH |
AaBTOPHU3ALIMU BHEIIHUX CEPBUCOB

T7.15. BHenpenue BpPEAOHOCHOTO KOJa BBIOOPOYHBIM/IICIIEBBHIM
o0pazoM Ha Hau0Ooyiee BaXKHbIE CHUCTEMbl WJIH CHUCTEMBI,
VJIOBJIICTBOPSIIONIUE ONPEICICHHBIM KPUTEPHSIM, BO H30ekKaHHE
MIPEXKICBPEMECHHOM KOMITPOMETAIINU UHpOpMALIUU 00
UCTIOJIB3YEMBIX TPU aTake ysI3BUMOCTSAX W OOHapyXeHUs Qaxra
aTaKu

T7.16. HckyccrBenHOE BpPEMEHHOE OrpaHUYECHUE
pacrpoCTpaHEHUs] WJIM aKTUBAIlMM BPEIOHOCHOIO KOJa BHYTPH
ceTH, BO u30eXaHUE MPEXKIESBPEMEHHOI0 OOHapy>KeHus Qakra
aTaKH.

[Ipumep: pacnpoctpanenue BpeaoHocHoro IIO enuHOBpeMEHHO
[0 BCEM MHTEPECYIOIIUM 3JIOYMBIIUIEHHUKAM CHUCTEMaM U
€AMHOBPEMEHHBIM 3allyCK €ro Ha BBIIIOJIHEHUE [0 KOMaHsje,
BIUIOTh JO BBIIOJHEHUS KOTOPOM KOMIIPOMETAIUIO CHUCTEMBI
00HapYKUTh CIIOKHO

T7.17. OO6dyckanus, mHUPpoBaHUE, YHNAKOBKA C 3aLIUTOM
nmapojieM WM COKPBITHE CTEraHorpapuyecKuMH METOJaMH
IpOrpaMMHOr0 Koaa BpenoHocHoro I1O, naHHBIX UM KOMaHA
YIpaBIAIONET0 TpaduKa, B TOM YUCIIE IPU XpaHEHUH 3TOTO KOJa
U JIaHHBIX B aTaKyeMOW CHUCTeMe, NpU XPaHEHHWU Ha CETEBOM
pecypce Wi IpH Iepejiade 1o CeTu

T7.18. Ucnonb3oBaHue CPeACTB BUPTYaTU3ALUU JUISI COKPBITUS
BPEIOHOCHOTO KOJa WJIM BPEJOHOCHOW AKTUBHOCTH OT CPEICTB
oOHapy»KeHHs B ONlEepallMOHHON cucTteme

T7.19. TynnenupoBanue Tpaduka ynpasienus uepe3 VPN

T7.20. TynuenupoBanue Tpaduka yOpaBiIeHHUS B  TOJA
3allOJIHEHUS W JAaHHBIX CIIyEeOHBIX MPOTOKOJIOB, K MpPUMEpY,
TYHHEIMpPOBaHUE TpaduKa yOpaBiICHUsS B TOJS JAHHBIX U
3anonHeHus nporokosoB DNS, ICMP unu npyrue

[Tponomxenne Tadmusr 11.1



TakTuka

OCHOBHBIE TEXHUKHU

T7.21. W3meHeHune KOH(MUTYpaLUU CETH, BKJIIOYAs HW3MEHEHHE
KOH(QUIypalMd CEeTEeBbIX YCTPOWCTB, OpPraHU3allMi0 IPOKCHU-
COCMHEHUH, W3MEHEHHe TaOIuIl MapHIpyTU3aluu, cOpoc
MOIUGUKALMIO Mapoied JocTyna K UHTepdeiicaM yIpaBieHUs
CETEBBIMU YCTPONCTBAMHU

T7.22. TlogmMeHna ¥ KOMIIpOMETalusl INPOILIMBOK, B TOM YHCIIE
npomuBok BIOS, xecTkux TUCKOB

T7.23. Iloagmena (aiiyioB JETUTUMHBIX MPOrpaMM U OHMOIHOTEK
HETMOCPE/ICTBEHHO B CHCTEME.

[Ipumeuanue 12: B TOM 4ucie MOXET COYETAaThCS C TEXHUKOM
KOMIIPOMETAIlMH CcepTU(UKATA, HCIOIB3YeMOro uisi nudpoBoii
noanucu oopasza [10

T7.24. IlogMeHa JISTUTHMHBIX MpOrpaMM U OHMOJIHMOTEK, a TakKe
JETUTUMHBIX ~ OOHOBJICHHH  IPOrpaMMHOrO  OOeCIeYeHUs,
MOCTABJIIEMBIX MPOU3BOAMTEIEM YIAJICHHO Yepe3 CETH CBSI3H, B
PEIO3UTOPHSIX TTOCTABIIUKA WIIH MTPH IepeIade Yepe3 CETH CBS3H.
[Tpumeuyanue 13: B ToM 4mciie MOXET COYETAThCS C TEXHUKOMH
KOMITPOMETAITMN CcepTU(UKATA, HMCIOIB3yeMOro sl IU(POBOK
noanucu oopasza [10

T7.25. IlomMeHa CCBUIOK Ha JIETUTUMHBIE TMPOTpaMMbl U
OMOIMOTEKM, a TakKe Ha  JIETUTHMHBIE  OOHOBIICHHSA
MPOrpPaMMHOT0 0OecIleYeH s, MOCTaBIsieMble MPOU3BOAUTEIEM
yIAJIEHHO Yepe3 CEeTH CBS3U, HH(POPMAIH O TAaKUX OOHOBIICHUSIX,
BKIIIOUasl aTaku Ha WHEOPACTPYKTYpHBIE CEPBHCHI MOCTABIIHKA
(rakue kak DNS hijacking), aTaku Ha TpeTbeCTOPOHHUE PECYPCHI,
aTakyl Ha DJIJIEKTPOHHYIO MOYTY M Jpyrue cpeictBa oOMeHa
COOOILIEHUSMH.

[Tpumeuanue 14: B TOM 4HuCIIE MOXET COYETaThCS C TEXHUKOMN
KOMIIpOMETAIMN cepTu(dUKaTa, HCIOIb3yeMOro sl LuppoBOi
noamnucu oopaza 10

T7.26. IlonmMena AUCTpUOYTHUBOB (YCTAaHOBOYHBIX KOMILIEKTOB)
porpaMM Ha HOCHUTEJSIX WHGOpPMAIUU WM OOMIMX CETEBBIX
pecypcax.

[Ipumeuanue 15: B TOM uuclie MOXKET COUYETATHCA C TEXHUKOU
KOMITPOMETAINN cepTU(dUKaTa, HCIOIb3yeMOro il IuppoBOi
noanucu oopasza [10

T7.27. Kommpomerauus cepTudukara, HCIOIb3YEMOTro s
mudpoBoii moamucu obpaza [1O, BriIoyas Kpaxy 3TOro
cepruduxara y npousBoautenss [1O wmnam mokynky KpaaeHOro
cepTudUKaTa Ha HEJETaJlbHBIX IUIOIAAKaX B CETAX CBS3U (T.H.
"mapkBe0'") U MoIENKy cepTU(dUKATa C TTIOMOIIBIO IKCIUTyaTaIlluu
ysa3Bumocteit  I10, peanusyromero ¢GyHKIMH TE€HEepUpOBaHUS
KpunTorpauueckux  KiIO4ed, XpaHeHHs] U  yHpaBICHUS




ppOBBIMU cepTU(UKATAMU

T7.28. Komnpomeranust CpeJICTB CO3/1aHUsl IPOrPaMMHOr0 KoJa
NpWIOKEHUH B MH(ppacTpykType  pa3paboTdymka  3ITHX
IIPUIIOKEHU N (KOMIUIISATOPOB, JINHKOBIIUKOB, CpelcTB
yTIpaBICHUS

[Tponomxkenne Tadmuisr 11.1

TakTuka

OCHOBHBIE TEXHUKHU

pa3paboTkoil) I  TOCIEAYIONIEr0  aBTOMATHU3WPOBAHHOTO
BHECCHHST HM3MCHEHHWH B  3TOT KOJ, YCTaHaBIMBACMBIH
ABTOPU30BAHHBIM II0JIL30BATCJIICM Ha LCJICBBIC I HAPYLIUTCIIA
CHUCTEMBI

T7.29. Komnpomeranust CpeicTB COOPKH, KOHPUTYPUPOBAHUS U
pa3BoOpayMBaHus IPOrPaMMHOTO KO/, & TAKXKE CPEJCTB CO3/1aHUS
y3KOCIELMAIM3UPOBAaHHOIO  Kojxa (K mpuMepy,  Koja
NPOMBIIIICHHBIX KOHTPOJUIEPOB), B HH(PACTPYKTYpE LEIECBOM
CUCTEMBI, Al aBTOMAaTH3UPOBAHHOTO BHECEHHMs] HM3MEHEHHUH B
9TOT KOH, yCTaHaBJII/IBaeMI)II\/JI ABTOPHU30BAHHBIM I10JIB30BATCJIICM Ha
LeJIEBbIE JJIS1 HAPYILIUTENS] CUCTEMBbI

[Ipumeuanue 16: CokppITHe ACHUCTBUN U IPUMEHSEMBIX TP TOM
CPEICTB  OT  OOHApYKEHUS  MOXKET  IPOU3BOJUTHCS  C
UCIIOJIb30BaHUEM OJIHOM wWin Ooliee W3 TMEPEUUCICHHBIX BBIIIE
TEXHUK ISl COKPBITHS Pa3HBIX CBUIECTEIHCTB KOMITPOMETALIUU
cucTeMsbl Wi A 6oiee 3h(HEKTUBHOTO COKPHITUS

T8

ITomyuenune
JIOCTyTIa
(pactipocTpaHeHue
JOCTyNa) K JPYruM
KOMITOHEHTaM
CHCTEM U CETEU WU
CMEXHBIM
CHUCTEMaM U CETAM

TakTnueckas
3amayJa; MOJTYYUB
JIOCTYyI K
HEKOTOPBIM  y3JIaM
UHQPPACTPYKTYPHI,
HapYIIUTETh
CTpPEMUTCS
MOJIYYUTh JOCTYN K
JIpYruM y37aM.
ITogo6HOE

T8.1. Dxcrmyaranus ysI3BUMOCTEH JIJIsl TIOBBIIICHUS TTPUBUIIETHIMA
B CHUCTEM€ WJIM CEeTH [  YJAJIEHHOIO  BBIINOJHEHUSA
IIPOrpaMMHOTO KOJa Il paCIpOCTPaHEHUs JOCTyIIa

T8.2. Hcnonb3oBaHue cpeAcTB U UHTEP(PENCOB yIAIEHHOTO
yIOpaBJIEeHUs Ui MOJyYeHHUs JIOCTyNa K CMEXHBIM CHUCTEMaM M
CETAM

T8.3. Hcnonp3oBaHne MEXaHU3MOB JUCTAHIMOHHOM YCTaHOBKH
IIPOrpaMMHOT0 oOecreueHus: U KOHPUTypUPOBaHHUS.

[Ipumep: pacnpocTpaHeHHe BpPEIOHOCHOTO KOJia TPYyHIOBBIMH
noymmtukaMu  ActiveDirectory, OOBIYHO MCIOJIB3yEeMBIMH JJIS
ABTOMATUYECKOrO  YIpPaBJICHUS JIETUTUMHBIM  MPOrPAMMHBIM
obecrieueHrEM

T8.4. VYnpanenHoe xonupoBaHue (aiiyioB, BKIOYAs MOIYJIU
BPEIOHOCHOTO TMPOTPaMMHOT0 00ECHeueHUs] M JIETUTUMHbBIE
MMpOorpaMMHBIC CPEACTBA, KOTOPHIC MO3BOJIAIOT 3JIOYMBIIIICHHUKY
MI0JTy4aTh AOCTYII K CMEXHBIM CUCTEMAM U CETAM




pacmpocTpaHeHHE
J0CTyTa MOYKET
OBITH
HelleJICHAITPaBICHH
BIM: TakK, €IIe He
3Has, K  KakuM
HMEHHO
KOMIIOHEHTaM
UHPPACTPYKTYPHI
Tpedyercs
MOJTyYUTh
IS TOrO, 4YTOOBI
BBI3BaTh  HYXKHBIC
€My  HeraTHBHbBIC
MTOCJICCTBHSI,
HApPYIIUTEIh MOXET
CTPEMUTHCS
MOJTyYUTh KOHTPOJIb
HaJl KakKk MOXHO
OONbIIEH  YaCThbIO

UH(PPACTPYKTYPHI
CUCTEM U CETEU

JIOCTYII

T8.5. U3meHnenue KOHQUTYypalMu CETH, BKJIIOYas W3MEHEHUE
KOH(UTYypalli CETEeBbIX YCTPONCTB, OpraHMU3aIMI0 MPOKCHU-
COCIMHEHUH, W3MEHEHHe TaOIMIl MapHIpyTU3aluu, cOpoc W
Moaudukanuo maposied qoctyna K uHTepdeiicaM ymnpaBieHHUS
CETEBBIMU YCTPONCTBAMHU

T8.6. KonupoBanue BpeIOHOCHOTO KOJla HA Chb€MHbIE HOCUTENH

T8.7. Pa3zMenieHue BpPEIOHOCHBIX IPOTPAMMHBIX MOJYJEH Ha
pasziesnsieMbIX CETEBBIX PeCypcax B CETH

T8.8. Hcnonp3oBanue JIOBEPEHHBIX OTHOILIEHUU
CKOMIIDOMETUPOBAHHOM  CUCTEMBI M IIOJIB30BATEIIEH  ITOU
CUCTEMBl C JPYTHMH CHCTEMaMHd M IIOJb30BATEISIMH  JUISI
pacrpocTpaHeHHUs BPEIOHOCHOTO

[Tponomxkenne Tadaumer 11.1

TakTuka

OCHOBHBIE TEXHUKHU

MPOTPaMMHOTO O0ECTICUeHHs] WIHM I JIOCTyNa K CHUCTEMaM H
uH(pOpMaIlUU B APYTUX CUCTEMAX U CETSIX.

[Ipumep: oTCBhUTKA COOOIICHUI KOPHMOPATUBHOU DIIEKTPOHHOM
MOYTHI OT UMEHH KOJIJIET U MPOYUX JOBEPEHHBIX JIUIL

[Tpumeuanue 17: Tlomyuenme pgocTyma (pacmpocTpaHEHUE
JIOCTYTIA) K IPYTUM KOMIIOHEHTAM CHUCTEM U CETEeH WIIM CMEXHBIM
CHCTEMaM H CETSIM MOJKET BBIITOJHATHCS B HECKOJBKO IIaroB C
WCIIOJIb30BAHUEM OJTHOM WM 0oJjiee M3 TEPEUYHCICHHBIX BBIIIIE
TEXHUK, II0Ka HapyLIUTENb HE JOCTUTHET LIEJIEBOM CHUCTEMBI WU
He OyIeT BBIHYXKJACH NPUOCTHYTh K JPYroil TaKTHUKE MJis
MIPOJIOJKEHUSI aTaKu

T9

COop u BBIBOA U3

CHCTEMBI MIIH CETH
uHopManuu,
HEOOXOIUMON  JUIS
JaIbHEeNIIIIX
NeUCcTBUHU npu
peanu3alnuu  yrpos
0e301macHOCTH
UHPOpPMALIUU  WJIH

T9.1. Hoctyn k cucreme ansi cbopa uHGOpPMALUU U BBIBOA

nHpopManuu Yepe3 CTaHJAPTHBIE TMPOTOKOJBI  YIPaBICHUS
(manpumep,  RDP, SSH), a TakXke  HCIOJb30BaHHUE
HH(PpaCTPYKTYpPHI MpoBaiiIepoOB CpEICTB YIQJIEHHOTO
aIMUHUACTPUPOBAHMUS.

[Ipumep: wHCMOTB30BaHWE CPEACTB YAAJCHHOTO YIPaBICHUS

RMS/teamviewer s co3qaHus KaHalla CBS3H U yIPABICHHS
CKOMITPOMETHPOBAHHOMN CHUCTEMOM co CTOpPOHBI
3JIOYMBILIUIEHHUKOB




peanu3aluu HOBBIX
yrpo3

TakTuueckas
3ama4a: B XOJE
pealMzallui  yrpo3
0€30MacHOCTH
uHpopmanuu,
HAPYIIATEITIO
MOJKET
noTpedoBaThCA
MOJTyYUTh u
BBIBECTH 3a
peJebl
UHPPACTPYKTYPHI
Oospmie  0OBEMBI
uHpOpManuy,
n30exaB MpPU ITOM
OOHapyKEHUsI WU
POTUBOACUCTBUA

T9.2. Hoctym Kk cucreme i cbopa uH(pOpMAMu W BBIBOJ
uH(pOpMallMM  4Yepe3  WCIONb30BAaHWE  IITATHBIX  CPEICTB
YAAJIEHHOTO JOCTYyMa U YIPaBICHUS OMEPallMOHHONW CUCTEMBI

T9.3. BeiBom umH}OpManuu Ha XOpOIIO H3BECTHBIC IMOPTHI Ha
BHEIIIHUX CEpBEpax, pa3peliecHHble Ha MEXCETEeBOM JKpaHe
(SMTP/25, HTTP/80, HTTPS/443 u np.)

T9.4. BeiBog wuHpoOpManmu Ha HECTaHIAPTHBIC TIOPTHI HaA
BHEUIHUX CEpBEPaX, YTO B HEKOTOPBIX CIIy4asX IIO3BOJIAET
AKCIUTYaTUPOBATh YS3BUMOCTH CPEJICTB CETEBOM (puibTpanuu s
00x0/1a 3TUX CPE/CTB

T9.5. OTnpaBka JaHHBIX 110 U3BECTHBIM MIPOTOKOJIAM yIPaBICHUS
U Tepeslaun JaHHBIX

T9.6. OtnpaBka JaHHBIX 110 COOCTBEHHBIM IIPOTOKOTIAM

T9.7. TlpokcupoBanue Tpaduka Tnepenadyd JaHHBIX
MacKHUpPOBKU IOJIO3PUTEIILHOM CETEeBOW AaKTMBHOCTH, 00X0Ja
IpaBWJI HAa MEXKCETEBOM OJKpaHE U COKPBITHS  aJpecoB
MH(PPpACTPYKTYphl HApyLIUTENICH, MyOIupOBaHUE KAaHAJIOB CBS3H,
oO¢pyckauus M paszgeneHue Tpapuka Mepeayd JaHHBIX BO
n30exxanne oOHapyKEHUsI.

[Tpumepsl: 1) ucnonp30BaHME CKOMIPOMETUPOBAHHBIX CHCTEM B
TOM K€ ceTH, A1 KOTOpBIX MpaBwiamMu MD paspelieH 1ocTyn B
WHTepHeT B KadyecTBE IPOKCH CEPBEPOB; 2) HCIOJIb30BaHUE
uH¢ppactpyktypel cetu TOR 11s1 mpokcupoBaHMsI 3allpocoB K
cepBepaM YIPAaBIIECHUS; 3) HCII0JIb30BaHUE OJTHOTO
KOMMYHHMKAIIMOHHOTO MPOTOKOJIAa JJIs 3ampoca, U Jpyroro - JJis
OTBETA Ha 3aIpoc

JUIA

[Tponomxenne Tadmusr 11.1

TakTuka

OCHOBHEBIE TEXHUKHU

T9.8. TynnenupoBanue Tpaduka neperayu JaHHbIX yepe3 VPN

T9.9. TynnenupoBanue Tpaduka ynpaBieHUs B MMOJS 3aMOTHEHUS
Y JTAHHBIX CITY>KEOHBIX TIPOTOKOJIOB, K IPUMEPY, TYHHETUPOBAHNE
TpaduKka YIpaBJIeHUS B MMOJs JaHHBIX U 3aMIOJHEHUS MMPOTOKOJIOB
DNS, ICMP unu npyrue

T9.10. BwBom wuHdOpmManuu dYepe3 ChEMHBICE HOCHTEIH, B
YaCTHOCTH, Ilepejadya AaHHBIX MEXKIYy CKOMIIPOMETUPOBAHHBIMU
M30JIMPOBAHHOM CHCTEMOW W NOAKIIOYEHHOW K HHTepHeT
CHUCTEMOW uepe3 HOCHTEIM HH(POpPMALUHU, HCIOIb3yeMble Ha




o0enx cucremax

T9.11. OrnpaBka HAaHHBIX Yepe3 aIbTEPHATUBHYIO CpPEIy
nepeaayn JaHHbIX.
[Tpumep: BbIBOA KOHOUACHIUAILHOW HH(GOpMAIMKA  Yepes3

cyOTUTpBI BUACOPSIA, AEMOHCTPUPYEMOTO Ha BeO-caiiTe

T9.12. llludpoBanue BeIBOAUMON WH(MOPMAIIUH, HCIIOIH30BAHUE
cTeraHorpaduu Ui COKPBITUS (aKTa BbIBOJA UH(OpMAIUU

T9.13. BeBog mHbopmanuu depe3 MPEAOCTABICHHUE JOCTYIA K
¢daitnoBbIM XpaHWIMIAM U 0a3aM JaHHBIX B HHQPACTPyKType
CKOMITIPOMETHPOBAHHOM CUCTEMBI WJIM CETH, B TOM YHCIIEC IyTEM
CO3/IaHMsI HOBBIX YUYETHBIX 3allUCeil WM Nepenadyd JaHHbBIX IS
ayTeHTU(UKAIMY U aBTOPU3ALUN UMEIOIINXCS YUYETHBIX 3aIUCeH

T9.14. BeiBoa nHpOpMAIUU MyTeM pa3MEIICHUS COOOIICHUN HITH
¢aitnoB Ha MyOIMYHBIX pecypcax, AOCTYIHBIX AJii aHOHHUMHOTO
HapymuTens (popymsbl, (aittooOMeHHBIE CEepBHUCHL, (OTOOAHKH,
00JauHbIe CePBUCHI, COLIMATLHBIEC CETH)

[Tpumeuanue 18: COop U BBIBOJ W3 CHUCTEMBl WU CETU
uH(popMaluy, HEOOXOAMMOW IJis NATbHEHIINX JEUCTBHU NpH
peanuzanuu yrpo3 0e30macHOCTH MH(OpPMALUK WU peau3aluu
HOBBIX YI'PO3 MOKET BBIIOJIHATHCS C UCIOJIB30BAHUEM OJHOM WM
Oonee M3 TMEpPEUYHCICHHBIX BBIIIE TEXHUK Ui pealu3aluu
PE3epPBHBIX KaHAIOB BBIBOIa HH(POPMAITUU

[Tponomxenne Tadmusr 11.1

T1 | Hecankumonuposas | T10.1. HecaHKIIMOHUPOBaHHBIN 10CTYN K HH(GOPMAIIMK B TAMSITH
0 |HbIi gocTyn U (Win) | cucTeMsbl, (ailoBoil cucteme, 0a3ax JaHHBIX, PENO3UTOPHIX, B
BO3/ICHCTBHE Ha | IPOTPaMMHBIX MOJYJISIX U MIPOLIMBKAX
UH(POPMalLMOHHbIE
pecypebl wru | T10.2. HecaHKUMOHMPOBaHHOE BO3JEHCTBUE HA CHUCTEMHOE
KOMITOHEHTEI IpOrpaMMHOE OO€CleYeHHne, ero KOH()UIypaluoo U MapaMeTpsl
cucTeM H  ceTe, |AOCTYIA
IPUBOALINE K .
T10.3. HecaHKIIMOHMPOBAHHOE BO3JEHCTBHE HAa IMPOTPAMMHBIE
HEraTHBHBIM
MOJyJIM NIPUKJIAJHOTO IPOrPaMMHOI0 00eCIIeYeHus
MOCIIEACTBUAM
N TakTuka OCHOBHBIE TEXHUKU
TakTnueckas T10.4. HecaHKIMOHMPOBAaHHOE BO3JECHCTBUE Ha IMPOTPAMMHBIN
3aja4a: KO/, KOH(QUIypalMiO M MapaMeTpbl [JOCTyNa MPUKIAJHOTO
JOCTHKEHUE IPOrpaMMHOr0 00ecIeueH s
HapyluTeIeM
KOHEYHOR neny, | 110.5. HecaHKIMOHUPOBaHHOE BO3ACHCTBHE HA IPOTPAMMHBIIL
PUBOLLEE k| KOA, KOHQUIypalui M IapamMeTpsl JOCTyNa CHUCTEMHOTO

nporpaMmMHOTO obecnieucHUs




peanu3anuu T10.6. HecaHKIMOHUMPOBaHHOE BO3JCHCTBHE HA IMPOTrPAMMHBII

MOJEeNUpyeMoi KO/, KOH(QUIYypalul0 M [apaMerpbl JOCTyNAa IPOLIMBKH

yYIpO3bI U | yCTPOMCTBA

IPUYMHEHUIO

HEJIOMYCTHMbIX T10.7. Tlommena wHpopManuu (HampuMmep, IIJIATEKHBIX

HETAaTHBHEIX PEKBU3UTOB) B NaMATH WIM HMH(OPMAIMM, XPAaHUMOW B BHJE

TIOCTIeICTBHIA (aitnos, wuHopmanuu B 0a3zax [aHHBIX U PEHO3UTOPHIX,
MHGOpPMALlMU Ha HEPa3MEYEHHBIX O0JIACTSX JUCKOB M CMEHHBIX
HOCHUTEJIEH

T10.8. Yuuuroxkenue uHPOpMaLUHU, BKIOYass HHGOPMAIHIO,
XpaHUMYIO0 B Buje (aiiyioB, mHpopManuioo B 0a3ax TaHHBIX U
peno3uTopusix, WHPOPMAIMI0O HAa HEPA3MEUYCHHBIX O00JACTIX
JIMICKOB U CMEHHBIX HOCHTEJICH

T10.9. JloGaBnenue wuHbopManuu (Hampumep, aedeicuHr
KOPIOPATUBHOTO MOPTaa, MyOJIMKAIUs JOKHONH HOBOCTH )

T10.10. Opranuzanus oOTKa3a B OOCIYKMBAHUM OJHOW WIIU
HECKOJIBKUX CHCTEM, KOMIIOHEHTOB CUCTEMBI HJIH CETH

T10.11. HeueneBoe ucnoyib30BaHuE PECYPCOB CUCTEMBI.
[Tpumepsl: 1) opraHuzanus MaWHUHIOBOW IIaTQOpPMBL, 2)
opranu3zanus MmiaThopMbl A1 OCYIIECTBICHHUS aTak OTKa3za B
00CIIy>KUBaHUU Ha CMEXHbIE CUCTEMBI U CETH.

T10.12. HecanknmonupoBanHoe BO3JICHICTBHE Ha
ABTOMATH3UPOBAHHbIE CUCTEMbI YIPABJICHUSA C LEIbIO BBI30BA
OTKa3a WM HapylIeHus (pyHKIUI ympaBieHus, B TOM YHCJIE Ha
ACY KpUTHYECKH BaXXKHbIX OOBEKTOB, NMOTEHLHUAIBHO OMACHBIX
00BEKTOB, 00BEKTOB, TPEACTABISIONINX IMOBBIIICHHYIO OMACHOCTh
JUIS JKU3HU U 3JI0pOBBS JIIOJIEH U Ul OKpYXKarolled MpUpOoIHON
Cpezpl, B TOM YHCJI€ OTIACHBIX TIPOU3BOJICTBEHHBIX OOBEKTOB.

[Tpumepsr: 1) Bo3aelicTBHE HAa aBTOMATU3MPOBAHHBIE CHUCTEMBI
yIOpaBlieHUus 00BEKTOB TPAHCIOPTa; 2) yAaJE€HHOE BO3JEHUCTBHE
Ha IU(POBBIE CUCTEMbl U MEpPBUYHOE 000pYy/OBaHHE OOBEKTOB
ANIEKTPOIHEPTETHKHU; 3) BO3ACHCTBHE HA CHUCTEMBI YIPABICHUS
TEXHOJIOTUYECKHUM MPOLIECCOM HEPTEXUMHUUYECKOT'O 00BEKTA

T10.13. HecaukimonnupoBannoe BO3JICHCTBHE Ha
ABTOMATU3UPOBAHHBIE CUCTEMBI YIPABIEHUS C LEIbI0 BHI30BA
OTKa3a WU TIOJIOMKH obOopyaoBaHusi, B ToMm uucie ACY
KPUTHYCCKU BaXHBIX O6T)CKTOB, IIOTEHIIUAJIBHO OITaCHBIX
00BEKTOB, 00BEKTOB, MPEICTABISIONINX TOBBIILICHHYIO

[Tponomxenne Tadmuisr 11.1

TakTuka OCHOBHBIC TEXHUKH

OMMAaCHOCTL JIA KU3HU U 300POBBA Ioae u s oxpyxcaromeﬁ




MPUPOJHON Cpelbl, B TOM YHCJIE€ OMACHBIX IMPOU3BOJCTBEHHBIX
00BEKTOB

Oxkonyanue Ta0muner 11.1

TakTuka OCHOBHBIE TEXHUKHU

T10.14. OTkIt04eHHE CUCTEM U CPEICTB MOHUTOPUHIA U 3aLUThHI
OT  yrpo3  MPOMBIIIJIECHHOM, (U3MYECKON,  TOXKapHOM,
AKOJIOTUYECKOM, pauallMOHHOW O€30MacHOCTH, HHBIX BHUOB
0€30MacHOCTH, B TOM YHCIIE KPUTUYECKH BaXXHBIX OOBEKTOB,
MOTEHIMAJIBLHO OMACHBIX OOBEKTOB, 0OBEKTOB, MPEICTABIISAIOMINX
MOBBIIICHHYIO ONACHOCTh JUIS JKU3HU M 370pPOBbS JIOJEH U I
OKpPYXaloIlell MPUPOJHOM Cpelbl, B TOM YHUCJIE OIACHBIX
MIPOU3BOJICTBEHHBIX OOHEKTOB

T10.15. BosznelictBue Ha uHGOPMAIMOHHBIE PECYPCHl uepe3
CUCTEMBl PACIIO3HABAHMS BHU3yaJbHBIX, 3BYKOBBIX 00pa3oB,
CHUCTEMBl T'€ONO3MIIMOHMPOBAHUS U OPHEHTAlMM, JATYUKH
BUOpaIM, TPOYME JATYUKA U CHCTEMBI TPEOOpa3OBaHHS
CUTHAJIOB (DU3MYECKOTO MHUpa B LU(PPOBOE MPEICTABICHHUE C
L€JIbI0 TTOJIHOTO MJIM YaCTUYHOI'O BBIBOJA CUCTEMBI U3 CTPOS WU
HECAHKIIMOHUPOBAHHOTO YIIPaBJIEHUS CUCTEMOIA.

[Tpumepsl: 1) HaHeceHUE HENETMTHMHON pPa3METKH JIOPOKHOTO
[OJIOTHA C LEJbI0 BbI30BA COOSI CHCTEMBl aBTOMATHUYECKOTO
yIpaBJICHUS aBTOMOOWJIEM; 2) HCIOIb30BAaHUE CIICIIUATBHBIX
CHUMBOJIOB B MJIEHTH(HMKALMOHHOM 3HaKe (pu3nyeckoro oObeKTa,
pacrno3HaBaeMOM KaMepaMH BUI€0HAOII0IeHUS

[Tpumeuanue 19: HecankuuoHupoBaHHBIM JAocTyn U (WIH)
BO3/ICCTBHE HAa MH(OPMAIMOHHBIE PECYPChl WIM KOMIIOHEHTHI
CUCTEM U CeTel, MpUBOJAIIee K HETaTUBHBIM MOCIEACTBUSIM MPU
peanu3anuM yrpo3 6e30macHOCTH MH(OPMAIMK UM pean3aluu
HOBBIX YTPO3, MOXET BBINOJHATHCA C HCIIOJIB30BAHUEM OJHOM
win Oojiee U3 MEPEUMCIIEHHBIX BBIIIE TEXHUK JUIsl MOBBIILICHUS
3¢ (HEeKTUBHOCTH BO3JIEHCTBUS C TOYKU 3PEHMSI HAPYIIMTENS WU
JUIsl pealn3aly HECKOJIbKUX THUIIOB BO3JEHCTBHUS Ha aTaKyeMylo
CUCTEMY




