3apeructpupoBano B Muntocte Poccun 14 masg 2013 r. N 28375

OEAOEPAJIbHAA CNTYXBA NO TEXHUYECKOMY U SKCMOPTHOMY KOHTPOIJIO

NMPUKA3
ot 18 dheBpansa 2013 r. N 21

Ob YTBEPXOEHUN COCTABA U COOEPXAHUA
OPIrAHN3ALUNOHHBIX U TEXHUWYECKUX MEP NO OBECIMNEYEHUIO
BE3OMACHOCTU NEPCOHAJbHbIX AAHHbLIX NMPU UX OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX AAHHbLIX

B pen. IIpukazo ®CTIK Poccun ot 23.03.2017 N 49,
ot 14.05.2020 N 68

B cootBercTBuu ¢ yacThio 4 crtatbu 19 denepanbHoro 3akona ot 27 urong 2006 r. N 152-®03 "O
nepcoHasibHBIX JaHHBIX" (CoOpanue 3akoHoaarenbcTBa Poccuiickoit deneparuu, 2006, N 31, ct. 3451;
2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, cTt. 3407; N 31, c1. 4173, c1. 4196; N 49, cT. 6409;
2011, N 23, cr. 3263; N 31, ct. 4701) u [lonoxenuem o denepaibHON CIY>KOE MO TEXHUYECKOMY U
SKCIIOPTHOMY KOHTPOJIIO, YTBEPKJAEeHHbIM YKa3zoMm [Ipe3unenrta Poccuiickoit ®denepanuu ot 16 aBrycra
2004 r. N 1085 (Cobpanue 3akonoaarenbctBa Poccuiickoit @enepanuu, 2004, N 34, ct. 3541; 2006, N
49, ct. 5192; 2008, N 43, c1. 4921; N 47, cT. 5431; 2012, N 7, c1. 818), npukasbiBaro:

1. YtBepauts npunaraembie CocTaB U coAepaHUE OPraHU3ALMOHHBIX U TEXHUYECKHUX MEp I10
obecreyeHnto 6e30M1acCHOCTH MEPCOHATIbHBIX AAHHBIX MPH UX 00paboTKe B MH()OPMAIIMOHHBIX CUCTEMAaX
IIEPCOHAJIBHBIX JTAHHBIX.

2. Ilpusnars ytpatuBmmM cuiny npukaz @CTIK Poccum ot 5 despans 2010 r. N 58 "O6
yTBep)kaeHuH [lonoxkeHns o MeTogax U crnocodax 3amuThl HHPOpMAIMK B HHPOPMAIIMOHHBIX CHCTEMaX

NEepCOHANIBbHBIX JaHHBIX" (3apeructpupoBad MuntoctoM Poccun 19 despans 2010 r., peructparioHHbIH
N 16456).

Jupexrop

denepanbHO Ci1yKO0bI IO TEXHUYECKOMY
1 DKCIIOPTHOMY KOHTPOJTIO

B.CEJIMH

YTBepKICHBI
npukazom ®CTOK Poccun
ot 18 ¢espansa 2013 r. N 21

COCTAB U COOAEP>XXAHUE
OPIrAHU3ALUNOHHBIX U TEXHUWYECKUX MEP NO OBECIMNEYEHUIO
BE3OMACHOCTU NEPCOHAIJIbHbIX AAHHbLIX NMPU UX OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NMEPCOHAJIbHbIX AAHHbLIX



B pen. Ilpukazo ®CTIK Poccun ot 23.03.2017 N 49,
ot 14.05.2020 N 68

|. O6wme nonoxeHus

1. Hacrosmuii ToKkyMeHT pa3paboTaH B COOTBETCTBUH C 4acThio 4 cTtaThu 19 denepanbHOro 3aKoHa
ot 27 nrons 2006 r. N 152-®3 "O nepconanbHbix JaHHbIX" (CoOpaHue 3akoHoaaTesbecTBa Poccuiickoit
@®enepauuu, 2006, N 31, ct. 3451; 2009, N 48, cT. 5716; N 52, cT. 6439; 2010, N 27, ct. 3407; N 31, ct.
4173, ct. 4196; N 49, ct. 6409; 2011, N 23, ct. 3263; N 31, ct. 4701) u ycraHaBiIuMBaeT COCTaB U
COJIep’)KaHUE OPraHU3aLMOHHBIX W TEXHUYECKHX Mep MO O0ecreueHuIo Oe30MacCHOCTH MEePCOHAIBHBIX
JaHHBIX MPH WX 00paboTke B MH(POPMAIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX JTAHHBIX (Jajee - Mephl 1Mo
oOecrnieueHr0 0€30MacHOCTU MEPCOHANbHBIX JAHHBIX) IS KaKIOr0 W3 YpPOBHEH 3alIMIIEHHOCTU
MEPCOHANBHBIX JAHHBIX, YCTAHOBJICHHBIX B TpeOOBaHUSAX K 3allUTE MEPCOHATBHBIX NAaHHBIX TPU HUX
00paboTke B MH()OPMAIMOHHBIX CHCTEMaxX IMEPCOHAIBHBIX AHHBIX, YTBEPKACHHBIX MOCTAHOBICHHEM
[TpaButenscTBa Poccmiickoit @eneparuu ot 1 HOsOps 2012 1. N 1119 (Cobpanue 3akoHOATEIIBCTBA
Poccutiickoit deneparuu, 2012, N 45, cT. 6257).

Mepel o obecrneueHHI0 O€30MaCHOCTH IMEPCOHANBHBIX JaHHBIX MPUHUMAIOTCS MJIsi 3allUThI
IIEPCOHANIBHBIX JAaHHBIX OT HENPAaBOMEPHOIO0 WM CIy4alHOro JOCTylla K HHUM, YHHYTOXECHHS,
W3MEHEHUs, OJIOKMPOBAHUS, KOMMMPOBAHUS, TIPEIOCTABIICHUS, PACIIPOCTPAHEHHUSI TIEPCOHAIIBHBIX JIaHHBIX,
a TaK»Ke€ OT UHBIX HEMPABOMEPHBIX I€UCTBHUI B OTHOUIEHUU IEPCOHATIBHBIX JAHHBIX.

B Hacrosimem OKyMEHTE HE pacCMaTpUBAIOTCS BONPOCH obOecmeueHus Oe30MacHOCTH
MEPCOHAJIBHBIX JIAHHBIX, OTHECCHHBIX B YCTAHOBJICHHOM IIOPSJKE K CBEICHHSM, COCTABJISIFOIIUM
rOCy/IapCTBCHHYIO TaliHy, a TakKe Mepbl, CBsS3aHHBIE C MPUMECHCHHEM IH()POBATBHBIX
(kpunTorpaduuecKux) CpeICTB 3aIIUTHl HH(POpMAIUH.

2. be3omacHOCTh MEpPCOHANBHBIX JAHHBIX MpU HUX 00paboTKe B HH(GOPMALMOHHOW CHCTEME
NEPCOHAJBHBIX JaHHBIX (nanee - MHQOpPMALMOHHAs cHcTeMa) OOECHeuMBaeT OmepaTop WU JIUILO,
OCYyIIECTBIsSIONIEe 00pabOTKY MEPCOHAIbHBIX JAHHBIX IO MOPYYEHHIO OIllepaTopa B COOTBETCTBHM C
3aKoHOaTenbCcTBOM Poccutickon denepanum.

Jlns BeImoiHeHHs paboT 1o obecreueHuto Oe30MacHOCTH IMEPCOHATBHBIX JIAHHBIX MpPH HUX
00paboTke B MHPOPMAIIMOHHOH cUCTEMe B COOTBETCTBUHU € 3aKOHOJaTeabcTBOM Poccuiickoit deneparyn
MOTYT TIPHUBJIEKaTbCsl Ha JOTOBOPHOM OCHOBE IOPUIMYECKOE JIMIO WIM HWHAUBHUIYaJIbHBIN
IpeaNpUHIMATENb, UMEIOIUE JIMIEH3HUIO Ha JeITeIbHOCTh 110 TEXHUYECKON 3alIuTe KOH(PHIeHIIMAaIbHON
nH(popMaLNH.

3. Mepsl o o0ecrnieyeHno 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX PEATU3YIOTCS B paMKaX CUCTEMBbI
3alUThl TEPCOHAJBHBIX JAHHBIX, CO3JaBa€MOW B COOTBETCTBUM C TpeOOBaHMAMM K 3alIUTe
NEPCOHAJBHBIX JAHHBIX NpU UX 00paboTke B MH(POPMALMOHHBIX CHCTEMaX MNEPCOHAIbHBIX IAHHBIX,
yTBEpKIeHHBbIMU MocTaHoBleHHeM [IpaButensctBa Poccuiickoit ®@enepanuu ot 1 HosiOps 2012 r. N
1119, 1 7OKHBI OBITH HANPABJIECHBI HA HEUTPATU3AIMIO AKTYAJIBHBIX YIp0o3 0€301MacCHOCTH MEePCOHATBHBIX
JAHHBIX.

4. Mepbl no oOecrnieyeHHI0 0€30MACHOCTH TEPCOHANBHBIX JAHHBIX PEAIN3YIOTCS B TOM YHCIE
MOCPEACTBOM IIPUMEHEHHUs B MHPOPMAIIMOHHOIN cHCTEME CPEACTB 3alllUThl HH(OPMALUH, MPOLIEANINX B
YCTAaHOBJIEHHOM MOPSAKE MPOLEAYpPY OLIEHKH COOTBETCTBHUS, B CiIydasX, Korja HPUMEHEHHE TaKHX
CPEICTB HEOOXOAMMO AJIsl HEUTpaIu3aluu aKTyaJbHBIX YIpo3 O€30MacHOCTH MePCOHATbHBIX TAHHBIX.



6. Onenka 3(pPeKTUBHOCTH PEaTU30BaHHBIX B PaMKaxX CHUCTEMbl 3aIUTHI MEPCOHATBHBIX TAHHBIX
Mep 1o o0ecTeyeHn0 Oe30MacCHOCTH MEPCOHATIBHBIX JAHHBIX MPOBOAUTCS ONEPATOPOM CaMOCTOSITEIHHO
WIM C T[PUBJICUYEHHWEM Ha JIOTOBOPHONH OCHOBE IOPHAMYECKUX JIMI U  UHAMBHIYAIbHBIX
peAnpUHUMATENIeH, UMEIOIIUX JIMIEH3UI0 HA OCYIIECTBICHHE JEATEIbHOCTH MO TEXHUYECKOW 3alluTe
KOH(pUIeHIMaNbHOM nHpopManuy. YKa3aHHas OLIEHKa MPOBOJIUTCS HE PeXe OJHOTO pasa B 3 roja.

7. Mepbl mo o0ecriedeHUI0 O€30MaCHOCTH TEPCOHAIBHBIX JaHHBIX MpU HUX 00paboTke B
TrOCYJapCTBEHHBIX WH()OPMAIMOHHBIX CHUCTEMax NPUHUMAIOTCS B COOTBETCTBHU C TPEOOBAaHUSIMH O
3amuTe  WHPOpPMAIMHU, COACpXKAIICHCS B  TOCYAApCTBEHHBIX  WH(MOPMAIMOHHBIX  CHCTEMaX,
ycranaBiauBaeMbiMu @CTOK Poccuu B npenienax CBOUX MOJTHOMOYHMI B COOTBETCTBUHU C YACThIO 5 CTaThbU
16 ®enepanpHoro 3akona ot 27 wmrons 2006 r. N 149-03 "O6 undopmanuu, MHPOPMALUOHHBIX
TexHoJorusX u o 3ammute uHpopmamnuu" (CoOpanue 3akoHomaTenbcTBa Poccuiickoit deneparuu, 2006,
N 31, cr. 3448; 2010, N 31, c1. 4196; 2011, N 15, cT1. 2038; N 30, ct. 4600; 2012, N 31, cT. 4328).

Il. CocTtaB u cogepxaHme mep no obecnevyeHnro 6e30nNacHOCTU
nepcoHanbHbIX AaHHbIX

8. B cocras MCP IO obecrneyeHn0 0€30IMaCHOCTH NEPCOHANIBHBIX JAHHBIX, PCAJIM3YCMbBIX B paMKax
CHUCTCMbI 3alIUTBhI MCPCOHAJIBHBIX AAHHBIX C YUCTOM aKTyaJbHBIX YI'pO3 0e301acHOCTH NNEPCOHAIIBHBIX
JaHHBIX U IIPUMCHACMbBIX I/IH(I)OpMaL[I/IOHHBIX TeXHOHOFHﬁ, BXOOAT:

UICHTUDUKAINS U ayTeHTU(UKAIUSA CyOBEKTOB JJOCTYIA K OOBEKTOB JOCTYIIA;
yIpaBJIeHUE JOCTYIIOM CyOBEKTOB JJOCTYIIA K 00bEKTaM JIOCTYIIa;
OrpaHHYEHUE NPOTPaMMHON CPEJIbI;

3alUTa MalIMHHBIX HOCUTENed WH(pOpMalu, HAa KOTOPBIX XpaHATCA U (Win) oOpabaThIBalOTCA
MepCOHANIbHBIC JaHHBIE (JjaJiee - MAITUHHbIE HOCUTETU TIEPCOHANBHBIX JIAHHBIX );

peructpanus coObITUi 0€30MaCHOCTH;

AQHTHBHPYCHAS 3aIUTa;

oOHapyskeHHe (IpeAoTBpallleHne) BTOPKEHUH;

KOHTPOJIb (aHAJIN3) 3AIIUIIEHHOCTH IIEPCOHABHBIX JJAHHBIX;

o0ecreyeHne 1eI0CTHOCTH HH(POPMAITMOHHON CHCTEMBI M TEPCOHATIbHBIX JaHHbIX;
o0ecrieyeHne JJOCTYTHOCTH MEPCOHATBHBIX JaHHBIX;

3alUTa Cpebl BUPTYaIU3aliH;

3alIATa TEXHHYECKUX CPEJICTB;

3a1UTa UHPOPMALIMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Mepe/laul JaHHBIX;

BBISIBJICHHE WHLUJCHTOB (OJTHOTO COOBITHS WJIM TPYIIBI COOBITUI), KOTOPbIE MOTYT MPHUBECTH K
cOOsIM MIM HapyIIeHHUIO (PYHKIIMOHUPOBAHUS HH(OPMAIIMOHHON CHCTEMBl U (MJIM) K BO3HUKHOBEHMIO
yrpo3 6€30MacHOCTH MEPCOHANBHBIX JaHHBIX (Jajee - MHIIMIECHTHI), 1 pearnpoBaHNue Ha HUX;



yOpaBiieHHe KoH(urypanuein HHQOPMAIIMOHHOM CHUCTEMBbl M CHCTEMBbI 3alllUThl MEPCOHATBHBIX
JTAHHBIX.

CocraB 1 COACpKAaHUE MEP I10 obecreyeHno 0€30MacHOCTH NEPCOHAIBHBIX JaHHBIX, HCO6XOI[I/IMBIX
JJIA obecrneueHuUs KaXxXjgoro wus3 ypOBHGfI 3alUIICHHOCTH TCPCOHAJIBHBIX JaHHBIX, IIPUBCIACHBI B
IIPHUIIOKCHUHU K HACTOAIIEMY JOKYMCHTY.

8.1. Mepsl 1o HIACHTU(UKALUN M ayTEHTU(PHUKAIMH CyOBEKTOB TOCTyNa M OOBEKTOB JOCTyHa
JOJDKHBI O0ecreunBaTh IPHUCBOCHHE CyOBbEKTaM U OOBEKTaM JIOCTYNa YHUKAIBHOTO IIpPH3HAKa
(upentudukaropa), cpaBHEHHE MPEIBIBIAEMOro CyObEeKTOM (0OBEKTOM) JOCTyIa HICHTU(UKATOpA C
HepeyHeM NMPHUCBOCHHBIX WICHTH()HUKATOPOB, a TaKXKE MPOBEPKY NPUHAICKHOCTH CyOBEKTY (0OBEKTY)
JOCTYyTA MPEABSIBICHHOTO UM HICHTU(UKAaTOpa (MOATBEPKICHUE MOTTMHHOCTH).

8.2. Mepbl 1O yHOpaBiIEHUIO AOCTYNOM CYOBEKTOB JOCTyNa K OOBEKTaM JOCTyNa JOJIKHBI
o0ecrieynBaTh yIpaBlieHHE MPaBaMU M MPHUBHIETUSMH CyOBEKTOB IOCTYIA, pa3TpaHUYCHHE JOCTyMa
CyOBEKTOB JOCTyIa K 00BEKTaM JOCTYyIa Ha OCHOBE COBOKYITHOCTH YCTAaHOBJICHHBIX B MH(OPMAIIOHHOM
CUCTEME IpaBWJI pa3rpaHUYEHMs] JOCTyla, a Takke OoOecleyuBaTh KOHTPOJIb 3a COOJIOJEHHEM STHX
MpaBuJl.

8.3. Mepbl 10 OTpaHUYEHHUIO MPOrPaMMHOM Cpenbl JOJKHBI OOECIeunBaTh YCTAHOBKY U (MJIN)
3allyCK TOJIBKO pa3pelieHHOr0 K HCIHOJIb30BAHUIO B HMH()OPMAIMOHHOW CHCTEME IPOrpaMMHOIO
oOecrieyeHnsT WM HWCKII0YaTh BO3MOXKHOCTH YCTaHOBKM M (WJIM) 3allyCKa 3ampemeHHOro K
UCIOJIb30BAHUIO B MH(POPMAIIMOHHON CHCTEME MPOrPaMMHOI0 00eCTIeYeHHU .

8.4. Mepsl 1O 3amIMTe MAIIMHHBIX HOCUTENICH NEPCOHANBHBIX MaHHBIX (CPEACTB 0OpabOTKH
(XpaHeHMs1) IEPCOHANBHBIX JTAHHBIX, CbEMHBIX MAIIMHHBIX HOCUTENIEH MEPCOHAIBHBIX JaHHbBIX) TOJDKHBI
HCKJII0YaTh BO3MOKHOCTh HECAHKIIMOHUPOBAHHOI'O JJOCTYNA K MAIIMHHBIM HOCUTENISIM U XPaHSIIIUMCS Ha
HUX IEpPCOHAIbHBIM JAaHHBIM, & TaK)K€ HECAaHKLMOHWPOBAHHOE MCIIOJIb30BAaHME CHEMHBIX MAIIMHHBIX
HOCHTEJIEH MepCOHATIBHBIX TaHHBIX.

8.5. Mepbl mo peructpauuu coObITHH 0€30MacHOCTH JIOJDKHBI oOecreyuBaTh cOOp, 3amuch,
XpaHEHue M 3alluTy UH(pOpMalHUH O COOBITUAX 0e30MacHOCTH B MH(MOPMAIMOHHOM CHCTEME, a TaKXKe
BO3MOKHOCTb MIPOCMOTpA U aHaJIM3a MHOOPMAIMK O TAaKUX COOBITUSAX U pearnpoBaHUE HA HUX.

8.6. Meppl MO aHTHBHPYCHOM 3alllUTe JOJKHBI 0OecreunBaTh OOHapykeHUE B MH(POPMAIMOHHON
CHCTEME KOMIIBIOTEPHBIX MPOrpaMM JIMOO MHOW KOMIBIOTEPHON HMH(OpMaIuM, MpeJHa3sHAYCHHON JUIs
HECaHKLIMOHUPOBAHHOTO YHMUYTOXKEHUS, OJOKMpOBaHMS, MOAU(UKAINM, KOMHUPOBAHUS KOMIIbIOTEPHOU
uHbOpMAllUM WIM HEUTpamu3alMu CpeJICTB 3alluThl MHPOpPMAllMM, a TakXe pearupoBaHHE Ha
oOHapy»XeHHe 3TUX MPOrpaMM U HHPOpMaIUH.

8.7. Mepbl 1o oOHapyXeHUIO (TPEJOTBPAIICHUIO) BTOPXKEHUH JOMKHBI 0OecreynuBaTh
oOHapy)XeHHe JehcTBUN B HH(POPMAIMOHHONW CHCTEME, HANpaBJICHHBIX HAa HECAHKIIMOHUPOBAHHBIN
nocTyn K wuH(pOpMamuu, CrHeluaibHble BO3ACHCTBUS HAa WH(MOOPMALMOHHYIO CHUCTEMY U (UJIH)
TIEPCOHAJIbHBIC JIAHHBIE B IEISIX JOOBIBAHUS, YHUUYTOKCHHS, UCKAKECHUS W OJOKMPOBAHHS JOCTyIa K
MEPCOHAIIBHBIM JIAHHBIM, a TAK)KE€ pEarupoOBaHUE HA OTU JCHUCTBUA.

8.8. Mephbl o KOHTPOJTIO (aHATM3Y) 3aIUIIEHHOCTH TIEPCOHATBHBIX JAHHBIX JOJDKHBI 00eCTIeYBaTh
KOHTPOJb YpPOBHS 3alllUIIEHHOCTH TEPCOHATBHBIX JTaHHBIX, 0OpabaThiBaéMbIX B HH(POPMAIMOHHOM
CUCTEME, IMyTeEM  TPOBCACHUA CUCTEMATHUYECCKUX MepOHpI/IHTI/Iﬁ 10 AHAIIN3y  3alllUIICHHOCTHU
MH()OPMALIMOHHONW CUCTEMBI M TECTUPOBAHHIO PAOOTOCIIOCOOHOCTH CHUCTEMBI 3aIlUTHI MEPCOHATBHBIX
JAHHBIX.



8.9. Mepsl Mo o0ecnedeHuIo MeJIOCTHOCTH WH()OPMAITMOHHOM CHUCTEMBI M MEPCOHAIBHBIX JTAHHBIX
JOJIZKHBI oOecrieynBaTh O6Hapy)KeHI/I€ (baKTOB HCCAHKIIMOHUPOBAHHOI'0 HAPYHICHUA MLECIOCTHOCTH
MH(OPMALIMOHHONW CHUCTEMBI M COJEPIKAIIUXCS B HEM MEepCOHANBbHBIX NaHHBIX, a TaKXKe BO3MOXKHOCTb
BOCCTaHOBJICHUA HH(i)OpMElL[PIOHHOfI CUCTCMBI U COACPKAIIUXCA B Heu NEPCOHANIBHBIX JaHHBIX.

8.10. Mepsl mo oOecrne4eHUIo JOCTYIHOCTH IE€PCOHANBHBIX JAHHBIX JOJDKHBI 00ecHeYyrBaTh
aBTOPHU30BAHHBINA JIOCTYN IMOJIb30BAaTENCH, UMEIOIMX MpaBa MO JOCTYIY, K IEPCOHAIBHBIM JIaHHBIM,
copepKamMcss B HMHQOPMAIMOHHOM CHCTEME, B IITaTHOM pEeXUME (QYHKIHOHHPOBAHMS
MH(POPMAIIMOHHOMN CUCTEMBI.

8.11. Mepbl no 3amure cpeabl BUPTYyaIU3ALMHM JOJDKHBI HMCKIOYaTh HECAHKUMOHUPOBAHHBIN
JOCTYIl K TEpPCOHAIBHBIM JaHHBIM, 00pabaThiBaéMbIM B BHPTYaIbHOH HHQPACTPYKType, U K
KOMITOHEHTaM BHUPTYaJbHOW MH(PACTPYKTYphl U (WJIM) BO3JEHCTBUE HA HUX, B TOM YHCIIE K CPEACTBAM
yIpaBJICHUS] BUPTYAJIbHOW MH(PPACTPYKTYPOI, MOHUTOPY BUPTYAIbHBIX MAIIWH (THIIEPBH30pPY), CUCTEME
XpaHeHusi JaHHbIX (BKJIIOYasi CUCTEMY XpaHEHHS O00pa3oB BUPTYyaJbHOW HWHOPACTPYKTYpHI), CETH
nepefayd JaHHBIX 4Yepe3 SJIEMEHTHl BHUPTYaJbHOHW WM (pu3mueckold HHQPPACTPYKTYpbI, TOCTEBBIM
OTIEpPAIlMOHHBIM CHUCTEMaM, BUPTYyaJbHbIM MallliHaM (KOHTEHHEpaM), CUCTEME U CETH pPEeILTUKAILIUU,
TEPMUHAJIBHBIM M BHUPTyaJbHbIM YCTPOMCTBAM, a TAaKXXE CHCTEME pPE3EPBHOIO KOIHMPOBAHUS H
CO371aBa€MbIM €10 KOIIHSIM.

8.12. Mepsl 10 3a1IUTe TEXHUYECKUX CPEACTB JOJKHBI MCKII0YAaTh HECAHKIIMOHUPOBAHHBIN JTOCTYII
K CTallMOHAPHBIM TEXHUYECKUM CpEJICTBaM, 0OpadaThIBAIOIIMM IEPCOHANIBHBIC JIaHHBIC, CPEICTBAM,
obecnieunBarOIUM (YHKIIMOHUPOBAHUE HH(POPMAIIMOHHOW CHUCTEMBI (J1ajee - cpelnctBa oOecredYeHHs
(GYHKIIMOHMPOBAHUS ), M B TIOMEIICHHUS, B KOTOPBIX OHU IOCTOSTHHO PACIIOJIOKEHBI, 3Ty TEXHUYCCKUX
CpCACTB OT BHCHIHUX BOBILGI\/JICTBI/H\/JI, a TAK)KXC 3allUTy NCPCOHAJIBHBIX JAaHHBIX, IMPCACTABJICHHLBIX B BUJIC
WH(POPMATHUBHBIX JICKTPUYCCKUX CUTHAJIOB U (PU3UUCCKUX TMOJICH.

8.13. MepsI 110 3anuTe HHOOPMAIIMOHHOW CUCTEMBI, €€ CPEACTB, CUCTEM CBSI3H U MEPEIadn TaHHBIX
JOJDKHBI  00ecreynBaTh 3allUTy MEPCOHANBHBIX JaHHBIX MPH B3aUMOACUCTBUM HH(DOPMAIIHOHHON
CUCTEMBI WJIH €€ OTJCIbHBIX CETMEHTOB C MHBIMU WH(OPMAIMOHHBIMU CUCTEMaMH W WH()OPMAIIMOHHO-
TEJICKOMMYHUKAIIMOHHBIMU ~ CETSIMU  TOCPEACTBOM MPUMEHEHHS] apXUTEKTYphl HH(POPMAIIHOHHOM
CUCTEeMBl W TPOCKTHBIX pEIICHUH, HAMPaBICHHBIX Ha oOecreueHne Oe30MacHOCTH TePCOHATBHBIX
JTAHHBIX.

8.14. Mepbl 1O BBISBICHMIO WHIUACHTOB U pEarupoBaHMIO HA HUX JOJDKHBI 00€credyuBaTh
oOHapy>keHHe, UIEHTH(PUKALNIO, aHAJIN3 UHLIUACHTOB B HH(POPMALIMOHHOM CHUCTEME, a TaKKe NpPUHATHE
Mep IO YCTPAHEHUIO U MIPEAYIPEKICHUIO0 HHIUJECHTOB.

8.15. Mepsl 1o ymnpapiieHUIO KOH(Urypanuei MHPOPMALMOHHOW CHCTEMBI U CHCTEMBI 3alUThI
MEPCOHANBHBIX ~ JaHHBIX JOJDKHBI OOecreuuBaTh yOpaBiICHHUE W3MEHEHMSIMH  KOH(QUTYypaluu
MH(GOPMALIMOHHON CUCTEMBI M CHUCTEMbI 3aLIUTHI MEPCOHAJIbHBIX IAHHBIX, AHAJIN3 MOTEHIMATBHOTO
BO3JICHCTBUS TUIAHUPYEMBIX U3MEHEHHI Ha obecriedeHre 0€30acCHOCTH MEPCOHANBHBIX JIAHHBIX, a TAKXKE
JOKYMEHTHUPOBAHUE ITHUX U3MEHEHUM.

9. Be1bop mep 1o obecrnedeHnto 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX, MOJJICKAIINX peaTu3aiiui
B MH()OPMAIIMOHHON CUCTEME B PAMKAaX CHCTEMBI 3aIIUThI IEPCOHATBHBIX JaHHBIX, BKITIOYAET:

ompeneneHue 6a30Boro Habopa mMep Mo obecrneueHno0 0€30MaCHOCTH MEePCOHATBHBIX JTaHHBIX IS
YCTaHOBJICHHOT'O YPOBHS 3alIUIIIEHHOCTH IMEPCOHATBHBIX JaHHBIX B COOTBETCTBUHU C 6a30BBIMU HAOOpamu
MCp 110 oOecrieueHn0 0€30IaCHOCTH NEPCOHANIBHBIX OAaHHBIX, MPHUBCACHHBIMHU B IIPUJIOXKCHUNU K
HACTOAIIEMY JTOKYMEHTY;



ajanTanuioo 0a3oBoro Habopa Mep Mo oOecrnedeHH0 O0e30MacHOCTH TEPCOHATBHBIX JTaHHBIX C
Y4ETOM CTPYKTYPHO-(DYHKIIMOHAIBHBIX XapaKTePUCTHK WH(POPMAIMOHHON CUCTEMbI, NHPOPMAITMOHHBIX
TEXHOJIOTHH, 0COOCHHOCTEH (PYHKIIMOHUPOBAHUS HH()OPMALIMOHHON CUCTEMBI (B TOM YHCJIC UCKITIOYCHHE
3 0a30BOro HaOopa Mep, HEMOCPEICTBEHHO CBS3aHHBIX ¢ WH(MOPMAIMOHHBIMU TEXHOJIOTUSMHU, HE
HCIIOJIb3YEMBbIMHU B UH(GOPMAIMOHHON CHCTEME, WU CTPYKTYPHO-(PYHKIIHOHATBHBIMHU
XapaKTepUCTUKaMHU, HE CBOMCTBEHHBIMU MH()OPMAIIIOHHON CHCTEME);

YTOYHCHHUEC aaallTUPOBAHHOI'O 06a3oBoro Ha6opa MCp 11O obecrneyeHHI0 0E30MAaCHOCTHU
NEpCOHANIBHBIX HAaHHBIX C YUYCTOM HC BBI6paHHBIX paHec MCp, HNPUBCACHHLIX B IIPUIOXKCHUU K
HACcTOAEMY OOKYMCHTY, B PE€3yJbTaTC 4YCro OIMPEACIIIIOTCA MCPhI II0 obecreyeHn0 0e30IMaCHOCTH
NECPCOHANIBHBIX ANAaHHBIX, HAIIPAaBJCHHBLIC Ha HeﬁTpanmaumo BCCX AKTYyaJIbHBIX YI'PO3 0e30macHOCTH
MNCPCOHAJIBHBIX JAHHBIX IJIA KOHKpCTHOfI HH(l)OpMaHHOHHOfI CHCTCMBI,

JIOTIOJIHEHHE ~YTOYHEHHOTO aJalTHPOBAaHHOTO 0a3oBoro Habopa Mep MO 0OECICUeHHUIO
0€30MacHOCTH MEPCOHANBHBIX JaHHBIX MEpaMH, 00ECIIeYNBAIOIINMH BBIIOJIHEHHE TPEOOBAHHUH K 3aIUTe
MNEPCOHANIBHBIX MJAaHHBLIX, YCTAHOBJICHHBIMW HWHBIMU HOPMATUBHBIMH IIPABOBBIMU aAKTaMH B obnactu
obecrnieueHns: 6€30IMaCHOCTH EPCOHATIBHBIX TAHHBIX U 3AIIUTHI HH(POPMAIHH.

10. Ilpy1 HEBO3MOKHOCTH TEXHUYECKOHN pealn3aluu OTAEIbHBIX BEIOPAHHBIX MEp MO 00ECTIeYeHUIO
0€30IacHOCTH MEPCOHABHBIX JaHHBIX, a TAK)KE C Yy4ETOM SKOHOMHUYECKOH 11e1ecO00pa3HOCTH Ha dTarax
ajanranuu 0a3oBoro Habopa Mep U (MIM) YTOYHEHHUS aJalTHPOBAHHOrO 0a30BOro Habopa Mep MOTYT
pa3pabaThIBaThCsl MHBIE (KOMIICHCHUPYIONIME) MEpbl, HalpaBICHHbIE HAa HEUTPANM3AIMI0 AKTyaJTbHBIX
yrpo3 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX.

B stom ciywae B xoae pa3paOOTKU CHUCTEMBl 3alllUThl MEPCOHANBHBIX TaHHBIX JOKHO OBITh
MPOBEJICHO OOOCHOBAaHWE TMPHUMEHEHHUS KOMIICHCHPYIOIUX Mep Juid olecredeHust Oe301macHOCTH
MEePCOHANBHBIX TAHHBIX.

11. B cinydae ompezneneHuss B COOTBETCTBUU ¢ TpeOOBaHUSMHU K 3alllUTE MEPCOHAIBHBIX MPU UX
00paboTke B MH(GOPMALMOHHBIX CHCTEMax MEPCOHAIbHBIX JAAHHBIX, YTBEP)KICHHBIMHU MOCTAHOBJICHUEM
[IpaButenscTBa Poccuiickoit @eneparuu or 1 HosOpa 2012 r. N 1119, B kauecTBe akTyallbHBIX YIpo3
0€30MaCHOCTH MEPCOHANBHBIX AAHHBIX 1-r0 W 2-rO TUIIOB JIOTOJHUTEIBHO K MepaM IO 00ecreueHHUIo
0€30MacCHOCTH TMEpPCOHANBHBIX JaHHBIX, YKAa3aHHbIM B IIYHKT€ § HACTOSALIEr0 JOKYMEHTa, MOTYT
IIPUMEHSTHCS CIEAYIOIIUE MEPBL:

MIPOBEPKA CUCTEMHOTO U (WJIH) MPUKIIATHOTO TPOrPaAaMMHOTO 00ecIieueHus, BKII0Yasi TPOrpaMMHBIH
KOJl, Ha OTCYTCTBHE HEIEKIAPHUPOBAHHBIX BO3MOXHOCTEH C HUCIOIB30BAHHUEM aBTOMATH3WPOBAHHBIX
cpenctB u (nau) 0e3 UCTIOIB30BaHUs TAKOBBIX;

TECTUPOBAHHUC HH(I)OpMaHHOHHOﬁ CHUCTCMbI Ha IPOHUKHOBCHMU;

UCIIOJIb30BaHUE B MH(POPMAIIMOHHON cHCTEME€ CHUCTEMHOTO M (WJIM) MPHUKIAJHOTO MPOTrpaMMHOIO
obecrieyeHus1, pa3pab0TaHHOTO C MCIIOJIb30BaHUEM METOJI0B 3aIUIIEHHOT0 IPOrPaMMHUPOBAHHUSL.

12. TexHndeckue Mepsl 3alMThI IEPCOHAIBHBIX JAHHBIX PEATU3YIOTCS MOCPEICTBOM ITPUMEHEHUS
CpeACTB 3alIUThl MH(OpMAIMK, B TOM YHCJE MPOrpaMMHBIX (IPOrpaMMHO-aNNapaTHBIX) CPEACTB, B
KOTOPBIX OHH peain30BaHbl, UMEIOLINX HeoOXoauMble (YHKIINU O€30MaCHOCTH.

[Ipy wucnonb30BaHMM B HMH(POPMALMOHHBIX CHCTEMax CEePTU(UUIMPOBAHHBIX IO TpPEOOBAHUIM
0e30MmacHOCTH HH(OPMALIUY CPEJICTB 3aLTUTHl HHPOPMAIIH:

B I/IH(bOpMaI_II/IOHHLIX cucteMax 1 YpPOBHA 3alMUIICHHOCTH TMEPCOHAJIBHBIX HJAaHHBIX MPUMCHAKOTCA



cpeacTBa 3aumThl HMH(opManuu He Huke 4 Kiacca W 4 YpOBHsS JIOBepHs, a TaKkkKe CpelncTBa

BBIYHCIUTEILHON TEXHUKU HE HIKE 5 Kiacca;
(B pen. ITpukaza ®CTIK Poccuu ot 14.05.2020 N 68)

B MH()OPMAIMOHHBIX CHCTEMaxX 2 YPOBHS 3aIMIIEHHOCTH MEPCOHAIBHBIX TaHHBIX MPUMEHSIOTCS
cpeacTBa 3amMThl HMH(OpMAIMM HE HIDKE S5 Kiacca W S5 ypOBHS JIOBEpHUS, a TaKXKe CpEICTBa
BBIYHCIUTEILHON TEXHUKU HE HIKE 5 Kiacca;

(B pen. ITpukaza ®CTIK Poccuu ot 14.05.2020 N 68)

B MH()OPMAIMOHHBIX CHCTEMaxX 3 YPOBHS 3aIMIIEHHOCTH MEPCOHAIBHBIX TaHHBIX MPUMEHSIOTCS
cpeacTBa 3amMThl WHGOpMauK 6 Kiacca U 6 YpOBHS JOBEpHUs, a TAK)KE CPEJCTBAa BBIYHCIHUTEIBHOM
TEXHUKH HE HMXKE 5 Kjracca;

(B pen. ITpukaza ®CTIK Poccuu ot 14.05.2020 N 68)

B MH()OPMAIMOHHBIX CHCTEMaxX 4 YPOBHS 3alIMIIEHHOCTH MEPCOHAIBHBIX TaHHBIX MPUMEHSIOTCS
cpeacTBa 3amuThl MHGOpMauK 6 Kiacca U 6 ypOBHS JOBEpHUs, a TAKKE CPEJCTBA BBIYUCIHUTEIBHOM
TEXHUKH HE HIDKE 6 Kiacca.

(8 pen. IIpukaza ®CTIK Poccuu ot 14.05.2020 N 68)

Knaccel 3ammrThl  OnpenensitoTcsi B COOTBETCTBUM C HOPMATUBHBIMM IIPaBOBBIMU aKTaMH,
U3JJaHHBIMM B COOTBETCTBMM C moanyHkToM 13.1 mynkra 8 Ilonmoxenus o PenepanbHOi cityxOe 1o
TEXHUYECKOMY M DKCIOPTHOMY KOHTPOJIO, YyTBepxkAcHHOro Ykazom Ilpesmaenta Poccuiickoit
®enepauun ot 16 aBrycra 2004 r. N 1085.

YpoBHU J0BepHs YCTaHABIMBAIOTCSA B COOTBETCTBHH C TpeOoBaHMsIMH 1O O€30MacHOCTH
uH(pOpMalNY, yCTaHABIMBAIOIIMMU YPOBHU JIOBEpUS K CPEICTBAM TEXHUUYECKOW 3allUThl HHPOPMALIUU U
cpeactBaM obecrneueHusi 0€30MaCHOCTH HMH()OPMAIIMOHHBIX TEXHOJOTHH, YTBEPKICHHBIMH MPUKA30M
OCTIK Poccun ot 30 urong 2018 r. N 131 (3apeructpupoBan Muntoctom Poccuu 14 nos6psa 2018 r.,
peructpauoHHbI N 52686).

(a63ar BBeneH IIpukazom @CTIK Poccun ot 14.05.2020 N 68)

[Ipy wucnonb3oBaHMM B  UHPOPMAIMOHHBIX CHUCTEMaX CpPEACTB  3alUThl  HHQOpMAIHH,
CepTU(QHUIMPOBAHHBIX 1O TPeOOBaHUAM 0€30MacHOCTH MH(POPMAIINH, YKa3aHHbIE CPEJICTBA JI0JIKHBI ObITH
cepTU(ULMPOBAHBl Ha COOTBETCTBHE OOS3aTEIbHBIM TpeOOBaHMUSIM IO O€30MacCHOCTH HH(OpMaLUH,
YCTQHOBJICHHBIM HOPMAaTHUBHBIMHU IPABOBBIMH aKTaMH, WJIM TPeOOBaHUSAM, YKa3aHHBIM B TE€XHUYECKUX
YCIOBUSX (3aIaHUSX 110 OE30MTACHOCTH).

CDYHKI_II/II/I 0e30ImacHOCTH CpCACTB 3alllUThI I/IHq)OpMaI_II/II/I JOJIXKHBI o0ecreunBaTh BBITOJHEHHE MEp
o o0ecneueHnI0 0€30MacHOCTH NEPCOHANIBHBIX JAHHBIX, COACPKAIIUXCA B HACTOAIICM JOKYMCHTC.

Ao63ar1 yrpatui cuity ¢ 1 ssaBaps 2021 roga. - [Ipukaz @CTIOK Poccun ot 14.05.2020 N 68.
(m. 12 B pen. Ilpukaza ®CTIK Poccun ot 23.03.2017 N 49)

13. Ilpu ucnonb30BaHUU B MH(DOPMAIIMOHHBIX CHCTEMaxX HOBBIX MH()OPMAIIMOHHBIX TEXHOJOTHHA U
BBISIBIICHUM JIOTIOJIHUTENBHBIX yrpo3 0OE€30MacHOCTH TEPCOHANBHBIX JIaHHBIX, I KOTOPBIX HE
oTpesieNieHbl MEPHI 00ecTeueHs] UX 0€30MacHOCTH, JOJKHBI pa3pabaThIBaThCsl KOMIIEHCHPYIOIIUE MEphI
B COOTBETCTBHUM C MyHKTOM 10 HacTOAIIEro JOKyMEHTA.



[Tpunoxenue

Kk CocTaBy U COAEp>KaHUIO
OpPTraHU3aIMOHHBIX U TEXHUYECKUX
Mep 10 00eCTIeYeHHIO Oe30MacHOCTH
MEPCOHAIBHBIX JAHHBIX MPH UX
00paboTke B MHPOPMALMOHHBIX
crcTeMax MePCOHANBHBIX JTaHHBIX

COCTAB U COAEPXXAHUE
MEP NO OBECMNEYEHUIO BE3OMNMACHOCTU NEPCOHAJIbHbLIX AAHHbIX,
HEOBXOAUMbIX AN OBECNEYEHUA KAXO0IO U3 YPOBHEWN
SAWMNWEHHOCTU NEPCOHAJIbHbBIX AAHHbLIX

VYcaoBHOE COI[Cp)KaHI/Ie MCp 110 obOecrieyeHno 0e30IacHOCTH YPOBHI/I 3allUIICHHOCTHU

o003HaYeHHE MEPCOHAIIBHBIX JIAHHBIX NIEPCOHATBHBIX JTaHHBIX
U HOMEp

I. Unentudukanus u ayreHTuduKanus cyoObeKToB 10cTyna 1 00bekToB qocrymna (MAD)

NAD.1 WNnentudukanus " ayreHTU(UKanus | + + + +
[OJIb30BaTeNe,  SABIAIOIUXCA  pabOTHUKAMU
oreparopa

NAD.2 Wnentudukanys u ayreHTH(GUKALIUSA YCTPOICTB, B + +
TOM 4YMCJI€ CTallMOHApHBIX, MOOWIBHBIX H
MOPTAaTUBHBIX

NAD.3 VYnopasnenue wuaeHTuduKaropaMud, B TOM yucie| -+ + + +
CO3/IaHuE, IIPUCBOEHHUE, YHUUYTOKEHHE
UJCHTU(PUKATOPOB

NAD .4 VYnpasieHnue cpeacTBaMu ayTeHTU(UKaluu, B TOM | + + + +

4lyclie  XpaHEHWE, BblJaya, WHULUAIA3ALMS,
OJIOKUPOBAHHWE  CPEIACTB  AayTEHTH(QHUKAUUU U
NPUHATHE Mep B Ciydae yTparbl M (MJIH)
KOMITPOMETAIUU CPEACTB ayTeHTUPHUKAIIUN

HNAD.5 ammra obpaTtHoi CBSI3U npu BBOIE| + + + +
ayTeHTU(UKALMOHHON HHpOopMaLun

NAD.6 Nnentuduxanus u ayTeHTUUKaMs |+ + + +
M0JIb30BaTeNe, HE SBIAIOIMIUXCS pPAOOTHUKAMH
oreparopa (BHEIIHUX MOJIb30BaTesei)

II. YnpaBnenue noctynom cyobeKkToB AocTyna k oobekTam goctyna (YIII)

VIII.1 VYnpasnenue (3aBeneHue, aKTUBaIus, | + + + +
OIOKMpPOBaHWE W  YHUYTOXKEHHE) YyUYETHBIMU
3alMCSAMH ITOJIb30BaTeIe, B TOM YHCJIE BHEIIHUX
MoJb30BaTeNeH




VL2

Peanuzanus HEOOXOIUMBIX METOI0B
(TMCKpEIMOHHBINA, MaHIATHBINA, POJIECBON MM MHOU
METO/), TUMOB (YT€HUE, 3aIUCh, BBHIITOJIHEHUE WITH
WHOM THI) W MPABWJI Pa3rpaHUYCHUSI TOCTyTa

VIIJL.3

VYopasnenue — (puibTpanus, — MapHipyTH3alus,

KOHTPOJIb COEIUHEHUH, OJIHOHAIpPaBJICHHAs
meperadya M UHBIE  CIOCOOBI  yNpaBJICHUS)
MH(POPMAIIMOHHBIMH IIOTOKaMH MEXy

yCTpOIiCTBaMH, CEerMEHTaMH HH(POPMAIIMOHHOM
CHCTEMBI, a TaKXKe MEXAy HHPOPMALUOHHBIMU
CUCTEMaMHU

V1.4

Paznenenne nmomnomounii (poJieid) moiab30BaTeseH,
QAMUHUCTPATOPOB M JIMI, O0OECICUUBAIOIIUX
GbyHKIIMOHUPOBaHKUE UH()OPMALIMOHHON CUCTEMBI

YIIJL.5

HasnayeHne MUHHMMaIBHO HEOOXOAWMBIX TpPaB H
MPUBUJIETUI TIOJIH30BATENSAM, aAMUHUCTPATOPAM H
aunaM, obOecreynBalomMM  (DYHKIMOHUPOBAHUE
MH(POPMAIIMOHHON CUCTEMBI

VIIJL6

OFpaHI/IquI/Ie HCYCIICIIHBIX IIOIBITOK BXOJa B
MHQOpPMAIMOHHYI0O  cucTeMy  (moctyma K
MH(POPMAIIMOHHOH CHUCTEME)

VIIL7

[IpenynpexnaeHre monb30BaTeNs MPHU €ro BXOJE B
UH()OPMAIMOHHYI0 CHCTEMYy O TOM, YTO B
MH(POPMAIIMOHHON CHCTEME pealn30BaHbl MEPHI 10
obecriedeHn0  0€30MaCHOCTH  MEPCOHAIbHBIX
JIaHHBIX, WU O HEOOXOJMMOCTH COOJIOICHHS
YCTaHOBJICHHBIX OIEPAaTOpOM MpPaBHI OO0PaOOTKH
MEPCOHAIBHBIX JAHHBIX

VIIJL.8

OmnoselnieHue MOJIb30BaTENs IOCIE  YCIIEHIHOTO
BXOJa B HMH(POPMALMOHHYIO CUCTEMY O €ro
MpebIAYIIEM BX0/1€ B UHPOPMALITMOHHYIO CUCTEMY

VIIA.9

OrpannueHne Yuciaa MNapajUIeNIbHBIX CEaHCOB
JOCTyla  JUIi  KaKJIOM  yYETHOM  3alucH
M0JIb30BaTeNs UH(OPMAILIMOHHOMN CHCTEMBbI

YIIA.10

brnoxuposanue ceaHca JocTyna B
MH(OPMALIOHHYIO CHUCTEMY ocJe
YCTaHOBJIEHHOT'O BPEMEHU Oe3neiicTBus

(HEaKTUBHOCTH) MOJIb30BATENS WU 10 €T0 3apocy

V.11

Pazpemienne (3amper) ACMCTBUI MMOJIB30BaTENEH,
pa3perIeHHbIX hi (6] UICHTH(PUKAITIT u
ayTeHTU(UKaIUU

VII/L.12

[Tognepxka u COXpaHEHUe aTpuOyTOB




6e3omacHOCTH (METOK 0O€30MacHOCTH), CBS3aHHBIX
¢ uHbOpMalMeill B Ipolecce €€ XpaHCHHs U

o0paboTku

VIIJ.13  |Peanuzauus 3auiunieHHOro YJAJICHHOTO JocTyma| + +
CyOBEKTOB JOCTyNa K OOBEKTaM JOCTyHa depe3
BHEILIHUE MH(POPMAIIMOHHO-

TCJICKOMMYHHUKAlIUOHHEBIE CETU

VIIA.14 PermamenTanusi ¥ KOHTpPOJIb HCIOJB30BaHUS B| + +
MH(OPMAIMOHHOM cucreme TEXHOJIOTUI1
OeCcTpOBOHOTO JIOCTyTa

VIIA.15 PermamenTanusi ¥ KOHTpPOJIb HCIOJb30BaHUS B| + +
MH(POPMAIIMOHHOM CUCTEME MOOHMIIBHBIX
TEXHUYECKHUX CPEJICTB

VIIA.16 YnpasneHue B3aUMOJICCTBUEM c| + +
WH()OPMATMOHHBIMU CHCTEMaMU CTOPOHHUX
OpraHu3aIHi (BHEITHHE uH(}OpPMaIMOHHBIC
CUCTEMBI)

VIIA.17 |ObecnieyeHre JOBEPEHHOM 3arpy3Kud CpeICTB
BBIYHCITUTEIILHON TEXHUKH

II1. Orpannuenue nporpammuoi cpeast (OI1C)

OIlIC.1 VYupasienue 3aIyCKOM (oOpaieHusIMM)
KOMITOHEHTOB IPOrPaMMHOTO 00ECIEUCHHUs, B TOM
YHCJIEe ONpEAETICHUE 3alyCKAaeMbIX KOMIIOHEHTOB,
HacTpoWKa MapaMeTpoB 3allyCka KOMIIOHEHTOB,
KOHTPOJIb 3a 3aIyCKOM KOMITOHEHTOB
MIPOrpaMMHOT0 0OecreueHus

OIIC.2 VYnpasnenue YCTaHOBKOM (uHCTaNNIALKEH)
KOMITOHCHTOB MTPOTPAMMHOTO OOECTICUCHUs, B TOM
qHclie OMpe/esieHne KOMIIOHEHTOB, MOANEKAIUX
YCTaHOBKE, HACTpOHKa TMapaMeTpOB YCTaHOBKH
KOMIIOHEHTOB, =~ KOHTPOJIb  3a  YCTaHOBKOM
KOMITOHCHTOB TIPOTPaMMHOTO 00€CIICUCHHS

OIIC.3 VYcTaHoBKa (MHCTAUIALMSA) TOJBKO pa3perieHHOro
K HCIOJIb30BaHUIO MPOrPAaMMHOI0 0OecreueHus U
(u5n) ero KOMIIOHEHTOB

OIIC.4 VYrpaBnenue BpeMeHHbIMU (paitiaMu, B TOM YHCTIE
3amper, pa3pelieHue, NepeHarnpaBlIeHUE 3alucH,
yIaJIeHHE BPEMEHHBIX (haliioB

IV. 3amura MamimHHBIX HOCUTENEeH nepcoHanbHbIX TaHHBIX (3HU)

3HU.1 Y4yer MAalIMHHBIX HOCHUTENEN IEepCOHAIBHBIX




JaHHBIX

3HU.2

praBHeHI/Ie JOCTYIIOM K MAalllMHHBIM HOCHTCJISAM
MCPCOHAJIBHBIX JaHHBIX

3HU.3

KonTponp nepemenieHus MallMHHBIX HOCHUTEJEH
MEePCOHABHBIX JTAHHBIX 3a peaeIibl
KOHTPOJIUPYEMOH 30HbBI

3HN.4

Hckmrouenue BO3MOXXHOCTH
HCCAHKIITMOHUPOBAHHOI'O O3HAKOMJICHHA C
COACPIKAHUEM NEPCOHAIBHBIX JaHHBbIX,
XpaHAIIUXCA Ha MAIIMHHBIX HOCUTCIIAX, U (I/IJII/I)
HCIIOJIb30BaHUS HOCUTENCH IEPCOHATIBHBIX JAHHBIX
B UHBIX I/IH(I)OpMaI_II/IOHHLIX CUCTEMaAXxX

3HN.5

Kontpons wucnonb3oBanusi uHTEp(dEicOB BBOIA
(BpIBOJIa) MH(pOpPMAIMM HA MAIIMHHBIC HOCHUTEIH
MIEPCOHAIBHBIX JTAaHHBIX

3HI.6

Kontpons BBoma (BeiBoga) wuHMOpManuu Ha
MAalIMHHBIE HOCUTENN MEPCOHAIBHBIX JTaHHBIX

3HN.7

KoHTposib MOAKIIOUEHHS] MAIIMHHBIX HOCHUTEIEH
MEPCOHAIIBHBIX JAHHBIX

3HI.8

YHuutoxkeHue (CTUpaHue) WiId 00e3InYrBaHHe
MEPCOHANBHBIX JIAHHBIX HAa MAITUHHBIX HOCHTEJISX
IpyH HMX Tepegadye MexAy IO0Jb30BaTeIsIMU, B
CTOPOHHHE OpraHu3alud JUIsl PEMOHTa WIIH
YTUIW3AlUK, a TakKKe KOHTPOIb YHUYTOXXECHUS
(cTupanust) U 00€3TMUNBAHUS

V. Perucrpanus coosituii 6e3onacHoctu (PCBh)

PChb.1

Omnpenenenue coOBITUH 0e30macHOCTH,
MOAJIEKAIUX PETUCTPALIMH, U CPOKOB X XpaHEHUS

+

PCb.2

Onpenenenue cocTaBa u coJiep>KaHus
uHpopManui 0  COOBITUAX  OE€30IMAaCHOCTH,
MOAJIEKAIUX PETUCTPALINH

PCb.3

C6op, 3amMch W XpaHeHME HH(pOpMAIMU O
COOBITHAX 0e3omacHOCTH B TEUYCHUE
YCTQHOBJICHHOT'O BPEMEHH XpaHEHUS

PCb.4

PearupoBanue Ha cOOU MPHU PETUCTPALIUN COOBITHIA
0€30MacHOCTH, B TOM YHCJIE allllapaTHbIE W
MporpaMMHBIe OITHOKHU, cOOM B MexaHH3Max cOopa
nHQOpMalMM H  JIOCTIDKEHHE TIpejeia WA
MePETOTHeHHs 00beMa (EMKOCTH ) TTaMSITH




PCB.5 MounuTtopuHr (IpPOCMOTp, AaHAIU3) pPE3YyJbTAaTOB + +
perucTpanuu COOBITHI 0e301acHOCTH u
pearnpoBaHue Ha HUX

PCb.6 I'enepupoBaHue BpEMEHHBIX METOK U  (WJIN)
CHHXpDOHHM3alUs  CHUCTEMHOTO  BpeMEHH B
MH(POPMAIIMOHHOH cUCTeMe

PCB.7 3amuTta HHPOPMAITUHN O COOBITUSX OE€30MACHOCTH + + + +

VI. AutuBupycHas 3amuta (AB3)

AB3.1 Peanusanus aHTUBUPYCHOU 3aILUTHI + + + +
AB3.2 OOHoBneHue 6a3b1 JAHHBIX NPU3HAKOB | + + + +
BPEJIOHOCHBIX KOMIIbIOTEPHBIX porpamMm
(BUpYyCOB)

VII. O6napy:xenue Bropkenuii (COB)

COB.1 ObnapysxeHue BTOp)KEHUN + +

COB.2 Oo6HoBNEHNE 0a3bl PEHIAOIINUX MPABUI + +

VIII. Kontposnb (aHanu3) 3aliMIIeHHOCTH TePCOHANBHBIX JaHHBIX (AH3)

AH3.1 Boiasnenue, aHanu3 YSA3BUMOCTEM + + +
WHPOPMAIIMOHHON  CHUCTEMBI W OINEPAaTUBHOE
yCTpaHEHHUE BHOBB BBISBJICHHBIX YA3BUMOCTEN

AH3.2 KoHTponbs ycTaHOBKM OOHOBJIEHUH HpOrpaMMHoOro| + + + +
obOecrieueHusl, BKJIIOYas 00OHOBIIEHHE
IIPOrPpaMMHOT0  OOECTeYeHUsl CPEJICTB  3aIlUTHI
uHpopmanuu

AH3.3 KouTtpons  paborocnmocoOHOCTH,  MapaMmeTpoB + + +

HAacCTpOWKHM W NPAaBUIBHOCTU (DYHKIIMOHHUPOBAHUS
MIPOrpaMMHOTO O0€CIeYeHHs] U CPEJICTB 3alllUThI

uHpopMauu

AH3.4 KonTponb  coctaBa  TEXHHYECKHUX  CpECTB, + + +
IPOrpaMMHOT0 O0ECleYeHUsT U CPEJCTB 3allUThI
uHpopmanuu

AH3.5 KoHTponb mpaBui reHepanii U CMEHBI Hapojei + +

II0JIb30BATENIEH, 3aBEIEHUS M YAAJNEHUS YYETHBIX
3aluCell  TOJIb30BATENICH, peaJn3aluy  IPaBUI
pasrpaHuyYeHUs JIOCTYyTIA, MIOJIHOMOYM
oJib30Barteseil B UHGOpMaLlMOHHON cCUCTEME

IX. Ob6ecnieuenne 1eT0CTHOCTH HHPOPMAITMOHHON CUCTEMBI U TIEPCOHAIBHBIX TAHHBIX

(98829)




OLJI.1

KonTpos L[EJIOCTHOCTHU IIPOrpaMMHOI0
o0ecrnieueHus, BKJIFOYAst MIPOrpaMMHOE
o0ecriedeHre CpeICTB 3alUThl HHPOpMaLUU

OLlJI.2

KoHTposib 11€10CTHOCTH TMEPCOHAIBHBIX JaHHBIX,
cojepxammxcs B 6a3zax JaHHBIX HH(POPMaIMOHHOMN
CHUCTEMBI

OLJL.3

ObecnieueHre  BO3MOXKHOCTH ~ BOCCTAHOBJICHUS
MIPOrPaMMHOI0 obecrnieueHus, BKJIFOYAst
porpaMMHOE 00ecreueHHe CpelCTB  3aIlUThI
uH(popMalUK, MPU BO3HUKHOBEHUWU HEHITATHBIX
CUTYyalHt

OoLJIL.4

OOHapy)XeHue W pearupoBaHue Ha MOCTYIJICHUE B
MHGOPMALIMOHHYKO CHUCTEMY He3alpalluBaeMbIX
ANEKTPOHHBIX COOOUIEHUH (ITMCEM, JOKYMEHTOB) U
UHOW  uH(popMalMM, HE  OTHOCAUIMXCS K
(YHKIMOHMPOBAHUIO WH(POPMALMOHHON CHCTEMBI
(3amuTa OT crama)

OLL5

KonTpons CoJlepKaHus uHpOopMaLuy,
nepeaaBaeMoil M3 WH(POPMALMOHHON CHCTEMBI
(KOHTEHHEpHBI, OCHOBAaHHBIM HA  CBOMCTBaxX
o0beKkTa  jgoctyma, ®  (WIM)  KOHTEHTHBIMH,
OCHOBAHHBIN Ha IIOHUCKE 3alpElICHHON K Iepenade
nHPOpPMAIIMY C MCIIOJIB30BAaHUEM CHTHATYp, MacoK
U MHBIX METOJIOB), U MCKJIIOUCHHE HETPaBOMEPHOM
neperaud  MHGoOpManuu U3  HMH(YOpPMAMOHHOU
CHUCTEMBI

OLJIL.6

OrpanuueHue npaB IOJIb30BATENEH IO BBOAY
nH(popManuy B ”HPOPMALTMOHHYIO CUCTEMY

OLUL7

KOHTpOJ'IB TOYHOCTH, IMOJIHOTBI W TPaBUIILHOCTHU
JaHHBIX, BBOJUMBIX B I/IH(I)OpMaI_II/IOHHy}O CUCTEMY

OLUL8

KoHTponb ommOouHbIX AEHCTBUI MOJIb30BaTEIEH
no BBOJAY W (WIM) TMeperadye MEpCOHAIbHBIX
JTaHHBIX W TPEIyNpexJeHUue Ioib3oBareneil 06
OLIMOOYHBIX JIEHCTBUAX

X. ObecneucHue AOCTYITHOCTHU IIE€PCOHAJIBHBIX TaHH

pix (O/T)

OAT.1

Hcnonp3oBaHre OTKA30yCTOMYHMBBIX TEXHHUECKUX
CpENCTB

OJIT.2

Pe3epBupoBanue TEXHUYECKUX CpEICTB,
MPOrPaMMHOTO OOecIieYeH s, KaHaJOB Mepeaadu
nH(popManuu, CpEICTB obecrieueHust
GyHKIIMOHUPOBaHMS UH(POPMALIMOHHOW CUCTEMBI




OAT.3

Konrpons  6e30Tka3HOro  (pyHKIIMOHUPOBAHHSA
TEXHUYECKHX CpEICTB, oOHapy’xeHue u
JOKaIU3aLus OTKa30B (YHKIMOHUPOBAHUS,
IPUHATHE MEp 10 BOCCTAHOBJIEHUIO OTKA3aBILUX
CPEICTB U UX TECTUPOBAHUE

OAT.4

[Tepuoamueckoe pesepBHOE KOIIMPOBaHHE
NEPCOHATBHBIX JTaHHBIX HA PE3EPBHBIC MAIIMHHBIC
HOCHUTCIIU IICPCOHAJIBHBIX JaHHBIX

OHT.5

OOecrieueHre  BO3MOXHOCTU ~ BOCCTAHOBJIICHUS
NEPCOHAIBHBIX JIAHHBIX C PE3EPBHBIX MAaIIMHHbBIX
HOCHUTEJIEH IEepPCOHANbHBIX JaHHBIX (PE3EpBHBIX
KOIMI) B TEYEHHWE YCTAHOBJIEHHOI'O BPEMEHHOIO
UHTEpBaJa

XI. 3amwuta cpensl BupTyanmsaiuu (3CB)

3CB.1

Wnentudukanuss u ayTeHTUQUKAIMS CyOBEKTOB
J0CTynla ¥ OOBEKTOB JOCTylla B BUPTyaJbHOU
UHPPACTPYKTYpe, B TOM YHCIE aIMHHUACTPATOPOB
yIpaBJIEHUS CPEICTBAMH BUPTYAJIN3aLUU

3CB.2

VYrpaBneHne AOCTYIIOM CyOBEKTOB JOCTyma K
00BEeKTaM JI0CTymna B BUPTYaJIbHON
uHdpacTpykType, B TOM  4YHCIE  BHYTpH
BUPTYaJIbHBIX MAIIUH

3CB.3

Perucrpanus COOBITHI 0e30macHOCTH B
BUPTYaJIbHOU HH(PACTPYKTYpe

3CB.4

VYopasnenune — (puubTpauus, — MapHIpyTHU3aLus,
KOHTPOJIb COEIMHEHMS, OJIHOHAIpPaBJICHHAS
neperavya) MOTOKaMM  MHQOpPMAIMM  MEXKIY
KOMIIOHEHTaMHU BHUPTYalbHOM HMHPPACTPYKTYpHI, a
TaKxe 1o EepUMETPY BUPTYaJIbHOU

UHPACTPYKTYPHI

3CB.5

JloBepeHHas 3arpy3ka CEpBEpOB BHUPTYaIIU3aLUH,
BUPTyaJIbHOM MaIIMHBI (KOHTEWHEpa), CepBEpPOB
yIIPaBJICHUS BUPTYyajlu3alyen

3CB.6

VYnpaBneHue nepeMenieHueM BUPTyalbHbIX MalIUH
(koHTEHHEpOB) W oO0pabaTbiBaeMBIX Ha HUX
TAHHBIX

3CB.7

KonTpons LIEJIOCTHOCTH BUPTYaJIbHON
MHQPACTPYKTYpHI U €€ KOHPUTypauuit

3CB.8

Pe3epBHOE KOMMpPOBaHUE NaHHBIX, PE3EPBUPOBAHHE
TEXHUYECKHUX CPEICTB, IIPOrPaMMHOT0
oOecrnieyeHrs BHUPTYaJbHOM HHQPACTPYKTyphl, a




TAaK)K€ KaHAJIOB CBSI3M BHYTPU BHUPTYaJIbHOU
UHOPACTPYKTYpPHI

3CB.9 Peanuzanmss u  ymnpaBiieHUE  aHTUBUPYCHOH
3alIUTOHN B BUPTYAJIbHOW HHPPACTPYKTYpE

3CB.10  |Pa30Ouenue BupTyasbHOW HHOPACTPYKTYpHl Ha
CErMEHTBI (cerMeHTHpOBaHHWE  BHUPTYaJbHOM
HHQPACTPYKTYphI) i 00pabOTKU MEPCOHATBHBIX
IaHHBIX OTJAENBHBIM MOJb30BaTeIeM U (WIIHN)
IPYIIION NOJIb30BATENIEH

XII. 3amura Texuunueckux cpeacts (3TC)

3TC.1 3amura uH(pOopMaIuy, oOpabaTteiBaeMOi
TEXHUYCCKHMMHU CPEJICTBAMH, OT €€ YTCYKU IIO0
TEXHUYECKUM KaHaJlaM

3TC.2 Opranu3zanys KOHTPOJIMPYEMOH 30HBI, B Ipeneax
KOTOPOHM HOCTOSIHHO pa3MeLIaloTCs CTalliOHapHbIE
TEXHUYECKHE Cpe/CTBa, oOpabaTsIBatoLIye
uH(OpMaIIHIO, U CPE/ICTBA 3aILUThI HHPOpMAaLUY, a
TaKXe CpelcTBa obecneueHus: PyHKIMOHUPOBAHUS

3TC.3 Kontposnb u ynpaienue pu3nyeckum JOCTYIOM K| +
TEXHUYECKHM CPEIICTBAM, CPEJICTBAM  3allHTHI
uHpOpManuy, CpeacTBam o0ecrnieueHus

(GYHKIIMOHMPOBAHMS, a TaKXKe B IOMEIICHUS U
COOpPYKCHUA, B KOTOPBIX OHH YCTAHOBJICHBI,
UCKJIIOYAIOLIHe HECAHKIIMOHUPOBAHHBIN
¢usznueckuil JOCTYn K cpenctBaM o0OpaboTKu
uHpOpMalMHY, CPEACTBaM 3alUThl HH(POPMALUU U
cpeactBaM  obecrieueHuss  (PYHKIIMOHUPOBAHUSA
MH(POPMALIMOHHON CUCTEMBI, B TIOMEILEHUS U
COOPYIKCHUA, B KOTOPBIX OHHU YCTAaHOBJICHBI

3TC4 Pa3memienue yctpoiicTB BbIBojga (oToOpaxeHws)| -+
uH(popmManuy, HCKJIIOYAOIIIee ee
HECaHKIIMOHUPOBAHHBINA TPOCMOTP

3TC.5 3ammTa OT BHEIIHUX BO3JCUCTBUH (BO3JCHCTBUI
OKpYKaroleun cpenbl, HECTaOUIILHOCTH
ANEKTPOCHAOKEHMS, KOHAUIIMOHUPOBAHUS U MHBIX
BHEUIHUX (PaKTOPOB)

XIII. 3ammTa nHPOPMALIMOHHON CUCTEMBI, €€ CPEJICTB,
cucTeM cBsi3u U nepenaun qaHHbix (3UC)

31C.1 Paznenenne B uHGpOPMALMOHHON  cucTeMe
GbyHKIUH 10 ynpaBieHUIo (aIMUHUCTPUPOBAHUIO)
MH(POPMAIMOHHOM CHUCTEMOH, YIPaBICHUIO
(aIMHHUCTPUPOBAHUIO) CHUCTEMOM 3aIIUThI




MEPCOHATBHBIX JAHHBIX, QYHKIHMHA 1o 00paboTke
NEePCOHANBHBIX  JaHHBIX M  HMHBIX  (YHKIHHA
MH(POPMALIMOHHON CUCTEMBI

3UC.2

[IpenoTBpaieHne 3aJepKKU WIM IPEpPbIBAHUA
BBINOJIHEHUS NPOLIECCOB C BBICOKUM MPUOPUTETOM
CO CTOPOHBI IIPOLIECCOB C HU3KUM IIPUOPUTETOM

31C.3

ObecnieueHne 3alIUThI MEPCOHATBHBIX JAHHBIX OT
PacKphITHA, MOAN(DUKAIMY U HaBSA3bIBaHUS (BBOJA
JOXHOKW  HMHPOpPMAaLMHU) TMpH €€ Iepenaye
(moxroToBke K Tepegade) IO KaHalaM  CBSI3H,
HMMEIOIIUM BBIXOJ 3a IPEIESbl KOHTPOJIUPYEMOU
30HBI, B TOM 4YHCJIe OECIIPOBOIHBIM KaHAJIAM CBS3U

31UC.4

ObecrieueHre OBEPEHHBIX KaHala, MaplipyTa
MEXIy aJMHHHCTPATOPOM, TOJb30BATEIEM U
cpeacTBaMu 3amuThl uMHGopManuu (QyHKIUAMU
0€30MaCHOCTH CPECTB 3aUIUTHI HH()OPMAIIHHN)

3UC.5

3anper HECaHKLMOHUPOBAHHOU YIAAJIEHHOU
aKTHBAallUM BHJEOKAMEp, MUKPO(OHOB M MHBIX
nepu(epuiiHbIX ~ YCTPOWCTB, KOTOpPHIE  MOTYT
aKTUBHUPOBATbCS  yNAJCHHO, W  OIIOBELICHHE
MOJIb30BaTeNei 00 aKTHBALIMY TAKUX YCTPOMCTB

31C.6

[lepeqaya ¥ KOHTPOJb IEIOCTHOCTH aTPUOYTOB
0e3omacHOCTH (METOK O€30MacHOCTH), CBSI3aHHBIX
C TICPCOHAIBLHBIMY JTaHHBIMH, TP OOMEHE MMH C
WHBIMHA UH()OPMAIIMOHHBIMU CUCTEMAMHU

3UC.7

KOHTpOHL CaHKIIMOHHUPOBAHHOI'O W HCKIIIOYCHUC

HECaHKIIMOHUPOBAHHOTO HCITOJIB30BaHUS
TEXHOJIOTUH MOOMJIBHOIO KOJAa, B TOM 4HCIE
perucTpanus COOBITHH, CBSA3aHHBIX c

HCIIOIB30BaHMEM TEXHOJOTHH MOOHILHOIO KOa,
X aHaliu3 " peaFI/IPOBaHI/IC Ha Hap}IIHGHI/Iﬂ,
CBSA3aHHBIE C  HMCHOJB30BAaHMEM  TEXHOJIOTHH
MOOHMJILHOT'O KOJa

3UC.8

KOHTpOHL CaHKIIMOHHUPOBAHHOI'O W HCKIIIOYCHUC

HECAaHKIIMOHUPOBAHHOTO HCITOJIB30BaHUS
TEXHOJIOTMI TMepelayd pedd, B TOM YHCIE
perucTpanus COOBITHIH, CBSA3aHHBIX c

WCIIOJIb30BAHUEM TEXHOJIOTMI Mepelayu pedu, UxX
aHaJIM3 W  pEearupoBaHUE Ha  HapYILICHHS,
CBA3aHHBIE C  HCIOJb30BAHMEM  TEXHOJIOTMU
nepeaadyu peuu

31UC.9

KoHTposb CaHKIMOHUPOBAHHOW M HCKIKOYEHHUE
HECaHKIMOHUPOBAHHOU nepeaadu




BUJCOMH(POPMALIMK, B TOM YHUCIIE pPErHCTpaLus

COOBITHH, CBSI3aHHBIX C nepenayeit
BUJICOMH(OpPMAIINH, UX aHAIN3 U pEarupOBaHHUE HA
HapyIICHHUSI, CBsI3aHHBIE c nepeaayve
BUJIcOMH(DOpMAITIH

31C.10

[ToaTBepkieHHEe  TPOUCXOXKJEHUS  UCTOYHHUKA
uHpopmanuu, MOJTy4aeMoi B nporecce
ONIpEICNICHUs] CETEBBIX aJPECOB [0 CETEBBIM
MMEHaM WM OIpeeNieHUs] CEeTEeBbIX HMEH IO
CETEBBIM a/Ipecam

3UC.11

OO0ecrieueHne MOIINHHOCTA CETEBBIX COSIMHEHMMI
(ceaHCOB B3aMMOJCHCTBHsI), B TOM YHCIE IS
3alUTHl  OT TIOJMEHBI CETEBBIX YCTPOHCTB U
CEPBHUCOB

31C.12

Hckmrouenue BO3MOXHOCTH OTpULIAHUS
noJjip30BaresieM (akTa OTIPABKU IEPCOHATBHBIX
JAHHBIX IPYTOMY I10JIb30BaTEIIO

31C.13

Hckmouenue BO3MOXHOCTH OTpULIAHUS
noJjib30BareieM (aKTa TONTYYEeHHUS MEePCOHATBHBIX
JAHHBIX OT JIPYTOro MOJIb30BaTelIs

31C.14

Hcnonb3oBaHue  ycTpOWCTB TEPMHUHAILHOTO
JocTyma JUisl 00pabOTKH IMePCOHATBHBIX TaHHBIX

3UC.15

3ammra  apxuBHBIX  (ainoB,  mapameTpoB
HAacCTpOWKM CpEACTB 3alllUThl HHPOpPMALUU U
MIPOrpaMMHOT0 OOECTeUeHUs! U UHBIX JaHHBIX, HE
MOJUIeXkKAlUX W3MEHEHHMIO B Ipolecce 00paboTKu
IIEPCOHAJIBHBIX JTAHHBIX

3UC.16

BoisiBnenune, aHanM3 W OJIOKMpOBaHHE B
MH(OPMALIMOHHOW CHCTEME CKPBITBIX KAaHAJIOB
nepegayn MHGopManuu B 00XOJ pealn30BaHHBIX
ME€p WJIM BHYTPH  Pa3pELICHHBIX  CETEBBIX
IIPOTOKOJIOB

3UC.17

Pazbuenne  uHpOpPMAMOHHOW  CHCTEMBl  Ha
CEerMEHThl (CerMEHTHpOBaHHE HH()OPMAIMOHHON
cucTeMbl) U oOecrieyeHHe 3alluThl MEePUMETPOB
CEerMEHTOB MH(POPMAIIMOHHOMN CUCTEMBI

3UC.18

ObecneyeHune 3arpy3Ku u WCTIOTHCHUS
MPOrpaMMHOTO  OOecreueHus] ¢  MAaIIMHHBIX
HOCUTEIEN NEPCOHANIBHBIX HOAaHHBIX, AOOCTYIITHBIX
TOJIBKO Ui YTEHHUS, U KOHTPOIb IIEIOCTHOCTH
JAHHOTO MTPOrPAMMHOTO O0CCTICUEHUS

3UC.19

W3onsmus mporieccoB (BBIMOJIHEHHE MPOTrpaMM) B




BBIJIEJIEHHON 00JIaCTH [aMATH

3UC.20 3amura OecIpOBOTHBIX COCIMHEHU, + +
MPUMEHSEMBIX B UHPOPMAIIMOHHOM CUCTEME

XIV. BrlsiBieHHe HHIIMICHTOB U pearupoBanue Ha HuX (MHILI)

MHII.1 Onpenenenue i, OTBETCTBEHHBIX 3a BBISBJICHUE +
WHIIUJICHTOB U pearupoBaHuE HA HUX

WHIIL.2 OOHnapyxenue, HICHTU(UKALUS W PETHCTPALUSL +
MHIUJCHTOB
MNHIL.3 CBoeBpeMeHHOE nH(popmMupoBaHUE JIWLL, +

OTBETCTBEHHBIX 34 BBISABICHUE HWHIUJICHTOB U
pearupoBaHM€ Ha HUX, O BO3HUKHOBCHUU
WHIMJIECHTOB B WH(POPMALMOHHOM  CHUCTEMeE
II0JI30BATEIISAMU U aJIMUHUCTPATOPaAMU

WHII.4 AHaJM3 WMHLIUACHTOB, B TOM YHCJIE ONPEACIECHUE +
HMCTOYHUKOB u MPUYNH BO3HUKHOBEHUS
HMHIMWJACHTOB, a TaAKKE€ OLICHKA UX HOCJIGI[CTBI/IfI

MHIL.S [IpuHATHE MEp 1O YCTPaHEHUIO IOCIEACTBUI +
WHIIUJICHTOB

HNHIIL.6 IInanupoBanne 51 MPUHATHE Mep o +
MIPEAOTBPALEHUIO [IOBTOPHOTO  BO3HUKHOBEHMS
WHIIUJIEHTOB

XV. Vnpasnenue koHpUrypanuein "HPOPMALMOHHONW CUCTEMBI U CUCTEMBI 3aIUThI
nepcoHanbHbIX TaHHBIX (YKD)

VK®.1 Onpenenenue Jauil, KOTOPbIM pa3pelieHbl 1eHCTBUS + +
[0 BHECEHUI0 HU3MEHEHMH B KOH(QUTYpaLUIO
MH(QOPMAIIMOHHON CHUCTEMBI U CUCTEMBI 3aIllUTHI
IIEPCOHANIBHBIX JTaHHBIX

YK®.2 VYmpasnenue U3MEHEHHUSIMHA KOH(pUTypauu + +
MH(OPMALIMOHHONW CHCTEMBl M CUCTEMBI 3alllUTHI
IIEPCOHANIBHBIX JTaHHBIX

VYK®.3 Ananns NOTEHIIMAILHOTO BO3/ICUCTBUS + +
IJIAHUPYEMBIX ~ W3MEHEHHH B  KOH(HUTypaluu
MH()OPMAIIMOHHOW CHCTEMBI M CHUCTEMBI 3allUTHI
MEPCOHAIBHBIX JAHHBIX Ha OOECTICYCHHE 3allUThI
MEePCOHAIBHBIX JTAHHBIX u COIJIacOBaHHEC
W3MEHEHUH B KOHQUrypauuu HHPOPMAIMOHHOM
CUCTEMBI C JOJDKHOCTHBIM JIMIIOM (PabOTHUKOM),
OTBETCTBECHHBIM 3a oOecreueHHe Oe30IMacHOCTH
MEPCOHANIbHBIX TAHHBIX




YK® .4

JlokymMeHTupoBaHHe HH(popManuu (IaHHBIX) 00
U3MCHEHUSX B KOHQHTYpauu HWHPOPMAIMOHHON
CHCTEMBl W CHCTEMBI 3allUThl IEPCOHATBHBIX
TaHHBIX

"+" - mMepa mo obecrneueHn0 0€30MMaCHOCTH MEePCOHANBHBIX JIAaHHBIX BKJIIOYEHA B 0a30BBIM HAOOp
Mep U1 COOTBETCTBYIOLIETO YPOBHS 3aLTUIIICHHOCTH MEPCOHAIBHBIX JAHHBIX.

Mepsl o obecriedyeHHI0 OE30IaCHOCTH TMEPCOHABHBIX JaHHBIX, HE 0003HAYEHHBIE 3HAKOM '+,
MIPUMEHSIFOTCS TIPU afanTanuyd 0a30BOro Habopa Mep U yTOYHCHHH aJanTHpOBAaHHOTO 0a30BOro Habopa
Mep, a TaKke MpU pa3paboTKe KOMIICHCUPYIOIIUX Mep M0 00ecledeHHI0 0e30MacHOCTH MEePCOHABHBIX

JAHHBIX.




