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O0o3HaueHNs U COKpAIeHHsI

APM — aBTOMaTU3MPOBaHHOE pabouee MECTO

BU — Bunosas nndopmarus

BTCC — BcniomorartesibHble TEXHUUECKUE CPEJICTBA U CUCTEMBbI
HUCII/Ix — madopmManroHHas cucTeMa MePCOHATBHBIX JaHHBIX
K3 — koHnTponupyemas 30Ha

MD — MexceTeBON SKpaH

HJIB — HenexnapupoBaHHbBIE BO3MOXKHOCTH

HC/I — HecaHKIIMOHUPOBAHHBIN AOCTYII

OBII/IH — obecneueHne 6€30MACHOCTH NEPCOHATBHBIX JAHHBIX
OC — onepanoHHas CUCTEMA

[1JIn — nepcoHanbHbIC TAHHBIE

[IMB — nporpaMMHO-MaTeéMaTHYECKOE BO3/ICUCTBHE

ITO — mporpamMmmHoe odOecreueHue

I[TODMUH — noGouHbI€ 3JEKTPOMArHUTHBIC U3TYUYECHHUS U HABOJKH
PHU - peuenas nadopmanus

CBT — cpenctBo BEIYMCIUTENIBHON TEXHUKH

C3U - cpeacTro 3ammThl HHPOPMAITHH

CIIA - creranorpaduueckoe npeodpazoBanue HHGOPMAITHH
COVIIN - cienmanbHbIe JIEKTPOHHBIE YCTPOUCTBA MepexBaTa HHpopMaImu
TKYU — texanuecknii kaHaJ yTeUKd HHHOPMAITHH

TCOMU — Texanueckne cpeactra 06padoTku nHGOpMAITHH
YBII/IH — yrpo3bl 6€30MacCHOCTA MEPCOHATBHBIX JAHHBIX
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1. TepmMunbl 1 onpeaeieHUs

B Hacrodmem JOOKYMEHTE HCHOJB3YIOTCS CHEAYIOIMUE TEPMUHBI W HX
ONPENETICHAS

ABTOMATH3HPOBAHHASI CUCTEMAa — CHUCTEMA, COCTOSIIAs M3 TMEpCoHaNa H
KOMIUUIEKCA  CPEICTB  aBTOMATHU3alMM  €r0  JCATEJBHOCTH,  PEAU3YroIas
WH)OPMAITMOHHYIO TEXHOJIOTHIO BHITIOJTHEHHS YCTAHOBJIICHHBIX (DYHKITHH.

AyTeHTI/I(l)I/IKaIII/IH OTHPABUTC/IA AAHHBIX — IIOATBCPKACHHUC TOIO, YTO
OTIIPABUTCIIb IMOJIYUYCHHBIX JAHHBIX COOTBCTCTBYCT 3asABJICHHOMY.
be3onmacHocTh NCPCOHAJIBHBIX JAHHBIX — COCTOAHHUC 3alllUIICHHOCTH

MEPCOHAIIBHBIX  JAHHBIX, XapPaKTepU3yeEMOE  CIOCOOHOCTHIO  MOJIb30BATENEH,
TEXHUYECCKUX  CPEACTB W WH(POPMAINMOHHBIX  TEXHOJOTHH  OOSCIEUUTH
KOH(DHICHITNATEHOCTD, MEJIOCTHOCTh M TOCTYIMHOCTh TIEPCOHATBHBIX JAHHBIX MPH UX
00paboTke B MHGOPMAIMMOHHBIX CHCTEMAaX EPCOHATBHBIX JAHHBIX.

BbaokupoBaHue nepcoHAJbHBIX JAHHBIX — BDEMEHHOE MpeKpalieHue coopa,
CUCTEMATU3ALIMU, HAKOIUIEHUA, HUCIONb30BAHUA, PACHPOCTPAHEHHUS, MEPCOHAIIBHBIX
JAHHBIX, B TOM YUCIIE UX TIEPEAAYMU.

Bupyc (koMnblOTepHBbIH, NPOrpaMMHBIil) — UCHOJHIEMbIN MPOrpaMMHbBIN
KOJ WA HWHTEPOPETHPYEMbIH HA00Op WHCTPYKIMM, 00Jamalonmidi CBONCTBAMHU
HECAHKIIMOHUPOBAHHOTO PACHPOCTPAHCHUs U camoBocnpousBeneHus. Co3aaHHbIC
nyOMuKaThl KOMIIBIOTEPHOTO BHUpYCa HE BCErJa COBMANAIOT C OPUTHHAJIOM,

HO COXPaHSIOT CITOCOOHOCTH K JATbHEHITIEMY pPacpoCTPaHEHHUIO
¥ CaMOBOCTIPOU3BEACHUIO.
Bpenonocnass mporpamma — mporpaMma, TNpeAHA3HAYEHHAsA I

OCYILIECTBJICHUS] HECAHKUMOHMUPOBAHHOTO J0CTynma M (WiM) BO3ACHCTBHA Ha
NEPCOHANIbHBIE JTAaHHBIE WJIH Pecypchbl MH(POPMAIMOHHOW CHUCTEMBI MEPCOHATBHBIX
JAHHBIX.

BcnoMoraTe/sibHbIe TeXHHYECKHE CPEACTBA U CHCTEMbI — TEXHUUECKHE
CPEICTBA M CUCTEMbI, HE MPEAHA3HAYCHHBIE IS Tiepeaaun, oOpabOTKU U XpaHEHUs
NEPCOHAIBHBIX TAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMHU CPEACTBAMU
¥ CHUCTEMaMH, TPEIHA3HAYCHHBIMH i1 OOpaOOTKH TEPCOHANBHBIX NAHHBIX, WA
B TOMEIIEHUAX, B KOTOPBIX YCTAaHOBJECHBI HH(OPMALMOHHBIE  CHUCTEMBI
NEPCOHAIbHBIX JAHHBIX.

JocTyn B OnNepaluoOHHYH cpeay KomnbrTepa (uMHGOpMALMOHHOM
CHCTEMbI TMEPCOHAJBHBIX [JAaHHBIX) — TOJYyUYEeHHE BO3MOXKHOCTH 3amycka Ha
BBIMIOJIHEHUE INTATHBIX KOMaHI, (yHKIWH, TPOIeAyp ONEPAlMOHHOW CHUCTEMBI
(YHUYTOKEHHS, KOMMPOBAHUA, TEPEMEIICHUS MW T.II.), HCHOJHACMBIX (haitioB
MPUKIIATHBIX TPOTPAMM.

Hoctyn k wuHGoOpMamuM — BO3MOXHOCTh TOJNIYUCHHS WH(pOpPMAIUU W
€€ MCTIOJIb30BAHHUA.
3akagouHOoe YCTPOHCTBO — DJJEMEHT CpeACTBAa CheMma HWHGOpMAIH,

CKPBITHO BHEIPSACMBIN (3aK/IabIBACMbIii WM BHOCHUMBIN) B MECTa BO3MOXKHOTO
chema mH(popMaIMK (B TOM YHCIIE B OTPaXJACHHE, KOHCTPYKIHMIO, 000pYyIOBaHHE,
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MPEAMETH UHTEPhEPA, TPAHCHIOPTHBIE CPEJICTBA, a TAKKE B TEXHUUYECKHE CPE/ICTBA
¥ cucTeMbl 00paboTkn nH(pOpMaIim).

3amumaemas uH@opmanusa — wuHbOPMANHS, SBIAIONIASCS TMPEIMETOM
COOCTBEHHOCTH W MOJICKAIIAS 3alIUTE B COOTBETCTBUU C TPEOOBAHUAMM MPABOBBIX
JOKYMEHTOB HWJTH TpeOOBAaHUSAMH, YCTAaHABINBACMBIMUA COOCTBEHHUKOM WH(MOPMAITHH.

Nnentuduxanusa — TMNPUCBOCHUE CYyOBEKTaM H  O00BEKTaM JOCTyMa
unaeHTuduKaTopa u (WIHM) CpaBHEHHUE MPEIBABIACMOT0 HACHTA(PHKATOPA C TIEPEUHEM
MIPUCBOCHHBIX UACHTH(UKATOPOB.

NndopmaTuBHbIii CHTHAJ — 3JICKTPUUYCCKAC CHUTHAJIBI, aKyCTHUECKHE,
AEKTPOMArHUTHBIC W JPYyrue (PU3NUECKHe TOJIs, M0 TapaMeTpaM KOTOPBIX MOXKET
ObITh packpeiTa KOHGUACHIMANbHAS wWH(pOpMaIa (MIEPCOHAIBHBIE JTAHHBIC),
oOpabatpiBaeMas B MH(OPMAIIMOHHON CUCTEME TIEPCOHAJIBHBIX JAHHBIX.

Nuadopmanmonnas  cuCcTeMa  MNEPCOHAJIBHBIX  JaHHBIX  —  3TO
uH(}OPMAITMOHHAs CUCTEMA, TPEACTABJIAIONAs CO00M COBOKYMHOCTh MEPCOHATBHBIX
JTAHHBIX, COMEPKAMMUXCS B 0a3e MAaHHBIX, a TaKke WH(GOPMAIMMOHHBIX TEXHOJIOTHHA H
TEXHUYECKUX  CPEACTB, TMO3BOJAIONIMX  OCYIIECTBJIATH  00pabOTKY  TaKuX
MEPCOHAIBHBIX JAHHBIX C HWCIOJb30BAHUEM CPEJICTB aBTOMATU3AlMU  WIN
0€3 UCIOJIb30BAHNS TAKUX CPEJCTB.

NudopmanmioHHble TEXHOJOTHMU — TMPOLECChl, METOAbBl TOMCKa, cOopa,
XpaHeHwus1, 00pabOTKH, IPEIOCTABICHUS, PACIPOCTPaHEHUS HH(POPMAIIAHA W CITOCOOBI
OCYILIECTBJICHHS TAKUX MPOLECCOB U METOJIOB.

HUctounuk yrpo3sl Oe3onacHocTu uHpopManuu — CyOBEKT AOCTYIA,
MaTepUATbHBIH  O0BEKT WM (PU3WUECKOE SBJCHUE, SBJISIOMUCCS TMPUINHON
BO3HUKHOBEHUS yTrPO3bl 0€30MaCHOCTH HHMOPMAITHH.

KonTposmmpyemasi 30Ha — 53TO MPOCTPAHCTBO, B KOTOPOM HCKIIFOUEHO
HEKOHTPOJIMPYEeMOe MpeObIBaHWE COTPYAHHMKOB M TOCETUTEIEH  omeparopa
¥ TTIOCTOPOHHMUX TPAHCTIOPTHBIX, TEXHHUECKUX U UHBIX MAaTEPHANBHBIX CPEJICTB.

KonduaeHunaapbHOCT, TNEPCOHAJILHBIX JAaHHBIX — 00sA3aTeNbHOE IS
COOJIIONICHUs OTMEpPaTOpOM WJIM WHBIM TIOJYUMBIIAM JOCTYN K TEPCOHATBHBIM
JaHHBIM JIMLIOM TpeOOBaHME HE MOMYyCKaTh WX pacHpocTpaHeHus 0e3 coriacus
CcyOBbeKTa MePCOHATBHBIX TAHHBIX WJTH HAJTMYHAS HHOTO 3aKOHHOTO OCHOBAHWA.

MexcereBoii  3KpaH —  JIOKQbHOS  (OJHOKOMIIOHEHTHOE) WA
(hyHKIIMOHATBHO-PACTIPEACTIEHHOE POrPaMMHOE (MporpaMMHO-aNmapaTHOE)
CPENCTBO (KOMIUIEKC), PeATM3YIONIee KOHTPOb 3a WH(POPMAIHEH, TTOCTYIAIOMECH B
WH()OPMAITMOHHYIO CHCTEMY TIEPCOHAJBHBIX JAaHHBIX W (WIM) BBIXOIAMEH U3
WH(OPMAITMOHHONW CHCTEMBI.

Hapymmurens 6e30macHOCTH MEPCOHAJILHBIX JAHHBIX — (PU3UUECKOE JTUIIO,
CIlyuaiilHO WM TMpPEeIHAMEPEHHO COBEpIIAIONIee ACWCTBUA, CIEICTBUEM KOTOPBIX
ABJISIETCA HaApYIICHUE OE€30MAaCHOCTA MEPCOHAJbHBIX MAHHBIX MPU UX 00paboTke
TEXHUYECCKUMU CPEACTBAMH B MH(OPMAITMOHHBIX CHCTEMAaX MEPCOHATbHBIX TAHHBIX.

HenexnapupoBanHbie BO3MOKHOCTH — (YHKIIMOHAIBHBIC BO3MOXXHOCTH
CPEICTB BHIYUCIATEILHOW TEXHWUKWA, HE OMUCAHHBIE WM HE COOTBETCTBYIOIIHE
OTMCAHHBIM B JOKYMEHTAITMH, PH MCTIOIH30BAHUM KOTOPBHIX BO3MOXKHO HAPYIIICHUE
KOH(DHUICHIIMATFHOCTH,  JAOCTYIMHOCTH  WJIM  IICJIOCTHOCTH  oOpabaThiBacMoi
uHdopMaIm.
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HecaHKIMOHNPOBAHHBII A0CTYN (HECAHKIMOHUPOBAHHbIE EIiCTBUAA) —
noctyn K wHGOPMAWA WM JSHCTBAA ¢ WH(GOPMAIHMEH, OCYIIECTBISEMBIE C
HapYIICHUEM YCTAaHOBJICHHBIX TIpaB W (WJIM) MPaBWI JOCTyMa K WHOOPMAIMHN WK
JEHCTBUH ¢ HEW C MPUMEHEHHUEM IITATHBIX CPEACTB WH(MOPMAITMOHHONW CHCTEMBI WITH
CPEICTB, AHAJIOTHYHBIX MM TIO CBOUM (PYHKIMOHAJIRHOMY TIPECIHA3HAUYCHHUIO W
TEXHUYECKUM XapPAKTCPUCTUKAM.

Hocutens nuadopmanmu — Qu3ndeckoe JIUIMO WX MAaTCPHATBHBIA OOBEKT, B
TOM uucyie Pu3nuecKoe Mmosyie, B KOTOpoM MH(pOPMAIMA HAXOAUT CBOE OTPAKEHUE B
BHUJIC CUMBOJIOB, 00pa30B, CHUTHAJIOB, TEXHUUECKUX PEIICHUA M TPOLIECCOB,
KOJIMYCCTBEHHBIX XaPAaKTEPUCTHUK (PU3NUECKIX BEJTUIMH.

OO0pabdoTka TepCOHAJBHBIX [JAHHBIX — JcicCTBHA  (omepanuu) ¢
MEPCOHAIIBHBIMU  JTAHHBIMM, BKJIIO4as cOOp, CHUCTEMATU3alMIO, HAKOIUICHHUE,
XpaHEHUE, YTOuHEeHUE (0OHOBIICHUE, N3MEHEHHE ), MCTIOIb30BAHUE, PACTIPOCTPAHEHUE
(B TOM dWHciae mepenady), oOOe3NMWUWBaHWC, OJIOKHPOBAHUE, YHWUYTOKCHHE
MEPCOHAIBHBIX TAHHBIX.

OnepaTop — rocy1apCTBEHHbIN OPraH, MyHULIMNAJIbHBIA OPraH, OPUANYECKOE
wi  (pu3uUecKkoe JUIO, OpraHu3ylomue W (WiM) OCYIIECTBIAIOmMue 00paboTKy
MEPCOHANIBHBIX JTAHHBIX, a TAKXKE ONPEAEISIONINE LEIH U COAEp:KaHHe 00pabOoTKH
MEPCOHAIBHBIX TAHHBIX.

IlepexBar (undopmanmu) — HEMPaBOMEPHOE MOJIydeHHUE WHGPOPMAIAKA C
WCIOJIb30BAHUEM TEXHUYECKOTO CPEACTBA, OCYIIECTBISAIOIIEr0 OOHAPY)KEHHUE, MPUEM
1 00paboTKy MH(POPMATHBHBIX CUTHAJIOB.

IlepconanbHble gaHHbIe — JH00ad  wHGOpPMAIHA, OTHOCAIIAsICT K
OTPEACTICHHOMY WJIM OTIPEIEIIAEMOMY Ha OCHOBAaHHUHM TaKo# nHpopMannu pUu3nieckomMy
ity (CyObeKTy TMEePCOHANBHBIX JAHHBIX), B TOM YHC/IE €r0 (haMuIus, UMs, OTUECTBO,
Jata U MECTO POXKIACHHMS, a/IpeCc, CEMENHOE, COLMATIBHOE, MMYILIECTBEHHOE MOJIOKEHUE,
obpazoBanue, ipodeccrs, J0X0Ab, Apyras HHGOPMAITHL.

Ilo0ouHbIe  JJIEKTPOMATHUTHBIE  H3JIy4eHUS M HABOAKH  —
AJIEKTPOMArHUTHBIE H3JIYUECHHUS TEXHUYECKUX CPEACTB 00pabOTKH 3aliuiiacMoi
uH(dOpPMaIK, BOZHUKAIONTHE KaK MOOOYHOE SIBJICHUE W BHI3BAHHBIC HJICKTPUUCCKUMH
CUTHAJIaMU, ACHCTBYIOIIUMH B WX SJEKTPUUECKUX M MArHUTHBIX LEMSIX, a TAKKE
AJICKTPOMArHUTHBIE HABOJIKM ATHUX CUTHAJIOB HA TOKOMPOBOMSAIIME JIMHUH,
KOHCTPYKIIMH U LIENU MATAHUS.

IHoab3oBaTeabr UHPOPMALMOHHOII CUCTEMBbl NEPCOHAJIbHBIX JAAHHBIX —
JUI0, ydYacTByIomee B  (PyHKOMOHMPOBAHWK  WH(OOPMAITMOHHOW  CHCTEMBI
MEPCOHAJILHBIX TAHHBIX WJIH UCTIOJIB3YIONMIEE PE3YNbTAThl €€ (DYyHKIIMOHUPOBAHUS.

IlpaBuiia  pasrpaHuydeHusi  J0CTyma —  COBOKYNHOCTh  ITPaBWII,
pPErlaMeHTUPYIOMIMX MTpaBa A0cTyna CyOBbEeKTOB TOCTYMNA K 00BEKTaM JOCTYIA.
IIporpammMHas 3akjagKka — CKPBITHO BHECEHHBIA B MOPOTPAMMHOE

obecrnicucHre (PYHKIMOHAIBHBIM OOBEKT, KOTOPBHIM IPH ONPEACICHHBIX YCIIOBHIX
croco0eH  00EeCMneunTh  HECAHKIIMOHUPOBAHHOE  MNPOTPaMMHOE  BO3ACHCTBHE.
IIporpaMmmHas 3akjajaika MOKET ObITh peaIN30BaHa B BUE BPEAOHOCHON MPOrpaMMBI
WJIY MPOrPaMMHOTO KOJa.

IIporpammuoe (mporpaMMHO-MaTEMaTHYECKOE) BO3/elicTBHE -
HECAHKIIMOHWPOBAHHOE  BO3JACHCTBME  HA  PECYpChl  aBTOMATH3UPOBAHHOM
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WH()OPMAITMOHHONW CHUCTEMBI, OCYIIECTBISIEMOE C MCIOJB30BAHUEM BPEAOHOCHBIX
MPOTPaMM.

Pecypc undopmManmoHHOH cCHCTEMBbI — UMEHOBAHHBIN AJIGMEHT CUCTEMHOTO,
MIPUKIIATHOTO WITH anmapaTHOTO obecrieueHus (hbyHKIMOHUPOBAHUS
WH(OPMAITMOHHONW CHCTEMBI.

CpeacTBa BBIYHCJIUTEIHHOH TEXHHKH — COBOKYIMHOCTH MPOTPAMMHBIX W
TEXHUYECKUX 3JIEMEHTOB CHCTEM 00pabOTKH TaHHBIX, CTIOCOOHBIX (DYHKIIMOHUPOBATH
CaMOCTOATEILHO WA B COCTaBE APYTHX CHCTEM.

CyobekT aocryna (Cy0ObeKT) — JIMIO WIA MPOLECC, NECHCTBUS KOTOPOTO
PETIIAaMEHTHPYIOTCS TIPABUJIAMH Pa3TPaHUUICHUS JOCTYTIA.

Texnunueckune cpeacTBa HWHPOPMANMOHHOW CHCTEMBI MNEPCOHAJIBHBIX
JAHHBIX — CPEACTBA BBIUMCIUTENHHON TEXHUKH, WH(HOPMAITMOHHO-BHIUMCIIATETHHBIC
KOMITJIEKCHI M CETH, CPEJACTBA W CHCTEMBI TMepefaud, mnpueMa u o00paboTKH
MEPCOHAJFHBIX JAHHBIX (CPEICTBA M CHCTEMBI 3BYKO3aIlWCH, 3BYKOYCHJICHHSI,
3BYKOBOCTIPOM3BEICHUS, TIEPETOBOPHBIC W TEJICBU3MOHHBIC YCTPOHCTBA, CPE/CTBA
W3TOTOBJICHUSA, THPAXUPOBAHUS JOKYMEHTOB W JIPYTHE TEXHWUYECKHE CPE/ICTBA
o0paboTku peueBoi, rpaduUeckoil, BUACO- U OYKBEHHO-TIMGPOBONW HHGMOPMAIIHH ),
MPOTrPaMMHBIE CPEeACTBA (OMEPAITHOHHBIE CHUCTEMBI, CHCTEMbI YIPABJICHUSA OazaMmu
JAQHHBIX U T.I1.), CPEICTBA 3AIIUTH HH(OPMAITHH.

TexHuuecknii KaHaJ yYTeukd HHPOPMAIMHU — COBOKYITHOCTh HOCHTEIIS
uHdopmarmu  (cpeacta  o0OpaboTkw), (U3MUECKOW CPeabl  PacIpOCTPAHCHUS
WH)OPMATUBHOTO CHTHAJIA W CPEACTB, KOTOPHIMH JOOBIBACTCS 3allHIaeMast
uHopMarms.

Yrpo3sl 6€30MacHOCTH MEPCOHAJBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHH H
(akTOpOB, CO3MAOMIMX OMACHOCTh HECAHKIMOHWPOBAHHOTO, B TOM YHCIIC
CJIy9aitHOTO, JOCTyNa K TEPCOHAJIBHBIM JIAHHBIM, PE3YJbTaTOM KOTOPOTO MOXKET
CTaTh YHWUYTOXEHHE, M3MEHEHHUE, OJOKMPOBAHWE, KOTMPOBAHUE, PACIPOCTPAHCHUE
MEPCOHAJFHBIX JAAHHBIX, a TAKXKE WHBIX HECAHKIIMOHUPOBAHHBIX NCUCTBHA TPU HX
06paboTke B HHGOPMAITMOHHON CHCTEME TIEPCOHAIBHBIX JAHHBIX.

YHUUTOKeHNe TePCOHATBHBIX TAHHBIX — JCHCTBUA, B PE3yJIbTaTe KOTOPBIX
HEBO3MOXXHO  BOCCTAaHOBHTH  COACP)KaHWE  TEPCOHAJIBHBIX  JAHHBIX B
WH()OPMAITMOHHONW CHUCTEME TIEPCOHAIBHBIX JAHHBIX WM B PE3yJbTaTe KOTOPHIX
YHUUTOXKAIOTCS MAaTEPUATIbHBIC HOCUTENH TIEPCOHATBHBIX JTAHHBIX.

Vreuka (Bamumaemoi) uHpoOpMAUMU 10 TEXHHYECKHM KAaHAJIAM —
HEKOHTPOJUPYEMOE PACTIPOCTPAaHCHUE WH(OOPMAITMM OT HOCUTENS 3allUIacMOM
uHdopmarn  depe3  (PUMUECKYI0  cpeay 0 TEXHHYECKOTO  CPE/CTBa,
OCYIICCTBIISIOIIETO TIEpeXBaT HH(POPMAIIAH.

Va3BUMOCTbL — Hekas ¢1abocTh, KOTOPYKD MOJKHO HCIOJIb30BaTh JJIA
HaPYIICHUS CUCTEMBI WITH COCp KaIeiics B Hel nHdOpMaITim.
HemocTHocTh HMHPOpMAIMH — COCTOAHHWE WH(POPMAIAKA, TPH KOTOPOM

OTCYTCTBYCT moboe ee H3MEHEHHEe JIMO0 W3MEHEHHE OCYIICCTBILACTCA TOJIBKO
NpCaAHaAaMCPCHHO CY6’beKTaMI/I, HMCIOIIIMMH Ha HCTO IIPaBo.
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2. O01muMe moJI0KeHHUs

Hacrosmas «bazoBas MoJesnb yrpo3 0€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX MPU UX
00paboTke B WH(POPMAITMOHHBIX CHCTEMAX TMEPCOHABHBIX JaHHBIXY» (manee — Moaenb
yIPO3) COACPKHUT CUCTEMATH3UPOBAHHBIN TIEPEUCHb YTPo3 0e30MacHOCTH MEPCOHATHHBIX
JAHHBIX TIPY WX 00paboTKe B WH(POPMAITMOHHBIX CHCTEMAaX TIEPCOHATBHBIX TAHHBIX. DTH
yrpo3bl  OOYCJIOBJEHBI MPEIHAMEPEHHBIMU WM HENPEAHAMEPEHHBIMU  JICHCTBUSMHU
(pU3MIeCKUX JIUIL, JCHCTBUSIMHA 3apYOCKHBIX CIIEIICITYKO MJTM OPraHnA3aIifii (B TOM YHCIIe
TEPPOPUCTHUECKUX), a TaKKe KPUMHHAJIBHBIX TPYITIHPOBOK, CO3MAMONIAX YCIOBUS
(MMPEMOCHIIKH) TSl HApyIIeHns 0€30MmacHOCTH nepcoHabHBIX AaHHbIX ([1/1H), KoTopoe
BEJIET K yIEepOy KU3HEHHO BAXKHBIX UHTEPECOB JIMYHOCTH, OOIIIECTBA U TOCYIApCTBA.

Mopaens yrpo3 COAEPXKUT €IUHbIE HWCXOAHBIC JaHHBIE MO Yrpo3am
0€30MacHOCTH TIEPCOHAJBHBIX JaHHBIX, OOpadaThiBaeMbIX B WH(OPMAITMOHHBIX
cucremax nepconanpHbix AaHHbIX (MUCI1/IH), cBA3aHHbBIM:

c mepexBaroM (cbemoM) I[I/lH 1O TeXHWYECKMM KaHaJlaM C IIEJIBI0 WX
KOMHUPOBAHUS UJIN HEMTPABOMEPHOT'O PACPOCTPAHEHHUS,

C HECAHKIIMOHUPOBAHHBIM, B TOM uMciie ciydaitHeiM, aoctynom B MCII/IH ¢
LEJBI0 M3MCHEHUS, KOMUPOBAHMS, HEMpaBOMEPHOro pacnpoctpanenus [/l wim
JNEeCTPYKTUBHBIX Bo3AckcTBUM Ha sneMenThl MCII/IH n oOpabarbiBaembix B HUX I[1/[H
C HUCIOJb30BAaHUEM MPOTPAMMHBIX W MPOTPAMMHO-aNMNAPaTHBIX CPEJCTB C LEIBIO
YHUYTOXEHUS Win Onokuposanud [1/[H.

Mopaens yrpo3 SBIAAETCS METOJAMUYECKUM JOKYMEHTOM W TpeAHA3HAuCHA
JUIST TOCYJAPCTBEHHBIX W MYHHIMITAJIBHBIX OPraHoOB, IOPUANYECCKUX © (WIIH)
(rzudeckux Ul (anee — onepaTopoB), OPTAHU3YIOMIMX W (MJTH) OCYIIECTBIIAIONTIX
o0pabotky IIJIH, a Takke OMpeACAIONIUX LENH W cojaepkaHue odpadotku I1/(H,
3aka3unkoB U paspadotunkoB MCIIJIH n nx moacuctem. C nmpuMmeHeHueM Mojenu
yIpO3 PELIAIOTCS CASAYIOIUE 3a0aUH;

pa3paboTka 4YacTHbIX Mojenaed yrpo3 Oe3zonmacHocTd [I/IH B KOHKpPETHBIX
HCTI/IH ¢ yueToM WX Ha3HAYECHUSA, YCIIOBAM U OCOOCHHOCTEH (hyHKITMOHUPOBAHWS,

anamu3 3amuiieHHoctn MCII/IH ot yrpo3 OeszomacHoctd IIJ[H B xoxe
OpraHu3alliy U BRIMOJHEHUS paboT mo odecneueHnio d0e3onacHocTy I1/[H;

pazpaboTtka cuctembl 3amuThl [IJ[H, oOecmeumBaromield HeUTpaIU3aIUIO
MPEANOJIAaraéMblX Yrpo3 C HUCHOJIb30BAHUEM METOAO0B U crnoco0oB 3ammTel [1/1H,
MPEyCMOTPEHHBIX JJIs COOTBETCTBYIOMIETO Kiacca MCII/IH;

MPOBEJICHUE  MEPONPUATHUM,  HANpPaBJIEHHbIX  HA  MPEAOTBPAILCHUE
HECAHKIMOHWPOBAHHOTO Aoctyna K [/l v (wnw) nepenadun ux aumam, He UMEIOIIAM
mpaBa J0CTyNa K Takoi mHpopMaIinm;

HeJonylleHue Bo3aeicTBua Ha Texunueckue cpeacrtsa UCIIJIH, B pe3ynbrare
KOTOPOTO MOXET ObITh HAPYIICHO WX (DYHKIIMOHUPOBAHHUE,

KOHTPOJIb OOECIEUCHUS YPOBHS 3alUIIICHHOCTH MEPCOHATIbHBIX JAHHBIX.

B Mogaenn yrpo3 npaHo o6oOmenHoe ommcanue HCIIJIH kak 00BEKTOB
3allUThl, BO3MOXHBIX HCTOUYHUKOB Yrpo3bl O€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX
(YBIIIn), ocHoBHBIX KiaccoB ys3sumocTedt MCIIJ[H, BO3MOXHBIX BHJIOB
JNECTPYKTUBHBIX Bo3AeicTBU Ha [1/[H, a Tak:ke OCHOBHBIX CLIOCOOOB UX PEATU3ALINH.

Yrpossl 6e3omacHoctu [1/1H, oOpadarsiBaembix B MCII/IH, coaepxkaiuecs B
HacTosed Mojenu yrpo3, MOTYT YTOUHATBCA M JOMOJHATHCS MO MEPE BBISBICHUS
HOBBIX MCTOYHHKOB YIpO3, Pa3BUTHA CIOCO00B M cpeactB peanusanuu YbBII/H B



S 195197, r. Cankrt-eTepbypr,
Ry C yn. XykoBa, 18
Ten.: (812)612-12-36
kk)) . !-!?IZI‘IZIR?EKM-E e-mail: office@gkspr.ru
www.gkspr.ru

HUCII/Iu. Buecenne namenennit B Mojniens yrpo3 ocyiectsisierca @®CTOK Poccuu B
YCTAHABJIMBAEMOM TMOPSJIKE.
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3. Knaccuduxanuust yrpos 6€30macHOCTH MEPCOHAJIBHBIX JAHHBIX

CoctaB u conepxanue YBIIJ[H onpenensieTcss COBOKYMHOCTBIO YCJIOBHA W
(akTOpOB, CO3MAOMIMX OMACHOCTh HECAHKIMOHWPOBAHHOTO, B TOM YHCIIC
cay4daiHoro, noctyna kK I[1J[H.

COBOKYHOCTh TakWX YCIOBHH W (akTopoB GOPMHPYETCS € YUIETOM
xapaktepuctuk UCIIJIH, cBoiicTB cpeapl (TIyTH) pacnpocTpaHneHuss HHPOPMATHBHBIX
CHUTHAJIOB, COAEPIKAIUX 3aMHUMIAEMYI0 HHOOPMAITHIO, B BO3MOKHOCTEH MCTOUYHUKOB
YTPO3HI.

K xapakrepuctukam WCII/IH, oOycrmoBnuBaronuM Bo3HMKHOBeHHE Y BIIJIH,
MOXHO OTHECTH KaTeroputo u o0bem oOpadatsiBaembix B MCII/IH mepcoHabHBIX
nanHbix, cTpykrypy MCII/[H, namuume noakmoueHurd HMCIIJH K ceTaMm cBA3M
0OIIEero MOJIb30BaHUS U (MIIH) CETSIM MEXKTyHAPOJIHOTO MH(POPMAITMOHHOTO OOMEHA,
XapaKTEPUCTHKUA TMojcucTeMbl Oe3omacHoctn I1J[H, oOpabarbiBaembix B MCII/IH,
pexKUMBbI 00pabOTKHN MEPCOHATBHBIX JAHHBIX, PEXKUMbI Pa3rpaHUUYEHUA TPaB A0CTyNa
nosib3oBaresied UCIIJ[H, MECTOHAX0XKICHUE U YCJIOBUS PA3MEIIEHUA TEXHUUECKUX

cpeacts UCII/IH.
Wndopmarmonnsie cucrembl [IJIH mpeacTtaBmsiror cobodf  COBOKYMHOCTH
WH)OPMAITMOHHBIX W MPOTPAMMHO-AaNMapaTHBIX  AJIEMEHTOB, a  TakKke

WH()OPMAITMOHHBIX TEXHOJIOTHH, MPUMEHSIEMBIX Tipu 00padoTke [1/1H.

OcnosabiMU 351eMeHTamMu VCII/{H sBisttoTes:

MEPCOHAIbHBIE JAAHHBIC, COAEpXKalIecs B 0a3ax AaHHBIX, KaK COBOKYMHOCTb
uHdopmaru u ee Hocutene, ncnoabzyembix B UCI/Ix;

WH()OPMAITMOHHBIE TEXHOJIOTHH, IPUMEHsieMbIe Tipu 00padoTtke [1]1H;

TEXHUYECKHUE CpPEICTBa, ocymecTesatomue obpadorky [IJIlH (cpeactsa
BBIYUCITUTETLHON TEXHUKH, HH(POPMAITMOHHO-BHIYNCITUTEIIHHBIE KOMIJIEKCH W CETH,
CpPEeACTBA U CHUCTEMBI mepenaud, npuema u ooOpadotku [I/IH, cpeAacTBa U CUCTEMBI
3BYKO3aMUCH,  3BYKOYCWJICHWA, 3BYKOBOCHPOM3BEACHHS,  MEPETrOBOPHBIE U
TEJICBU3UOHHBIE YCTPOWCTBA, CPEACTBA U3TOTOBJICHUS, TUPAXKUPOBAHUA IOKYMEHTOB
U JpyTHE TEXHWYECKHE CpeAcTBAa 0OpabOTKM peueBOl, Tpaduueckod, BHUICO- H
oykBeHHO-1IM(ppoBOit MHGOopManmH) (naee — Texandueckue cpeactsa UCIIx);

MPOTpPaMMHBIE CpeACTBA (OMEPAITMOHHBIE CHUCTEMBI, CHCTEMBI YTPABJICHUS
0a3amMu TaHHBIX U T.11.);

CpeICTBa 3aUTH HH(GOPMAIIHH,

BCIIOMOTATEIbHBIC TeXHUUYECKHE cpeacTBa U cuctembl (BTCC) — texnnueckne
CPEACTBA M CUCTEMbI, UX KOMMYHHUKAI[MHU, HE MpEIHA3HAYEHHBbIE Il 00pabOTKH
[1/ln, HO pa3MelieHHBIE B TOMENICHUAX (Hamee — CaykeOHbIE€ TIOMEIICHHS), B
koTopeix pacmnonioxkensl MCII/IH, mx TexHuueckne cpeacTBa (pa3jvdHOTO poja
TenehOHHBIC CPEICTBA M CHCTEMBI, CPE/ICTBA BHIUMCIUTEIIPHOW TEXHUKH, CPEACTBA H
CUCTEMbI TIEPEIAUYM JTAHHBIX B CUCTEME PAJIMOCBSI3U, CPEJCTBA U CUCTEMbI OXPAHHOM
U TMOXKAPHOW CUTHAJIM3ALMKU, CPEJICTBA U CHUCTEMbl OMOBEUICHWA W CUTHAIW3ALINHY,
KOHTPOJIbHO-U3MEPUTEbHAS anmnaparypa, CpeAcTBa u CUCTEMBI
KOHJIULIMOHUPOBAHUS, CPEJICTBA U CUCTEMBI MPOBOJHON PATUOTPAHCIISAIMOHHON CETH
U TpUeMa NOporpaMM pPAJUOBEIIAHUS W TEJIECBUACHUSA, CPEACTBA 3JICKTPOHHOM
OPTTEXHUKH, CPEJICTBA U CUCTEMBI HJIEKTPOUACODHUKAITIH ).
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CaotictBa cpensl (TyTH) pacnpoCTpaHEHUS WH(GOPMATHBHBIX CHUTHAJIOB,
CoJIepKaINX 3alUIAeMy0 WH(GOPMAIIMIO, XapaKTePU3YIOTCS BUIAOM (DHU3HUECKON
cpeabl, B KOTOpod pacopoctpanaiorea I[I/lH, u onpeaenstorcss MNpU  OLICHKE
BO3MOKHOCTH peanu3anuu Y bI1/IH.

Bosmoxxnoctu uctounukoB YBIIJIH 00yCnoBiaE€HbB COBOKYMHOCTBHIO CIIOCOOOB
HECAHKIIMOHWPOBAHHOTO W (Wnw) ciydaiiHoro agoctyma k [IJI[H, B pe3ynbrare
KOTOPOTO  BO3MOXKHO  HapymieHHe  KOH(UIACHIUATBHOCTH  (KOMHUPOBAHME,
HEMPABOMEPHOE PACIPOCTPAHEHHUE), TIEIIOCTHOCTH (YHHUYTOXKCHHE, W3MEHEHWE) W
noctynHocTH (6nokupoBanue) [1]1H.

Yrposza 6e3onacHocTu IIJ][H peanusyercs B pe3ynibTare oOpa3oBaHMUs KaHaja
peanmzaruu Y BI1/lH Mex 1y HCTOUHMKOM Yrpo3bl U HOcuTeneM (uctounukom) [1/1H,
YTO CO3/1aeT YCJIOBHS AJiA HapymieHus Oe3omacHocTy [1/lH (HeCaHKIIMOHWPOBAHHBIN
WJIW CITy9aiHBINA JOCTYT).

OcHoBHBIMHE 37ieMeHTaMu KaHama peanu3aiuu Y BIJ{H (pucynok 1) apisrores:

uctounuk YBIIJIH — cyOBekT, mMaTepuanbHbIE OO0BEKT WIH (PHU3UUIECKOE
siBjieHue, co3aaromue YBbII/IH;

cpena (mytb) pacnpoctpanenus [IJ[H wim BO3meHCTBHM, B KOTOPOWM
(mzuUecKkoe ToNie, CUTHAN, JAHHBIC WM MPOTPAMMBI MOTYT PaclpOCTPaHATHCA W
BO3/ICHCTBOBATh HA 3aIWIIAEMbIE CBOWCTBA (KOH(PUACHIMAIBHOCTD, IEIOCTHOCTD,
noctynHocTh) [1)[H;

Hocutenb [1/lH — ¢puznueckoe U0 WM MaTepPUATbHBIA OOBEKT, B TOM UHUCIIE
dbm3udeckoe moite, B kotopoM II/[H HaxoAsST cBOe OTpakeHHE B BHJAC CHMBOJIOB,
00pa30B, CUTHAJIOB, TEXHUUYECKUX PEIICHUHA W MPOILECCOB, KOJUUYECTBEHHBIX
XapaKTEPUCTHK (PU3MUCCKUX BETMUWH.

Cpena pacnpocTpaHeHust
Hcrounuk I1/11 1 Bo3neHcTBuUiA
yrpo3 OesonacHoCcTH | ¥ TpreMHuK “—> Hocwurens 1110
I TH UH(POPMATUBHOIO CHrHAJIA
IlepenaTunx
BO3JIEHCTBYIOLETO CUTHANIA

Pucynok 1. O6o01ienHas cxema KaHajia peain3aiiy yrpo3 0€30MacHOCTH
MIEPCOHAIBHBIX TAHHBIX

Hocurerm I1/ln moryt comepxarb uWHOOPMAIMIO, TMPEACTABICHHYIO B
CICAYIOIINX BUAAX:

akyctrueckas (peuesast) madopmarms (PU), cogepxarmascs HEMOCPEICTBEHHO
B mpom3HocuMo# peun mosbs3oBatenss VCIIJIH mpu ocymrecTBaeHUN wM (PyHKIHH
ronocoBoro BBoma IIJIn B WCIIJIH, nubGo Bocmpou3BoaMMas aKyCTHUECCKUMH
cpencteamu UCIIJIH (ecnm Takue hyHKITHN MPEYCMOTPEHBI TEXHOJIOTHEH 00paboTKH
[1/TH), a Tarxke coaepskamiascs B OSJCKTPOMAarHUTHBIX TOJIIX M DJCKTPHUUCCKHUX
CHTHaJIaX, KOTOPBIC BO3HUKAIOT 32 CUET MPeoOpa30oBaHmil aKyCTHIECKOM HHMOpMAITHAH,

BunoBas nadopmanua (BU), npencraBneHnas B BUIE TEKCTa U U300paKCHHIMA
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PA3TUYHBIX YCTPOWCTB OTOOpakeHUsT WHGOPMAIIMN CPEJACTB BBIYUCITATEIHHOM
TEXHUKHA, WHOOPMAITMOHHO-BBHIYHCIUTEIFHBIX KOMITIEKCOB, TEXHHUECKHX CPEICTB
o0paboTku rpaduueckoii, BUACO- B OYKBEHHO-IIMGPOBOH MHGOPMAIIHH, BXOIAIINX B
coctaB UCII/IH;

undopmarms, obOpabareiBaemas (mmpkynupytomas) B HCII[lH, B BHIE
ANIEKTPUUYECKUX, SJIEKTPOMArHUTHBIX, ONTUYECKUX CUTHAJIOB;

undopmarms, oopadarsiBacmas B UCIIJIH, mpencrasieHHas B Buae Out, OaiT,
(haiiI0B W IPYTUX JIOTHUECKUX CTPYKTYP.

B memsax ¢opmuposanms cuctemarn3upoBaHHoro mnepeuns YBIIJIH mpu ux
oopadorke B MCIIJIH m pa3pabdoTke Ha WX OCHOBE YaCTHBIX MoOACICH
MPUMCHHTENIPHO K KOHKpeTHOMY Buay WCIIJIH yrpo3sl kinacCHPHIUPYIOTCS B
COOTBETCTBHH CO CJICAYIONTAMHA MTPU3HAKAMU (PUCYHOK 2):

no BuAy 3amuiiaemoit ot YBIIJ/Ia nadopmanmm, conepxarmeit [1)]H;

10 BHUJIAM BO3MOXKHBIX UCTOUHUKOB Y DBIIJIH;

no tuny MUCIIJIH, Ha KoTOophie HampaBaeHa peanu3anus YBII/IH;

1o crnocoOy peanuzanuu YBII/IH;

M0 BHY HApPYIIaeMOTro CBOWCTBA WH(pOPMANHH (BUITY HECAHKITMOHUPOBAHHBIX
nercTBui, ocymecTisieMbix ¢ [1/1H);

10 UCITOJB3YEMOM YA3BUMOCTH,

10 0OBEKTY BO3ICHCTBHS.

[Io BuaaM BO3MOXKHBIX HCTOUYHWUKOB YbBIIJ[H BBIACHAIOTCA CICAYIOMINE
KJIACChl YIpo3:

yIpO3bl, CBA3AaHHbIE C TMPEJIHAMEPEHHBIMU WJIM HENPEIHAMEPEHHBIMU
aercTBUAMU Jun, wuMerommx gocryn k  MCII/H, Bkmoyas moJb30BaTEICH
UCTIIH, peammsyrommx yrpo3sl Hemnocpenactsenno B HWCII[a  (BHYyTpeHHMIA
HaPYITUTENh ),

yIpO3bl, CBA3aHHbICE C TNPEAHAMEPEHHBIMU WM HENPEIHAMEPEHHBIMU
OEeUCTBUAMHU I, He mMmerommux aoctyna k MCIIH, peanusyronmx yrposbl M3
BHCIITHUX CETEH CBSA3M OOIMEro TOJb30BAaHUS M (WJIM) CETeH MEXIYHApPOIHOTO
uHOpPMaITMOHHOTO 0OMEHa (BHETITHUM HAPYIITATENTD ).

Kpome Toro, yrpo3sl MOryT BO3HHUKAaTh B PE3yJbTaTe BHEIPEHUSA
anmnapaTHbIX 3aKJIaJI0K U BPEJIOHOCHBIX MPOTrpamMM.

I[To Tuny HWCIIJIlH, ©Ha KoTOphie HampaBieHa peanuzanua YBIIJIH,
BBIJICJISIFOTCS CIEYIONINE KIAaCChl YTPO3:

yrpo3bl Oe3omacHoctu [I/lH, oOpabarbiBaembix B HCII/lH Ha 06aze
aBTOHOMHOTO aBTOMaTHU3MPOBAHHOTO pabouero mecta (APM);

yrpo3bl Oe3onacHoctu II/[H, oOpabateiBaembix B UCII/IH Ha 06aze APM,
MOJKIIIOYEHHOTO K CETH OO0Iero moib30BaHUS (K CETH MEXKIyHAPOJIHOTO
uH()OPMAITMOHHOTO 0OMEHA);

yrpo3sl 0e3onacHocTH [1/1H, oOpabaTteiBaeMbix B MCII/IH Ha 0ase JIOKAJIbHBIX
WH)OPMAITMOHHBIX CUCTEM 0€3 TTOJAKITIOUEHHS K CETH OOIIEro moJib30BaHuA (K CETH
MEXKYHAPOIHOTO HH(OPMAITMOHHOTO OOMEHA);
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yrpo3sl 0e3onacHocTH [1/1H, oOpabaTteiBaeMbix B MCII/IH Ha 0ase JIOKAJIbHBIX
WH()OPMAITMOHHBIX CHCTEM C TOAKITIOUEHHUEM K CETH OOIIero MoJb30BaHUs (K CETH
MEXKYHAPOIHOTO HH(OPMAITMOHHOTO OOMEHA);

yrpo3bl Oe3omacHoctu [I/lH, oOpabarbiBaembix B HCII/lH Ha 06aze
pacmpeneicHHBIX WH(GOPMAMOHHBIX CHUCTEM 0€3 MOAKIIOUCHHS K CETH OOIIEero
MOJTb30BaHUs (K CETH MEKIYHAPOAHOTO WH(POPMAITMOHHOTO OOMEHA);
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Knaccndpukanua yrpo3 6e300acCHOCTH NEPCOHATIBHBIX JAHHBIX

Ilo Buay 3amumaemoii ot YBIIH nundopmanuun, cogepxameii 11/In

\ VYrpossl PU | \ VYrpossl BU | [ ¥Yrposer undpopmarun, obpabaTeiBacmoii B TCOU | [ ¥Yrpossl uadopmanuu, obpabareiacmoii B AC |

ITo BHAaM BO3MOKHBIX HCTOYHUKOB Y BIL/H

CozsgaBaeMble BpeJOHOCHBIMU ‘

CosaBaeMble HapyIIUTEIEM ‘ ‘ Cosnapaemble anmapaTHol ‘ ‘

(pusmUIecKUM JUIIOM) 3aKJIaJKON nporpaMMaMu
— = o o P o 5
CosylapacMble BHYTPEHHAM ‘ Co3snaBaeMble BCTPOSHHOM nporpaMMHOM 3akjiajkoH, mporpaMmoi Tuna“TposHckuil KOHB ‘
3aKJIagKOM
HapYLIHTCIOM IpoTrpaMMHBIM BUPYCOM ‘
Co3gaBacMbIc BHEITHUM CosgaBaeMble aBTOHOMHOM
HapyIIUTEIEM 3aKJIAIKOM BPEJOHOCHOM MporpaMMoii, pacnipocTpaHsIOeics o ceTH (CeTEBBIM YEPBEM ) ‘

JPYTHMH BPETOHOCHBIMU IIPOrpaMMaMH, IIPEAHA3HAYCHHBIMHY JULS
ocymtecrBiaenuss HCJI (moaGopa nmaposieit, yaaJleHHOTo JOCTYIa U Ip.)

Ilo By Hapymaemoro cBoiictBa mHGpopManuu (BUIY HeCaHKIIHOHHPOBAHHEIX JeiicTBHii, ocymecTBIgeMbIxX ¢ I1/Imn)

VYrpossl KOHGUASHITHAIBHOCTH (YTEUKH, [IepeXBaTa, cheMa, YTpossl HEJOCTHOCTH (YTPaThl, YHUYUTOMXKEHMUS, YTpo3sl JOCTYIHOCTH
KONMPOBAHMSL, XUIICHUS, pasrialleHus) MHGOpMaluu mMombuKaimuu ) uHpopmaru (6a0kupoBanHus ) MHGOPMALU

ITo Tunmy ICII/IH, Ha KoTOpHle HanpaBJIeHa peamszanusa YBIIAn

VYrpossl 6ezonacHoctu I11H, VYrpossl 6e3onacHoctu [1J1H, 06pabaThiBaeMBbIX B VYrpossl 6e3omacHoctu I1]1H, o6pabaTbiBaeMBbIX B
obpabarsiBacMbix B UCII/TH Ha 6aze APM (¢ HCIIJIH Ha Gase TOKAIBLHOMW BBIMUCIATETLHOM HCII /11 Ha 6aze pacnpeneaeHHBIX
MOJKJIFOYEHUEM U Ge3 MOJAKIIOUEHUS K ceTH (¢ MOAKJIIOYEHUEM U Ge3 MOAKIIOYUEHUS K MH(POPMALIMOHHEIX CUCTEM (¢ MOAKIIOYEHUEM,
BBIYUCJINTEIBHOM CETH) pacrnpeae/IeHHOU BBIYMCIUTENIBHOM ceTH) 6e3 MOAKIIIOYEHNUS K CETH OGILEro IMoJIb30BaHMs )

IIo cnocobam peammzaumuu Y BITIxn

Yrposwl cHelMaibHBIX BosaeiictBuit Ha UCII [ H ‘ ‘ Vl“pOSI)I HCJH 8 UCITH ‘ Vl"pOSBI VTCUKH I/IH(I)OpMaI_[I/II/I 110
TEXHHUYCCKHUM KaHaJlaM

—{ MeXaHU4YeCKOro Bo3jleHcTBUs YTrpossl, peanusyeMble ¢ IPUMEHEHUEM

IIPpOTpaMMHBIX CPEACTB OHCpaHHOHHOﬁ CUCTECMBI

II0 aKyCTUYIECCKOMY

—{ TEpPMHUUECKOr0 BO3ACHCTBUA MATHUTHBIM IOJIEM YTrpossl, peanusyeMble ¢ IPUMEHEHUEM
5JIEKTPOMAr HUTHOTO BPEJOHOCHBIX IIpOrpaM HO CMOIIAHHBIM
BO3JEUCTBUS

+——{ XMMHWYECKOTO BO3ACHCTBUS ] 3ICKTPUYCCKUMHU 10 paguoKaHaIy
| [aKycTMUeCKOTo BO3ACHCTRUS | UMIIYJIbCaMU ¥Yrposwl yreuku PU
5 _ | Yrpo3sl, peaausyeMble ¢ IPUMEHEHUEM ‘ [0 SJICKTPUHCCKOMY KaHaly
— Guojorm4ecKkoro Bo3aAeucTBUS 3JIEKTPOMAarHATHEIMHI
1/131?1 e crienuanbHo pazpaboransHoro I1O ‘ 110 OLTHHIECKOMY KaHaTy Yrposer yreuku BU ‘
—{ paaAuallMOHHOTO BO3JECUACTBUS | Yy

YTrpossl yTedKHu
nHpOpPMALIUY 110 KaHaJIaM
II5MUH

» (mapaMeTpUUecKUM ) KaHaJIaM
ITo HcnosIb3yeMoii yA3BHMOCTH

c C ucnonb30BaHUEeM C ucnoiab3oBaHUEeM C UCTTONTB30BAHUEM C HCIIOIB30BaHUEM YSI3BUMOCTEH,
ucriofbzoBabveM | | C UCTONMB30BaHUEM . > .
BUMOCTIL VSBIMOCTH VYSI3BUMOCTH, BBI3BAHHOM VSI3BUMOCTEH IMIPOTOKOJIOB VSI3BUMOCTH, BBI3BAHHOM 06y CIIOBJIMBAIOIINX HAJIAHE C UCToNib30BaHUEeM
Vi HamuumeMm B AC CETEeBOTO B3aUMOJACHUCTBUSA U HEeZIOCTATKAMH OpraH3alii TEXHUYECKNX KaHAJIOB YTEUKHA ysBumocTte C3U
cuctemuoro [1O npuxsaggoro 110 -
amnmapaTHOH 3aKJIaaKu KaHaJIOB IepeJady JaHHBIX T3U ot HCJT vH(popMaru
IIo o6BeKxTy BO3aeiicTBHS
VEII VYBII/TH, 06pabaThiBaeMBbIX B BBIIEICHHBIX VYBII/1H, nepexaBaeMbIX VYTIpo3bl NPUKIIAIHBIM IIPOTpaMMa, YTrposbl CUCTEMHOMY
JH, o6pabarbiBaeMbIx Ha APM [O. obecMeTHBATOIIEM
TEXHHYECKUX CPeACTBax oOpaboTku IO CETSAM CBI3U NpeHa3HAuCHHBIM 111 paGoThI ¢ [T1H > eMy
byHKIMOHUPOBaHNE
Ha oTuy>kgaeMBIX HocuTe X HHBOPMAaIUU Ha npunrepa, miorrepax, VYBIIJu npu nepejade CUTHAJIOB HCIIn
rpadOnOCTPOUTEISIX U T.I1. O TUHUSM CBS3U
Ha BcTpoeHHBIX HOCHUTENISX JOJITOBPEMEHHOT0 XpaHeHusT nHPOpMaLi
= Ha BBIHOCHBIX TepMUHATIAX, VYBIIJJx npu oGpaboTKe MAKETOB B
B cpeacreax 06pa6OTKI/I U XpaHCHHUA OINCPaTUBHOU I/IHd)OpMaLII/II/I ‘ MOHUTOpPAaxX, BUACOMIPOCKTOpax KOMMYHHKAITHOHHBIX 3JIEMEHTaX
B cpencreax (moprax) BBoza (BeiBoAa) uHpopmaruu ‘ B cpencTBax 3BYKOYCHUICHUS uH(DOPMAHOHHO-
p pr p peA YKoy > TEJICKOMMYHHUKAIIMOHHBIX CHCTEM
3BYKOBOCIIPOU3BEICHUS

Pucynok 2. Knaccudukamms yrpo3 6€30macHOCTH EPCOHAIBHBIX JaHHBIX,
obpabarbiBacMbIX B HH(OPMAITHOHHBIX CHCTEMAX IEPCOHATBHBIX JAHHBIX

14!
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yrpo3bl Oe3omacHoctu [I/lH, oOpabarbiBaembix B HCII/lH Ha 06aze
pacmpeeICHHBIX WH()OPMAITMOHHBIX CHCTEM C TMOIKIIOYEHUEM K CETH OOIIero
MOJTb30BaHUs (K CETH MEKIYHAPOTHOTO WH(POPMAITMOHHOTO OOMEHA).

ITo cnocobam peanuzaniun YBIT/[H BIAETAIOTCS CIEAYIOMME KIIACChl YTPO3:

yrpo3si, cBsizaaable ¢ HCJ[ x II/lH (B TOM umcie yrpo3bl BHEIPCHUS
BPEIOHOCHBIX TTPOTPAMM );

yrpo3sl yreuku [1/IH o TexHuIeCKnM KaHalaM yTeUKH HH(OpMAIIH;

yrpo3bl crnenuanbHbiX Bo3aeicTeuit Ha UCITIH.

[lo Buay HECAHKIIMOHWPOBAHHBIX ACHCTBHH, ocymecTBisieMbix ¢ [I/IH,
BBIJICIISIOTCS CIEAYIOIINE KIIACChl yTPO3:

yrpo3bl, TPUBOAAIMNAE K  HapymieHuto  kKoHpuaeHmumanbHoctrn  [1/lH
(KOTMMPOBAHUIO WM HECAHKIIMOHUPOBAHHOMY PACIPOCTPAHCHHUIO), TIPH PeaTH3aIlin
KOTOPBIX HE OCYIIECTBJACTCS HEMOCPEACTBCHHOTO BO3JCUCTBUA HAa COJACPIKAHUE
uHdopmaImy;

yIpO3bl, TPUBOAAININE K HECAHKIIMOHUPOBAHHOMY, B TOM UHWCJIE CIIy4alHOMY,
BO3/ICHCTBHIO HA  COJAepkaHWe  WH(poOpManud, B  Pe3yJbTare  KOTOPOTO
OCYIIECTBIIACTCA n3MeHeHne [[/IH Wi nx yHU4TOXKEHUE,

yIpO3bl, TPUBOAAININE K HECAHKIIMOHUPOBAHHOMY, B TOM UHWCJIE CIIy4alHOMY,
BO3JICHCTBHIO HA MPOrPAaMMHBIE WU MporpaMmMHo-annapaTtHeie anementsl UCI/IH, B
pe3yJibTaTe KOTOPOro OCyIiecTBgeTca onokuposanue 11/{H.

[To ucnonbs3yeMoil yA3BUMOCTH BIACIISIOTCS CIEAYIOIINE KIACChl YTPO3:

YIPO3bl, PEATU3YEMBIE C UCTIOIB30BAHUEM YA3BUMOCTH cucTeMHOro [10;

YIPO3bl, PEATTU3YEMBIE C UCTIOIB30BAHUEM YA3BUMOCTH npukiaaHoro [10;

YIPO3bl, BO3HUKAIOIIKNE B PE3YJIbTATE UCMOJIb30BAHUS YA3BUMOCTH, BHI3BAHHOM
HajguuueM B AC annapaTHOM 3aKJIa/iKu;

YIPO3bl, PEAUTU3YEMBIE C UCTIOIB30BAHUEM YSI3BUMOCTEH MPOTOKOJIOB CETEBOTO
B3aUMO/JICHCTBUS U KQaHAJIOB MEPEeAaUM TaHHBIX;

YIPO3bl, BO3HUKAIOIIKNE B PE3YJIbTATE UCMOJIb30BAHUS YA3BUMOCTH, BHI3BAHHOM
Henoctatkamu opranuzanuu 131 ot HC;

yIPO3bl, PEATU3yeMbl€ C HCIOIb30BAHUEM YA3BUMOCTEH, 00YCIOBIUBAIOIINAX
HaJIMYHAC TEXHUYCCKUX KaHATIOB YTEUKHA WH(pOPMAITNH,

yTPO3bl, PEATU3YEMBIE C UCTIOIb30BaHUEM ysa3BUMocTel C3U.

[To 00BbEKTY BO3ICHCTBUA BBHIACIAIOTCA CJICIYIOLINUE KIACChl YIPO3:

yrpo3sl 0e3onacHocTH 11/1H, oOpabarkiBaembix Ha APM;

yrpo3sl Oe3onacHoctd 1I/lH, oOpabaThiBaeMblX B BBIJEIEHHBIX CPEIACTBAX
00paboTku (MpUHTEpaX, MIOTTEPax, TPadomoCTPONTENSIX, BHIHECCHHBIX MOHUTOPAX,
BHJICOTIPOEKTOPAX, CPEACTBAX 3BYKOBOCTIPOU3BEACHUS U T.11.);

yrpo3sl 0e3onacHocTH 11/1H, nepeaaBaeMbiX MO CETAM CBS3H;

YIpO3bl NPUKJIAJAHBIM [TPOrpaMMaM, ¢ MOMOIIBIO KOTOpbIX oOpabatsiBatoTes [1]1H;

yrpo3sl cuctemHomy 110, obecneunsaromemy dyuakmuonupopanue MCI/IH.

Peanuzauma ompnoit w3 YDBII/IH mnepeuncineHHBIX KJIAaCCOB WM MX
COBOKYMHOCTH MOXET TMPUBECTH K CICAYIOUIMM TUNAM TOCJICACTBUN  AJid
cyonekToB I1/[H:

3HAQUUTEJIbHBIM HETATUBHBIM MOCIEACTBUAM sl CyObekTOB [1/1H;
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HETATUBHBIM MOCIEICTBUAM 115l CyObeKTOB [1/1H;

HE3HAYUTEJIbHBIM HETaTUBHBIM MOCAEACTBUAM JiJis1 CyObeKTOB [1/]H.

Yrpo3bl yreukn [I/I[H Mo TeXHHYECKHMM KaHajiaM OJHO3HAYHO OMMUCHIBAKOTCS
XapaKTEePUCTHKAMU WMCTOYHWKA WH(popManuu, cpenbl (MyTH) pactpoCTpPaHEHUS H
MpUeMHUKAa WH(POPMATUBHOTO CHUTHAJIA, TO €CTh OMPEACIAIOTCS XapaKTEPUCTHKAMHU
TEXHUYECKOrO KaHana yreuku [1/1H.

VYTpo3bl, cBA3aHHbIE ¢ HecaHKuumoHupoBaHHBIM noctynoMm (HCJI) (manee —
yrpo3st HCJI B UCIIJ/IH), mpeAacTaBisitOTCS B BHIE COBOKYIMHOCTH OOOOIICHHBIX
KJIACCOB BO3MOXHBIX HCTOYHUKOB yrpo3 HCJI, ysa3BuMOCTEH MNpPOrpaMMHOr0O M
annapatHoro ootecneuenus HCII/IH, cnoco0oB peanuzainmu  yrpo3, OOBEKTOB
BO3/ICHCTBHS (HOCHTENICH 3amuInaeMor WH(pOpMaIiy, JTUPEKTOPUEB, KaTaJIOTOB,
datinos ¢ [1/Im nm camux [1/[H) ¥ BO3MOXKHBIX NECTPYKTHUBHBIX AcicTBui. Takoe
MIPEICTABIICHAE OMUCHIBACTCS CleayIomei (hopMam30BaHHOM 3aMTUCHIO:

yvepoza HCJ[: = <ucmounux yeposvl>, <YA36UMOCHb NPOCPAMMHO20 UL
annapamuozo  obecnedeHus >,  <cnocob  peamuzayuu - yepozvl>,  <00bexm
8030€lCMBUS >, < HECAHKYUOHUPOBAHHBII OOCHIYN >,
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4. Yrpo3bl yTeuku HH(pOpMALIUH 110 TEXHHUYECKUM KaHAJIaM

OCHOBHBIMH ~ 3JICMEHTAMW OINHCAHWUS yTPO3 YTCUKW WH(QOpMAIuu 1o
texandeckuM kaHajgam (TKVYUW) sasnaioTcsa: HMCTOUHMK Yrposel, cpeaa (IyTh)
pacnipocTpaHeHuss ~ WH(POPMATHBHOTO CHTHAJIAa ®W  HOCHUTENb  3alUIIACMOM
uHdopMaIm.

HUcrounnkamu yrpo3 yTeuku HWHGOpPMAIMK 10 TEXHUYCCKHM KaHaJIaMm
apsioTes  (pusmdeckue Jmma, He wmMmeromnme goctyna k MCIIJIH, a Takke
3apyOeKHbBIE CIENCTYKObl WJIM OpraHm3aliy (B TOM YWCJIE KOHKYPHUPYIOIIHE WA
TEPPOPUCTHUCCKHE), KPUMHUHAIBHBIC TPYMIHUPOBKH, OCYIICCTBIIFOIINE TIEPEXBAT
(cbeM) mHGpOPMAIMHA C HWCIOJB30BAHUEM TEXHUYECKHUX CPEACTB €€ PETHCTPAINH,
npueMa uin pororpadupoBaHHUs.

Cpena pacmpoctpaHeHust ”HGOPMATHBHOTO CHTHAjIA — 3TO (pusmdeckas cpena,
Mo KOTOpPO#W WH(OOPMATHBHBIM CUTHAJT MOXET PACHPOCTPAHITHCS W MPUHAMATHCA
(perucTpupoBaThcsa) npueMHUKOM. (Cpena pacmpoCTpaHEHUS MOXKET OBITh Kak
OJTHOPOJHOW (HampuMep, TOJMBKO BO3AYINHOWM), TaK W HEOMHOPOJHON 3a cUeT
nepexoaa CHWrHajga W3 OJHOM Cpembl B JPYrylO (HampuMep, B PE3yJbTare
aKyCTOYJICKTPUUCCKUX WJTA BUOPOAKYCTHUCCKUX MPEOOPa3OBAHMM).

Hocutenem 11/l sBagerca mnonb3oBatens MCII/IH, ocyIecTBASIONUHA
ronocoBoi BBoa [1/Tn B UCII/IH, akyctuueckas cuctema MCII/IH, Bocnpoun3poasiias
IT/Ia, a Taxke texamueckue cpeacrBa MCII[H u BTCC, cozparomue usndeckue
TOJIA, B KOTOPBIX WH(POPMAITH HAXOIUT CBOE OTPAKEHHUE B BUJE CHMBOJIOB, 00pa3o0B,
CHUTHAJIOB, TEXHUYECKUX PEIICHWH W TMPOIECCOB, KOJIMYCCTBECHHBIX XaPaKTEPUCTHK
(hM3UYEeCKIX BETMUHWH.

[Tpu ob6padotke I1In B MCII/IH 3a cuer peanu3aluiu TEXHUYECKUX KaHAJIOB
yTeuku HHGOPMAITK BO3MOXHO BOSHUKHOBEHUE cieayomux Y bI1/Ix:

yrpo3 yTEUKH aKyCTHUECKOM (peueBoii) mHpopmaImm;

yTpo3 yTEUKH BUAOBOW HH(POPMAITNH,

yrpo3 yTeukd uWHGOPMAIMK 10 KaHajlaM TOOOYHBIX 3JICKTPOMATrHUTHBIX
u3nyuyeHnit u HaBoaok (IIDMUH).

4.1. Yrpo3sl yTeuku aKkycTu4eckoii (peuenoii) uagopmauuu

Bo3HukHOBEHHME Yrpo3 yYTEUKHW aKyCTHUYECKOW (peueBoi) wHQpOpMAaInH,
coaepKaIleicss HEMOCPEACTBEHHO B Mpou3HOCHMMON peun monb3zoBatens MCII/H,
mpu obpadorke [1/ln B MCII/IH, oOycnoBieHo HamumuueM (YHKIHH TOJIOCOBOTO
Beoga [[J/lm B8 UCII/ln wim ¢ynxkumii Bocmpomssenenus [IJ[H akycTuueckummu
cpeacteamu UCII/IH.

[lepexBar akycTrueckoit (peueBoii) nH(OpMaIMK B JAHHBIX CITydasx BO3MOXKCH
C WCTOIB30BAHUEM amIapaTypbl, PETUCTPUPYIONMICH aKyCTHUYeCKHEe (B BO3IyXE) H
BUOPOAKyCTHUECKHUE (B YIPYTHUX CPeAax) BOJHBI, @ TAKXKE JICKTPOMArHUTHEIE (B TOM
YUCJIC ONTHYCCKUE) W3IYyUEHUS W DIICKTPUUCCKUE CHUTHAIIBI, MOIYJIMPOBAHHBIE
WH(OPMATHBHBIM aKyCTHUCCKAM CHT'HAJIOM, BO3HUKAIOIIUE 32 CUET MPeOoOPa30BAHMIA B
TexHudeckux cpeactax oopadotku 11/In, BTCC u cTpoUTENbHBIX KOHCTPYKIUAX U
WH>KEHEPHO-TEXHUYECKUX KOMMYHUKALMAX MO BO3ACHCTBUEM aKyCTUUYECKHUX BOJIH.

Kpome sToro, mepexsaT akycTHUECKO# (pedyeBoii) mHpOpPMAIMA BO3ZMOKEH C
UCIOIb30BAHUEM  CHEUUAJBHBIX  AJEKTPOHHBIX  YCTPOWCTB ChEMa  pPeueBOit
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uHdopMaIi, BHEAPEHHBIX B TexHWUeckue cpeactBa obOpabotkm [1/In, BTCC m
MOMEIIEHUS WIN MOAKIIFOYEHHBIX K KaHAJIaM CBA3H.

Yrpos3sl OezonacHoctu [1/[H, cBsAi3aHHBIE C TEPEXBATOM aAKYCTHUECKOM
uH(DOPMAITMK C HWCTOJB30BAHUEM CIIEIUAJBHBIX ASJICKTPOHHBIX YCTPOUCTB Chema
peueBoii mHpopMariK («3aKJIaJOUYHBIX YCTPONCTBY ), OMPEACISIFOTCSA B COOTBETCTBUAN
C HOPMATUBHBIM AOKyMeHTamMu DenepanbHON ciyxk0bl Oe3onmacHocTu Poccuiickoit
Oenepanyy B yCTAaHOBJICHHOM €10 TTOPSIKE.

[TepexBaT akycTHUeCKOM (peueBoii) HH(OPMAITUH MOKET BECTHUCH:

CTallMOHAPHOHW amnmapaTypoM, pasMeriaeMonl B OJH3JIeKAIUX CTPOSHUAX
(3MaHUAX) ¢ HEKOHTPOJUPYEMBIM TTPEOBIBAHUEM MTOCTOPOHHUX JIUIT,

MOPTAaTUBHOM BO3MMOW amNmaparypov, pa3MemaeMol B TPAHCIOPTHBIX
CPEACTBAX, OCYIIECTBIISIFOIIMX JBUKCHUE BOJIU3H CIIY>KEOHbIX MOMEIIEHUN WU MPHU
WX TTAPKOBKE PAIOM C 3TUMH MOMELICHHUAMHU,

MOPTAaTUBHOW HOCWMOW amnmapaTypor — (PU3WUECKUMH JIIIAMHA TIPH  HUX
HEKOHTPOJIMPYEMOM  NPEOBbIBAHUM B CIYKEOHbIX  TMOMEUIEHUAX WA B
HEMOCPEJACTBCHHOM OJIM30CTH OT HUX;

ABTOHOMHOM aBTOMATHYECKOW anmnaparypo, CKPBITHO YCTAaHABIUBAEMOWU
(pM3UUEeCKUMHU  JWIIAMU  HETIOCPEJCTBCHHO B CIY)KCOHBIX TOMEIICHUAX WIH B
HETOCPEACTBEHHON OJIM30CTH OT HUX.

4.2. Yrpo3sl yTeuky BU10BOI nH(popmanuu

YTpo3sl yTeukn BUA0BON HH(POPMAITMHN PEATU3YIOTCSA 3a cueT mpocmoTpa [1)[H
C TIOMOIIBI0 ONTHYECKUX (OMTHKOAICKTPOHHBIX) CPEIACTB C JKPAHOB HCIICEB W
JPYTHX CPEJICTB OTOOPAXKECHHS CPEACTB BHIUMCIIATEIPHON TEXHUKH, WH()OPMAITMOHHO-
BBIUHUCITUTENIBHBIX KOMIUICKCOB, TEXHWYECKUX CPEACTB 00paboTkh TpadudecKoi,
BUJIC0- U OYKBEHHO-TIM(poBO nHpOopMarim, Bxo X B coctaB UCIT/IH.

Kpome storo, mpocmotp (peructpamus) [/l BO3MOXKEH ¢ UCTIONB30BAaHUEM
CHEUUATIbHBIX 3JICKTPOHHBIX YCTPOHCTB ChEMA, BHEAPEHHBIX B CIYXKEOHBIX
MOMETICHHUSIX WM CKPBHITHO MCIIOB3YEMBIX (DU3UUCCKUMU JTUIIAMHU TIPH TTOCEIIICHUH
HUMH CJTYKEOHBIX MTOMEIIEHUM.

Yrpo3sl  Oe3zonacHoctd  [IJ[H, CBs3aHHBIE C WX T[EPEXBATOM TNIpPHU
WCIOIb30BAHUU  CHEIUAJIbHBIX  3JEKTPOHHBIX  YCTPOMCTB CheMa  BUJIOBOHU
uHopMaIu (BUACO3AKIAA0K), OMPEACIIIOTCS B COOTBETCTBUHM ¢ HOPMATHBHBIM
nokymeHTamu DenepalibHOM Ciyk0bl  Oe3omacHocTH Poccuiickoit deneparniu B
YCTAHOBJICHHOM €10 TMOPAIKE.

HeobxoaumbiM  ycimoBueM OCyHIECTBIICHHS TpocMoTpa (peructpammu) [1/1H
ABJISIETCA ~ HAJW4YME MOpsIMOM  BUIUMOCTH MEXKIY CPEICTBOM  HAOMOACHUSA
u HocuTesiem 11/1H.

[Tepexat [1JIH MOXKET BECTUCH:

CTallMOHAPHOHW ammapaTypo#, pa3MmelaeMoil B ONM3JIEKAIIUX CTPOCHHUAX
(3MaHUAX) ¢ HEKOHTPOJUPYEMBIM TTPEOBIBAHUEM MTOCTOPOHHUX JIUIT,

MOPTAaTUBHOM BO3MMOW amnmaparypov, pasMelaeMod B TPAHCIIOPTHBIX
CPEJCTBAX, OCYIIECTBJIAIONINX JBM)KCHHUE BOIM3M CIY)KECOHBIX MOMEIICHUN WIn
MPU UX NAPKOBKE PAJAOM C STUMU MOMEIIECHUSIMU,
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MOPTAaTUBHOW HOCHMOMW amnmapaTypoil — (U3MYECKUMHU JIAIAaMH TIPH  HUX
HEKOHTPOJIUPYEMOM npeObIBAHUH B CITY>KE€OHBIX MOMEIICHUAX 15N 0
B HEMOCPEACTBEHHOM OJIM30CTH OT HHUX.

[lepexsat (mpocmoTp) [1/IH MOXKET OCYIMIECTBIATHCS MOCTOPOHHUMU JIUIIAMH
MyTEM HMX HEMOCPEACTBEHHOIO HAOIOJACHUA B CIYKEOHBIX MOMEIICHHUSAX JIMOO C
paccTosHuA TpaMoi BUaMMOCTH u3-3a mnpeaenos HMCII/ln ¢ wucnonab3oBaHuEM
ONTHYECKHUX (OTMTHKOAIEKTPOHHBIX ) CPEIICTB.

4.3. ¥Yrpo3bl yreuxku nHpopmManuu no KaHajaaM modoIHbIX
3JIEKTPOMATHUTHBIX H3JIyYeHHH U HABOAOK

Bo3nukHoBenue yrpossl I/l nmo kananam [IOMUWH Bo3MOxkHO 3a cuer
nepexBara TEXHUYCCKUMH CPEACTBAMU TOOOYHBIX (HE CBA3AHHBIX C TIPAMBIM
(byHKIIMOHAITFHBIM 3HAYECHUEM 3JIEMEHTOB NCTIIn) HH(pOPMATHUBHBIX
SJEKTPOMArHUTHBIX TIOJNEH W BJIEKTPUYECKUX CUTHAJIOB, BO3HHUKAKOIIUX MPH
oopadotke I1]] rexunueckumu cpeactsamu MCITIH.

I'enepanua wHdopMmanmm, coxepxkamieid [IJ[H W OUpKymmpyromed B
texandeckux cpenactsax UCIIJIH B Buae 37IeKTpUUECKUX HHPOPMATUBHBIX CHTHAJIOB,
00paboTKa U mepeaavya YKa3aHHbIX CUTHAJIOB B 3JIEKTPUUYECKUX HEMAX TEXHUUECKUX
cpeacts UCII/IH conpoBoKaaeTCsi MOOOUHBIMH 3JIEKTPOMArHUTHBIMU U3JTYYCHUSMH,
KOTOpbIE MOTYT pacClpOCTPAHATHCS 3a TMPEAEbl CIyXKEOHbIX TOMEIIEHUNA B
3aBUCHMOCTH OT MOUIHOCTH u3fyueHui u pazmepos UCIIIH.

Peructpamms [IDMUWH ocymectsisercst ¢ menpio mepexsata WHGOpMAII,
IUPKYJAPYIOIIEH B TEXHUUECKUX CpeacTBax, odpabareiBatommx [1J[H (B cpemcTBax
BBIUUCITUTEILHON TEXHUKH, WH(POPMAITMOHHO-BBIYUCITUTEIIBHBIX KOMITJIEKCAX W
CETAX, CPECTBAX M CHCTEMAxX Mepeaauu, npuema u oopadotku 11/1H, B ToM uncliie B
CPEACTBAX M CHUCTEMAX 3BYKO3AMUCH, 3BYKOYCWJICHHS, 3BYKOBOCIPOU3BEACHUA,
MEPErOBOPHBIX W TEICBU3MOHHBIX  YCTPOMCTBAX, CPEACTBAX MW3rOTOBJICHUA,
TAPAXKUPOBAHUA JOKYMEHTOB M JPYTMX TEXHUUYECKUX CPEACTBaX 00paboTKu
pedeBoi, rpaduUecKoid, BHIeO- U OyKBeHHO-IM(PPOBOI MHGpOpMAIIHH).

Hna  peructpauun  [IDMHWH  wucnons3yerca ammapatypa B COCTaBe
PAaJAONPUEMHBIX  YCTPOWCTB M OKOHEUHBIX  YCTPOMCTB  BOCCTAaHOBJICHUA
uHdopMaIm.

Kpowme 3toro, nepexsatr [ISMIMH B0o3MOkKEH C HCTIOB30BAHUEM SJICKTPOHHBIX
YCTPOHCTB TiepexBara WH(OpPMAIUK, TOIKITIOUEHHBIX K KaHaJlaM CBSI3W WM
TEXHUYECKUM cpeacTBaM oOpadoTku [1/]H.

Peructpamms [IOMUWH wmoXeT BECTUCh € HUCHOIb30BAHUEM alMaparypbl
CHEAYIOIIAX BUIOB:

CTallMOHAPHOW ammaparypoi, pa3MemiaeMoi B ONM3JIEKAIMX CTPOCHUIX
(3MaHUAX) ¢ HEKOHTPOJUPYEMBIM TTPEOBIBAHUEM MTOCTOPOHHUX JIUIT,

MOPTAaTUBHOM BO3MMOW  ammaparypel, pa3sMEIlaeMOd B TPAaHCHOPTHBIX
CPEACTBAX, OCYIICCTBIAIONINX JBUKCHUE BOIU3U CITYKEOHBIX MOMEIICHUN WIH TIPU
WX TTAPKOBKE PAIOM C 3TUMH MOMELICHHUAMHU,

MOPTaTUBHOW HOCHMOW  ammaparypod — (PU3WUECKUMH  JIUIAMU B
HenocpeacTBeHHo# 6u3zoctu ot UCII/IH;
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ABTOHOMHOM AaBTOMATHYECKOM ammaparypod, CKPBITHO YCTaHABJIMBAEMOU
(rzrdeckuMu HIaMu B HenocpeacTBenHo# ommzoctr ot UCIT/IH.

Kanamer yreukn wmabopManmm, oOyCIOBIICHHBIE HABOJIKAMH, 00pa3yloTcs 3a
CYET COEAUHUTENbHbIX JuHUM TexHuueckux cpeacts MCIIIH u BTCC wu
MOCTOPOHHMX MTPOBOTHUKOB (B TOM YHCIIC TIETIEH AIEKTPONATAHUSA U 3a3EMJICHH ).

HaBonku »nekTpoMarHUTHbBIX HW3IydeHud TtexHuueckux cpeacts HCIIIH
BO3HUKAIOT TMpPU HUBJIYYEHUH d3jieMeHTaMu TexHuuyeckux cpencts  HCII/n
WH()OPMATHBHBIX CUTHAJIOB TPH HAJIMYHHA EMKOCTHOW, WHAYKTHBHOW  WJIH
rajJbBaHUYECKONW CBSA3E€H COCNMHUTEIBHBIX JMHMN TexHudyeckux cpeacts MCIIIH,
aunnii BTCC 1 nocTOpoHHMX MPOBOJHUKOB. B pe3ysibTare Ha CiaydailHbIX aHTEHHAX
(memsix BTCC wnmm mocTOpOHHUX MPOBOTHUKAX ) HABOAUTCSA WH(OOPMATHBHBIN CHTHAI.

[Tpoxoxnenne nHGHOPMATUBHBIX CUTHAJIOB B TIEMH AJICKTPOITMTAHKS BO3MOKHO
NPy HAJIMYMKA E€MKOCTHOM, WHIYKTHUBHOW WJIM TaJbBAHUUYECKON CBS3M HMCTOYHUKA
nH(POPMATHBHBIX CHTHAJIOB B cocTtaBe TexHuueckux cpeacts MCIIJH u meneit
MATAHUS.

[Tpoxoxnenne WHPOPMATUBHBIX CHTHAJIOB B IEMA 3a3¢MJICHHUS OOYCIIOBJICHO
HAIMYUEM €MKOCTHOM, WHAYKTUBHONW WJIM TaJIbBAHUYECKON CBA3M HCTOYHHUKA
nH(OpPMATUBHBIX CUTHAIOB B cocTae anmapatypsl TCIIU u nieneit 3a3emieHus.

Jlna chema nH(pOPMAITUU ¢ IPOBOAHBIX JIMHUA MOTYT HUCITOJIb30BATHCA:

CPEICTBA Ch€Ma CHTHAJIOB, COACPIKAITUX 3alUIaeMyto HH(POPMAITHIO, C IIETICH
texanueckux cpeacts MCIIn m BTCC, nuauii cBA3M M mepeayd JTaHHBIX,
BBIXOJAIINX 32 TPEIAETBl CIIYKEOHBIX TMOMENICHUH (PKBUBAJICHTHI CETH, TOKOBBIC
TpaHchopMaToOpHl, MPOOHUKH ),

CpeICcTBAa ChE€Ma HABEACHHBIX HWH(GOPMATHBHBIX CHTHAJIOB C  IEMeH
3IEKTPONUTAHUS,

CpeICTBa CheMa HaBEICHHBIX HMH(POPMATUBHBIX CUTHAJIOB C IIIAH 3a3EMJICHUS,

CpPEeICTBa CheMa HaABEICHHBIX HWH(OPMATHBHBIX CHUTHAJIIOB C TIPOBOISIINX
WH>KEHEPHBIX KOMMYHHKAIIWMA,

s BOJIOKOHHO-ONTHYECKON CHCTEMBI TEPENAaud AAHHBIX YIPO30U YTEUKH
uHOpMaIHH SBISIETCA YTEUKA ONTHUSCKOTO M3ITyUCHHUA, COACPIKAIIETO 3aIHUIIAEMYIO
uHdopMaImio, ¢ 60KOBOI MOBEPXHOCTH ONMTHYCCKOTO BOJIOKHA.

[losaBneHne HOBBIX KAaHAJIOB CBS3M — COTOBOW CBSI3HM, NEHIKHHTOBBIX
COOOIIEHUH, CITYyTHUKOBBIX U OECIPOBOJHBIX CETEH Mepeayu JaHHbIX — MPUBEIO K
Pa3BUTHIO CNECHHAAIM3UPOBAHHBIX CUCTEM W CPEICTB KOHTPOJsA W MepexBara
uH(OpPMaIMK, OPHECHTHPOBAHHBIX HA HWCMOJIb3yeMbie B HUX HWH(POPMAIMOHHBIC
TEXHOJIOTUH, B TOM YUCJIE CPEJICTB!

nepexBaTa MeHHKMHTOBBIX COOOIIEHNH U COTOBOM CBSI3H,

nepexsara HHGOPMAITMU B KaHAIAX TIepeaaur JAaHHBIX BHIYMCIIATEIBHBIX CETEH.
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S. ¥rpo3sl HeCAHKUMOHUPOBAHHOI0 A0CTYNA K HHpopMauuu
B UH(GOPMALIMOHHOII cHCTEeMe MEePCOHAIbHBIX JAHHBIX

Yrpozst HCJl 8 UCII[IH ¢ mpuMeHEHHWEM MPOrpaMMHBIX W MPOrPaMMHO-
anmapaTHbIX CPEJICTB PEATU3YIOTCA MPHU OCYIIECTBICHUN HECAHKIIMOHUPOBAHHOTO, B
TOM 4YHUCJE€ CIy4YalHOro, JAOCTyNa, B pPe3yJbTaTe KOTOPOro OCYIIECTBIACTCS
HapylieHue  KOH(PUACHIMATBHOCTH  (KOMUPOBaHWE,  HECAHKIIMOHWPOBAHHOE
pacnpoCTpaHEeHHE), MEIOCTHOCTH (YHUUYTOXKCHHWE, HW3MECHCHHE) W JOCTYIMHOCTH
(6moxupoanwue) [1/[H, u BKITIOUaOT B CeOS:

yrpo3bl Joctyna (MPOHMKHOBEHWS) B OMNEPAIMOHHYIO CpPeny KOMIThIOTEPa
C HUCIIOIh30BAHUEM IITATHOTO TIPOTPAMMHOTO o0ecriedeHus (CPEACTB ONMEPAITMOHHON
CHCTEMBI WJTH TIPUKJIATHBIX MIPOTPAMM OOTIETO TPUMECHEHHS ),

yTPO3bl CO3JJaHUS HEMITATHBIX PEKUMOB PAOOTHI MTPOTPAMMHBIX (ITPOTPaAMMHO-
anmapaTHBIX) CPEJCTB 3a CUET MPEAHAMEPCHHBIX W3MCHCHUN CITy)KCOHBIX MAaHHBIX,
WTHOPUPOBAHUS MPEAYCMOTPEHHBIX B IITATHBIX YCJIOBHUSAX OTPAHUYEHHA HA COCTaB
W XapakTepuCTHKHA oOpabatbiBacMoi WHOpPMaIM, WCKaXeHHS (MOAM(pUKAIINN)
CaMUX JAHHBIX U T.I1.;

yrpo3bl BHEIPEHUS BPEIOHOCHBIX TPorpamMM (ITPOrpaMMHO-MATEMATHIECCKOTO
BO3JICHCTBHS).

CocraB sniementoB onmcannsa yrpo3 HCJl x madopmarm 8 UCI /I npuBencH
Ha PUCYHKE 3.

Kpome »5TOro, BO3MOXHBI KOMOWHHUPOBAHHBIC YIPO3bl, MPEICTABIISIONINE
co0Ol coueTaHue ykKa3aHHbIX yrpo3. Hampumep, 3a cueT BHEIPEHHS BPEIOHOCHBIX
nmporpaMMm MOTyT co3aaBaTeea ycious s HCJ[ B onepanmoHHyro cpeny
KOMITBIOTEpA, B TOM  4YHClIe MmyTeM  (OPMUPOBAHWS  HETPAIUITMOHHBIX
WH(OPMAITMOHHBIX KaHAJIOB JTOCTYTIA.

Yrpo3sl mocTtyna (MPOHWKHOBEHHs) B omepanuoHHyo cpeny HWCIIa
C MCMOJIb30BAHUEM IIITATHOTO MPOrPaMMHOr0 O0ECIEUEHUS PA3AENSAIOTCS HA YIPO3bl
HEMOCPEJCTBCHHOTO W YJAJEHHOIO J0CTyNa. YTpo3bl HEMOCPEACTBEHHOIO NOCTyMNa
OCYIIECTBIISIFOTCS C HMCHOJIb30BAHUEM MPOrPAMMHBIX U MPOrPaMMHO-ANMapaTHBIX
CPEICTB BBOJA/BBIBOJIA KOMITHIOTEPA. YTPO3Bl YAAICHHOTO MOCTYIA PEANM3YIOTCS
C UCIOJIb30BAHUEM MPOTOKOJIOB CETEBOTO B3aUMOICHUCTBUA.

Ot yrpo3el  peanu3ytorcss  otHocutenbHo HCIIJlH kak Ha  0ase
ABTOMATU3UPOBAHHOIO PAdOYEro MecTa, HE BKJIFOUEHHOIO B CETH CBSI3U OOIIEro
MOJIB30BaHMSA, TaK U OpUMEHUTEIbHO kKo BceM MCII/[H, MMEIOIUM MOAKIIOUCHUE
K CETAM CBSI3HM OOIIETO MOJIB30BAHMS M CETIM MEXIYHAPOIHOTO WH(GOPMAIIMOHHOTO
oOMeHa.

Onucanne yrpo3 joctyna (NMPOHWKHOBEHHS) B OINEPAIMOHHYIO CpEdy
KOMITbIOTEpa (POpMaNbHO MOXKET OBITH TIPEACTABIICHO CIICIYIONTAM 00pa3oM:

vepoza HCJ[ ¢ HCIJ[n: = <ucmounuk yeposei>, <ysazeumocms HCI[H>,
<cnocob peanuzayuu yeposvi>, <00beKm G030elCmeust (npoepammd, Npomoxoi,
oanHwle U 0p.)>, <0ecmpyKmugHoe Oelicmaue .

YTpo3bl Co3AaHM HEMTATHBIX PEKUMOB PAOOTHI MPOTPAMMHEIX (TTPOTPaMMHO-
anmapaTHbIX) CPEACTB — 3TO yrpo3sl «OTkaza B oOciyxkuBanmuy. Kak mpasuiio,
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JaHHBIE yTPo3bl paccMmarpuBaioTca npuMmenntenbHo Kk MCITJIH Ha 0a3e JMOKaJbHBIX
M pacipeaceHHbIX WH(POPMAIMOHHBIX CHCTEM BHE 3aBUCHMOCTH OT MOAKIIOUCHHS
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NcTouHmk <
-
yrposbl

YA3BMMOCTU

Hapywwutens
BHewHwuit

- AOCTYN B KOHTPOMUPYEMYHO 30HY, HO HE

M MHPOPMALIMOHHBIX PECYPCOB, UMEIOLLNI

|| pecypcoB, OCYLLECTBNAOWME YAANEHHbIA

1 MONHOMOYUAMN CUCTEMHOTO

[ MOMHOMOYNAMU agMUHNCTpaTopa

[ oBecneumBatoLLme ero CornpoBoXKAEHUE B
1OH

[ nocTaBsky, conpoBoxaeHue B MCMOH

4 Jpyrve kaTeropiun Nl B COOTBETCTBUN C

BHyTpeHHNiA

Nnua, umetoLLne CaHKLUMOHUPOBaHHbIN

umMetowme goctyna k MAH

BaperncTpupoBaHHbIi Nonb3oBaTens

orpaHuieHHble Npasa gocTyna K MaH
WNCIMAH ¢ pabouero mecta

Monb3oBaTenu MHOPMaLMOHHbIX

Aoctyn k MAH no NBC

BaperncTpupoBaHHbIi Nonb3oBaTenbs ¢

agMuHucTpartopa MCMNAOH

BaperncTpupoBaHHbIi Nonb3oBaTenbs ¢

6esonacHocTu MCMOH

MporpammucTbl-paspaboTymnku
npukiaaHoro MO v nuua,

PaspaboTtuuku 1 nuua, obecnevusarome

OprLUTaTHOMN cTpYyKTYpoi MCMOH

MporpaMmMHo-annaparHas

3aKknajgka |

I

KOHCTPYKTUBHO BCTpoeHHas |

L

ABTOHOMHasA |

—| BpenaoHocHas nporpamma |

—— pacnpocTpaHatoLmecs no

||

—{ MporpaMMHble 3aknaaku ‘

—{ MporpaMMHble BUPYCHI ‘

BpeaoHOCHLIE NporpaMmbl,

ceTH (YepBu)

Apyrue BpeaoHOCHbIE
nporpammbl

Y

VCMOH

Yassumoctu MO

YA3BUMOCTM MUKPOMPOrpamMm,
NpPOLUMBOK

YA3BUMOCTM ApaniBEPOB annapaTHbIX
cpeacTs

_‘ YA3BUMOCTU ONepaLMOHHBIX CUCTEM ‘

B npouecce uHuymanunaayun OC ‘

B HesaluLEeHHOM pexXxuMe paboTbl
npoleccopa

B npouecce dyHyLnoHnpoBaH1s
OC B NPUBUMETMPOBAHHOM PEXUME

—{ Ya3BMMOCTU NpukraaHoro Mo ‘

—{ Ya3BMMOCTU cneyunanbHoro Mo ‘

—{ YassumocTun MO nonbsosaTens ‘

| |CMOn nporpaMMHo-annapaTHoi 3aknaaku

YA3BUMOCTH, BbI3BAHHbBIE HANWYNEM B

YA3BMMOCTH, CBA3AHHbBIE C pearnvsaymei
MPOTOKOINOB CETEBOTO B3aUMOAESHCTBIA U
KaHanos nepegaqun JaHHbX

YA3BMMOCTH, Bbl3BaHHbBIE HEJOCTaTKaAMM
opraHuzauun T3 ot HCO

Yassumoctn C31 ‘

YA3BUMOCTM NpPOrpaMMHO-annapaTHbix
cpeacts VICMAOH B pesynbTare c6oes B
paboTe, OTKa3OB 3TUX CPEACTB

Hanuuune TEXHUHECKNX KaHaroB yTeuKu
WHopMaLmm

peanmsaupn [

Cnoco®

yrposbl

Mcnonb3oBaHme CLLECTBYIOLLINX
YS3BMMOCTEN MporpaMMHo-annaparHoro
obecneuveHna VICTOH, No3BONSAOLLINX:

ﬁ Ob6xoauTtb C3U ‘

# HecTpykTuBHO Bo3gelicTBoBaTb Ha C3U ‘

BCKpbIBaTH UMK NEpeXBaTbiBaTb
naponu

WcnonbsoBaTth yA3BMMOCTH
MPOTOKONOB CETEBOIO

1 B3AUMOAEWCTBUA N KaHaroB

nepegadn JaHHblX, NO3BOMAKLWKE:

# MepexparbiBaTh MHDOPMaLUIO ‘

ﬂ Moanduyuposars ‘

nep a

Meperpyxatb pecypcol MCMOH
(oTka3 B obcrnyXuBaHum)

BHEAPATL BPEAOHOCHBIE
nporpaMmbl

MonyuaTb yaaneHHslin HCO k
cucteme

PasrmallaTs 1 opraH13oBbIBaTH
YTEUKY UHPOPMaLMK Ha

| HesalwMLLEHHbIE paBodue MecTa

MCMn

McnonbsoBaTh OCTATOUHYHO,
HeyuTeHHyo uHdopmayuo (cbop
«mycopan)

McnonbsoeaTh HETPaAWLUOHHbIE
'—  (cTeraHorpaduyeckme) kaHansl
nepeaayn MHopMaLuu

BHeapeHue (BHECEHWE) HOBbIX
yassumocTtei B UCMNAOH Ha sTane
NPOSKTUPOBaHUSA, pa3paboTk1 1

conposoxaeHus MCMaH

MenonbsoBaHKne HewTaTtHoro MO ‘

BHeceHwve yasBuMocTel ¢
MCMOMNB3OBAHUEM LUTATHBIX CPEACTR

OBMeH nporpaMmmamu 1 AaHHbIMK,
coAepX)alLMMM BbIMOMHAEMbIE
MoZAynu (CKpUMTLI, Makpochl U T.4)

NameHeHue koHdburypauum MO

Moaudomkauma MO n AaHHbIX

a3pabOTRa BPSAOHOCHBIX
nporpamMm

My6rivkayunsa, pasrnawieHne
3alUMLAEMbIX CBEASHNI

Ob6bekT - eCTPYKTUBHOE
BO3AENCTBUSA AencTBune
| | WHbopmaumna, obpabaTbiBacman Ha HapyLuieHue
APM (yane) MCMNAOH, HaxopAwaAcs: — KOHPUAEHLMANBHOCTM

Ha oTuyXAaEMbIX HOCUTENAX
WHopmaLmnn

_‘ Ha rnbkmx MarHUTHbIX AUCKax

—( Ha ecTK1X MarHuTHbIX AUckax

m Ha Hakonurensx ZIP

Ha HakonuTensx anekTpoHHo
namsTv Tuna donew

YTeuka nHdopmMalmmn ‘

HecaHKL1OH1pOoBaHHOE
KOMMpoBaHUE

Mepexsar nHpopMaLun B KaHanax|
nepeaaqn AaHHbIxX

Pasrnawexune (nybnukauns)
salmLiaeMoi MHopMayum

Ha ayAvo-, BUaeokacceTax,
MarHUT HbiX MeHTax

_‘ Ha onruuecknx komMmnakT-aunckax

— KapMaHHbIX KOMMbIOTEpaX,
UnbpoBbIX choToannapaTax, mp3-
NpoUrpbIBaTENAX

B COTOBBIX TerepoHax,

ﬂ B yundoporbix BUASOKAMEpPax ‘

—{ B Apyrux ycTporcTeax

@ BCTPOSHHBIX HOCHTETTEAX
[IONrOBPEMEHHOTO XpaHEHMUA
WHopMmaLuun

Ha ecTk1x MarHUTHbIX Anckax

B M3y

Ha nepenporpamMmMupyembix
(nepesanucebiBaembix)
3aMOMUHaKLLUX YCTPORCTBaX

B cpeacTtBax o6paboTkun U xpaHeHnsa
— onepaTuBHON MHopMaL M

B onepatusHoli namsaTu ‘

B kew-namaTu, B Bydepax
BBOAA/BbIBOAA

B Buaeo-namaTum ‘

OMepaTUBHON MaMATH
NoAKMKYAEMbIX YCTPOWCTE

MHdpopmaumsa B cpeacTrax,
peanuayloLLnX ceTeBoe

" |psanmopeiicTeue, 1 kaHanax nepepan

AAHHbIX B CETHU

B MapLupyTusaTopax ‘

B apyrux ycTpoicTeax koMMyTauunmn ‘

Pucynox 3. Dnementsl onucanus yrpo3 HCJI k uagopmarum 8 UCIIa

o HapylueHue aocTynHocTU

HapyLueH1e LienocTHOCTH
(YHUUTOXEHUE, MoaudMKayms,
AesnHdopmauns)

034EUCTBNE Ha W JaHHbIE
nonb3oBarena

BosgeicTeue Ha
H  MUMKponporpamMmbl, AaHHbIE U
Aparieepbl ycTpoicte MCMAOH

BozpaeiicTBre Ha nporpaMmbl,
AaHHbIE U ApaliBepbl YCTPONCTB,
obecnevnBarowux sarpysky OC u

C3W u nx yHKUMOHUpOBaHWE

flaHHbIe NPUKNaAHOTO 1
cneyunansHoro Mo
BHeapeHue BpeAOHOCHON
— nporpaMmbl, MPorpaMMHo-
annapaTHoii 3akmaaki U Ap.

# Bo3AEViCTBIE Ha NporpamMmel 1 ‘

BospeiicTBue Ha cpeacTsa
ynpaBneHus KoHdurypauuei cetu

_‘ BosgeiicTere Ha C3U ‘

HapyweHne dyHKUNMOHNpOBaHUA
1 oTKasbl cpeacTe obpaboTku
WHpopMaL MM, CpeAcTB BROARS
BblBOAA UHPOPMALMK1, CPEACTB

XpaHeHWUA MHdopMaLmm,
annaparypbl 1 kKaHaros
nepeaaqn AaHHbIX

HapylueHue 1 oTkasbl B
pyHKUUOoHMpoBaHuu C3M

(44
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uHdopmanmmonnoro obOmena. HMx peanusamus o0yciaoBiIeHA TEM, UYTO TPH
pa3paboTKe CHUCTEMHOrO0 WM MPUKIAJHOTO MPOrPaMMHOrO OOECIEUEHUS HE
YUYUTHIBACTCSA BO3MOXHOCTh MPEIHAMEPEHHBIX NCHCTBUH MO LIEJICHANPABICHHOMY
W3MEHEHHUIO!

coJiepkaHus CiTy>keOHON mH(pOpPMAIMK B TTaKeTaX COOOICHUH, MepeaBaeMbIX
O CETH;

yclioBui 00pabOTKM MaHHBIX (HAPUMEpP, WTHOPUPOBAHWUE OTPAHUYCHUWM Ha
JUTHHY TIaKeTa COOOIIEHU);

dopMaToB TpEACTaBICHHUS JAaHHBIX (C HECOOTBETCTBHEM HW3MEHEHHBIX
dopMaToB, yYCTAHOBJISCHHBIX Ui  OOpabOTKM 1O  TPOTOKOJIAM  CETEBOTO
B3aMMOJICHCTBHS),

MPOrPaMMHOT0 oOecreueHusa 00padOTKH JaHHBIX.

B pesynbrare peanuzanum yrpo3 «OTkaza B OOCHYKMBAaHHUH» MPOUCXOIUT
nepenojgHeHue OydepoB W OJOKUPOBAHWE MPOIEAyp OOpPabOTKH, «3AIUKIIMBAHKEC)
npoieAyp o0OpalOTKM U «3aBUCAHUE» KOMIIBIOTEPA, OTOPAChIBAHUE TAKETOB
coobmennii u ap. Onucanue Takux yrpo3 (GopMaabHO MOXKET OBITh MPEIACTABICHO
CIEAYIOIIAM 00pa3oM:

yepoza  «Omkasa 6 O0CAYHCUBAHUUY»: =  <UCMOYHUK  Y2pO3bl>,
<yaseumocmo UCI[J[n>, <cnocob peanuzayuu yeposvl>, <00bexm 6030elicmeus
(Hocumenv  [l/[H)>, <HenocpeOCMEeHHbIlI  pe3yIvmam  peanusayui  yepo3vl
(nepenonuenue Oyghepa, Onoxuposanue npoyeoypvl 00padOOMKU, «3AYUKTUSAHUE »
obpabomku u m.n.)>.

Yrpo3si BHEAPEHUA BPETOHOCHBIX porpaMm (mporpamMMHO-
MaTeMaTHYECKOTO BO3JCHCTBUSA) HEIeNecooOpa3HO OMHUCHIBATh C TOW  IKe
JETAJTbHOCTBIO, YTO W BBIIIEYKA3aHHBIE Yrpo3bl. OTO OOYCIOBJAEHO TEM, 4TO,
BO-TICPBBIX, KOJIMUECTBO BPEIOHOCHBIX NPOTrPAMM CETOJHS YK€ 3HAUUTEIIBHO
MPEBBIIACT CTO THICAY. BoO-BTOpPHIX, MpW OpraHuW3alvy 3amuThl WHOOPMAIHH
Ha TMpaKTUKE, KaK TMpaBWIO, JOCTAaTOUHO JIMIIb 3HATh KJIAcC BPEIOHOCHOM
MIPOTPaMMBI, CIIOCOOBI M TIOCJICACTBUA OT €€ BHeApeHus (MHummuposanus). B csa3m
C 9TUM YTpO3bl MpoTrpaMMHO-MaTemMathdeckoro Bo3zaeicTus ([IMB) ¢opmanbrO
MOTYT ObITh TPEJCTABJICHBI CIEAYIOIIAM 00pa3oM:;

yveposa [IMB ¢ HCI/[n: = <kaacc 8pedoHOCHOU npocpamMmvl (C yKa3aHuem
cpeodbl OOUMAHUsL) >, <UCMOYHUK Y2po3bl (HOCUmMeENb 8Pe0OHOCHOU NPOcPaMMbl) >,
<cnocob  uHguyuposanusi>, <00veKkm  8030elCcmeus  (3a2py304Hblil  CEKmop,
paiin u m.n.)>, <onucanue BO3MOIICHBIX 0ecmpyKmuHvlx
oeticmeutl >, << 00NOIHUMENbHAS UHGDOpMayusi 00 yepose (pe3udeHmHOCMb, CKOPOCMb
pacnpocmpaHensi, NOIUMOPHUYHOCIL U Op.) .

Huxxe naerca oOimas xapakTepUCTHKA HCTOUHUKOB Yrpo3 O€30MaCHOCTH
uHOpMaIK, ysI3BUMOCTEH, KOTOPBIE MOTYT OBITh MCTIOJB30BAHBI MPH PEATH3AAN
yrpo3 HCJI, u xapakrepucTuka pe3yJibTaTOB HECAHKIMOHUPOBAHHOIO WJIU
CIIy4yaHOro JocTymna. XapakTEPUCTUKA CIOCOOOB peajiu3allud  Yrpo3 Jaercs
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Ipy  OMUCAHWW yrpo3 JocTyna (MPOHWKHOBEHHS) B OMNEPAIMOHHYIO Cpemdy
KOMIMbIOTEPA, YIPO3 O0TKa3a B 00cayxuBanuu u yrpo3 [IMB.

5.1. O0mas xapakTepuCcTHKA HCTOYHHUKOB YIP03 HECAHKIIMOHUPOBAHHOT O
A0CTyNna B MH(POPMALIMOHHOM CHCTeMe NMEePCOHAJIbHBIX JAHHBIX

HUctounukamu yrpo3 HCJI B UCIIJIH MoryT ObITh:

HapYIIUTENb;

HOCHUTEb BPEIOHOCHOW MPOrpaMMbl;

annaparHasl 3aKJ1aJKa.

Yrpo3sl Oe3zonmacHoctr  [1/[H, CBA3aHHBIE C BHEAPEHUEM aNMapaTHbIX
3aKJIAJ0K, OMNPEACIAOTCS B COOTBETCTBUM C HOPMATUBHBIM JOKYMEHTAMU
OenepanbHOi ciyk0bl Oe3omacHocTH Poccuiickolt denepaiiii B yCTAaHOBJICHHOM
€10 MOPAJIKE.

[To Hanmuuio MpaBa NOCTOSIHHOTO WJIM PA30BOT0 JIOCTYNA B KOHTPOIUPYEMYIO
sony (K3) UCIT/Ia mapymmTeny moapa3aesioTCs Ha IBa THTIA:

HapymuTenu, He umerome aoctyna k MCII/H, peanusyiomme yrposbl U3
BHCIITHUX CETEH CBSA3M OOIMEro TOJb30BAaHUS M (WJIM) CETeH MEXIYHApPOIHOTO
uH()OPMAITMOHHOTO 00OMEHA, — BHEIITHAE HAPYIITUTEIH,

Hapymmutenu, umeroiue aoctyn Kk UCI/IH, Bkmoyas mons3oateneit MCII/H,
peanuzyrolye yrpossl HenocpeactseHHo B MUCII/IH, — BHyTpeHHHUE HAPYIITUTEIH.

BremHanME HapyIMATEIMHA MOTYT OBITh:

pa3BebIBATEIbHBIE CITYKObI TOCYIaPCTB;

KPUMHUHAJIBHBIE CTPYKTYPHI,

KOHKYPEHTHI (KOHKYPHUPYIOIIHE OpPTraHn3aIlim),

HEJI0OPOCOBECTHBIE MAPTHEPHI;

BHEITHUE CYOBEKTHI ((PU3MUCCKHUE JIUIIA).

BHenHui HapymuTenb UMEET CIAEIYIOIME BO3MOKHOCTH:

OCYIIECTBJISITh HECAHKIIMOHUPOBAHHBIN TOCTYI K KAaHAJlaM CBSI3U, BBIXOAIINM
3a Mpeaesibl Cy>KEOHbIX MOMEIICHUH;

OCYLIECTBJISITh HECAHKIIMOHUPOBAHHBIA JOCTYN 4Ye€pe3 aBTOMATHU3UPOBAHHBIC
paboune MecTa, MOAKIIOUYEHHBIE K CETSM CBA3M OOIIETO MOJIb30BAHUA U (WJIH) CETAM
MEXKYHAPOTHOTO HH(MOPMAITMOHHOTO OOMEHA;

OCYIIECTBJISITh HECAHKIIMOHUPOBAHHBIH JOCTYTI K uHdopMaru
C HCMOJb30BAHUEM CHEUUAJBbHBIX MMPOTPAMMHBIX BO3JCHCTBUH MOCPEICTBOM
MPOrPpaMMHBIX  BUPYCOB, BPEAOHOCHBIX MPOrpamMM, QJIrOPUTMUYECKUX  WIH
MPOrpaMMHBIX 3aKIAJ0K;

OCYLIECTBJISAITh ~ HECAHKIMOHWPOBAHHBIA  JOCTYNl  4Ye€pe3  SJEMEHTHI
undopmarmonnorr  mHppacTpykrypsr MWCIIJIH, kOoTOphiE B TPOIECCE CBOETO
KU3HCHHOTO TMKIa (MOJCPHH3AIMNA, COMPOBOXKICHUS, PEMOHTA, YTHIIU3AINH )
OKa3bIBAIOTCA 32 MPEICTIaMHU KOHTPOJIUPYEMOU 30HBI;

OCYHICCTBJISITh HECAHKIIMOHUPOBAHHBIM JOCTYN depe3 HWHGOPMAIMOHHBIC
CUCTEMBI B3aMMOJECHUCTBYIOLIMX BEIOMCTB, OPraHU3ALMKA W YUPEIKACHUH MNPU UX
noakmouennu Kk UCIIT/IH.
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B03MOXHOCTH BHYTPEHHETO HAPYIIUTENS CYIIECTBEHHBIM OOpPa3OM 3aBHUCST
OT  JACUCTBYIOIIMX B  MpeAenax  KOHTPOJHMPYEMOHW  30HBI  PEXKUMHBIX
U OPraHu3alMOHHO-TEXHUUECKUX MEpP 3allUThl, B TOM UHCJIEC MO JOMYCKY
dbm3uyeckux auit K [1/[H 1 KOHTpOITIO OopsAAKa MPOBEACHHS padoT.

BHyTpeHHME NOTECHIMAIBHBIE HAPYLIUTEIA MOAPABJACIAIOTCS HA BOCEMb
KaTeropui B 3aBUCUMOCTH OT criocoda JI0CTyna v nojinomouui goctyna Kk [/1H.

K nepBoii kareropuu OTHOCATCS JIMIA, UMEKOIIME CAHKIIMOHUPOBAHHBIN
noctyn k UCII/IH, Ho He umeromme aoctyna k [I/IH. K stomy Tuny Hapymwurenei
OTHOCSTCS AOHKHOCTHBIE JTUIA, 00SCTICUNBAIONINE HOPMATbHOE (PYHKITMOHUPOBAHUE
HUCII/IH.

JIAIo >TOM KaTeropuu, MOXKET:

UMETh JocTynm K ¢parmentam wuHbopManmu, coaepxamed [I/ln u
pacnpocTpaHstoIiehcs mo BHyTpeHHuM KaHanam cBsazu UCII/IH;

pacronaratb  ¢parmeHtamu  uwHopmammu o  tomonormm  MCII/In
(KOMMYHHKAITMOHHOW YAaCTH TIOJCETH) W 00 HWCIONB3YEMBIX KOMMYHHKAITMOHHBIX
MPOTOKOJIAX U UX CEPBUCAX;

pacriojaraTb MMEHaMHW M BECTH BBISBJCHHE MApOJICH 3aperuCTPUPOBAHHBIX
MOJIB30BATEIICH,

U3MEHATh KOH(uryparuio texuudeckux cpencts MCIIJ[H, BHOCHUTHL B Hee
MIPOTrPAMMHO-AIAPATHBIC 3aKIANKH B 00eCIIeunBaTh CheM HH(POPMAIIUH, UCTIONB3YS
HEMOCPEACTBEHHOE MOAKITIOUEHHE K TeXHuYeckuM cpeactsam UCIT/IH.

Ko Bropol KaTeropum OTHOCATCS 3apPETUCTPUPOBAHHBIC MOJIB30BATENHN
HUCII/[IH, ocylecTBasiomMe oOrpaHuueHHbii  poctyn  k  pecypcam  HCII/IH
¢ pabouero Mecra.

JIn1o >ToM Kareropuu:

00J1aJ1aeT BCEMU BO3MOXKHOCTSMHU JIUI] IEPBON KAaTErOpuUu;

3HAET, O MEHBIIEH Mepe, OJHO JIETATbHOE UM JI0CTYMNA;

o0magaeT BCEeMH HEOOXOMWMBIMH aTpUOyTamMu (HampuMep, TapojeMm),
00eCneUnBAOIIMMU JOCTYI K HEKOTOPOMY noaMHOkecTBY [1]IH;

pacnojylaraeT KOH(QUACHITHATHHBIMA TAHHBIMH, K KOTOPBIM UMEET JOCTYTI.

Ero nmocryn, ayreHTHdukanys W TpaBa MO JOCTYNMYy K HEKOTOPOMY
noAMHOkecTBY [[JIH MOMXKHBI PErlaMEHTUPOBATHCA COOTBETCTBYIOIIUMHU MTPABUSIAM U
pa3rpaHuyEeHus 10CTyNa.

K Tperbell kaTeropum OTHOCATCS 3apPErUCTPUPOBAHHBIE TMOJIb30BATEIN
UCTIIn, ocymectBisironue ynajaeHHbd aoctyn k I[1/IH mo nokampHbIM W (WITH)
pacnpeneneHHbIM HH(OPMAITMOHHBIM CUCTEMAM.

JIn1o >ToM Kareropuu:

00J1aJ1aeT BCEMU BO3MOXKHOCTSIMU JIUI] IEPBON U BTOPOM KaTeropwuii;

pacnonaraeT uHdopmarueii o ronosiorum UCII/IH Ha 6ase JIOKabHOH 1 (WITH)
pacnpeneneHHO WH(GOPMAIMOHHON CHUCTEMBI, 4YepPe3 KOTOPYIO OCYIIECTBIIACTCS
JIOCTYT, U 0 cocTaBe Texunueckux cpeacts MCII/IH;

UMEET BO3MOXKHOCTh MpsAMOro (¢dpumsmueckoro) moctyma kK ¢parMeHTam
texHuuyeckux cpeacts UCITH.
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K deTBepTOii KaTeropuu OTHOCATCS 3aperucTpupoBaHHbie osibzoBarenu UCI/(x
C TTOJIHOMOYHAMH aJIMAHUCTpaTopa Oe3omacHocTH cermenta (dparmenTa) UCI/IH.

JIn1o >ToM Kareropuu:

o0agaeT BCEMHU BO3MOXKHOCTAMH JIUIT TIPEIBITYIAX KaTErOPHiA;

obOnagaeT mojagHOW WHGOPMANMEH O CHCTEMHOM W TPUKIIAJTHOM TPOTPaMMHOM
obecrieueHnH, UCnojibkayeMoM B cermente ((parmente) UCITH;

obOnagaeT moaHoONW nH(pOpMaIued 0 TeXHWYECKUX CPEACTBaX W KOH(HUTypamuw
cermenTa (pparmenta) UCII/IH;

UMEET JOCTYN K CPEICTBAM 3amWTHl WH(POPMAIMA W MPOTOKOJIUPOBAHUS, a
TaKKe K OTACIBHBIM 3JIEMEHTaM, UCTIONIb3yeMbIM B cermenTe (¢pparmente) UCIT/H;

UMEET JOCTYl KO BCEM TEXHHYECKHM CpEIcTBaM cermeHTta ((pparmenta)
NCTIIx;

oOnagaeT mpaBaMH KOH(PUTYPUPOBAHHWS W aJIMUHHACTPATHBHON HACTPOHKH
HEKOTOPOTO MOAMHOKECTBA TEXHUUECKUX cpencTB cermenTa (¢pparmenta) UCTI/IH.

K mnsarToifi kaTeropuu OTHOCATCS 3apeTHCTPUPOBAHHBIC TMOJIH30BATEIN C
MOJTHOMOYHAMH cucTeMHoro aamMunuctparopa UCITIx.

JIn1o >ToM Kareropuu:

o0agaeT BCEMHU BO3MOXKHOCTAMH JIUIT TIPEIBITYIAX KaTErOPHiA;

obOnagaeT mojagHOW WHGOPMANMEH O CHCTEMHOM W TPUKIIAJTHOM TPOTPaMMHOM
obecnieuennu UCII/IH;

obOnagaeT moaHONW MH(pOpPMaIeld 0 TEXHUUYECKUX CPEACTBaX W KOH(pHUryparmu
NCTIIx;

UMEET JOCTYN KO BCEM TEXHHYECKHMM CpeacTBaM o0paboTku wmHpopMamu u
nanasiM UCIT/IH;

oOnagaeT mpaBaMH KOH(PUTYPUPOBAHHMS W aJIMHHHCTPATUBHONH HACTPOHKH
texHuuyeckux cpeacts UCITH.

CHCTeMHBIH aIMUHUCTPATOP BHITIONHACT KOH(PUTYpHpOBAHWE W YIPABICHHUE
nporpammubiM obecniedeHuem (I10) u obopynosanmem, BKITOUas oO0OpYAOBaHWME,
OTBEUaKoIIEe 3a 0€30MacHOCTh 3aIMIIAEMOTO 00beKTA:! cpencTaa
kpunrorpadpuueckoli  3ammTH  WH(POpPMANMKA, MOHUTOPWHTA, PETHUCTPAIlHH,
apxuBanuu, 3ammtsel oT HCJI.

K mrecroit kareropmu OTHOCATCA 3apEeTHCTPUPOBAHHBIEC TIOMB30BATENIA C
MOJIHOMOUYUAMM aaMuHucTparopa 6ezonacHoctr UCITJIH.

JIn1o >ToM Kareropuu:

o0agaeT BCEMHU BO3MOXKHOCTAMH JIUIT TIPEIBITYIAX KaTErOPHiA;

obmanmaet moaHOM uHpopMarmei 06 UCII/Ix;

UMEET JOCTYN K CPEICTBAM 3allATHI WH(POPMAIMU W TIPOTOKOJMPOBAHUS U K
yacTh KioueBbix anemenToB UCII/IH;

HE UMEET MPaB JOCTyMa K KOHOUTYPUPOBAHUIO TEXHUUCCKUX CPEICTB CETH 3a
UCKJTFOUEHHEM KOHTPOJIbHBIX (MHCTIEKIIMOHHBIX ).

AnMUHUCTpaTOp  0O€30MAacCHOCTA  OTBEYAaeT 3a  COONIIOJICHWE  TpaBUII
pasrpaHWuUCHUA JO0CTyNa, 32 TEHEPAIHIO KITIOUEBBIX AJIEMEHTOB, CMEHY MapoJei.
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AnMmuHucTpaTop O€30MacHOCTH OCYIISCTBISAET ayauT TeX K€ CPEJICTB 3allUThI
00BEKTA, UYTO U CUCTEMHBIN aIMUHUCTPATOP.

K ceapmoit  kareropur  OTHOCATCA  MPOTPAMMUCTBI-Pa3pabOTUUKHU
(TTOCTaBIWKH ) PUKJIATHOTO TTPOTPAMMHOTO 00€CTICUEHHUS 1 JTUITA, 00SCIICUNBAIOIINE
€ro COMPOBOXKIACHUE HA 3AIUINACMOM O0BEKTE.

JIn1o >ToM Kareropuu:

obnmagaer wHpopMmanuerd 00 ajaropuTMax W TIporpaMmax  00paboTkh
undopmarmm Ha MCI1/TH;

o0jlalaeT  BO3MOXKHOCTAMM  BHECEHUA  OMIMOOK, HEJACKJIApUPOBAHHBIX
BO3MOKHOCTEH, MPOrPaMMHBIX 3aKJIaJ0K, BPEAOHOCHBIX MPOTPAMM B MPOTPAMMHOE
obecneuenue UCII/IH Ha cTanuu ee pa3pabOTKH, BHEAPEHUS U COMTPOBOXKIACHUS

MOXET pacrosiararh JIOObIMH ¢parMeHTaMu WHGOPMAIMK O TOTOJOTHH
HUCII/In n TexHuueckux cpeactBax oOpadoTku u 3anmthl [1/IH, oOpabarbiBaeMbIx
B UCII/IH.

K BOCbMO# KaTeropuu OTHOCATCS Pa3pabOTUMKKA M JUlA, 00ECMEeUMBAIOIINE
MOCTaBKY, COMPOBOXKICHUE U PEMOHT TexHHUeckuX cpeacts Ha MCII/IH.

JIn1o >ToM Kareropuu:

00JlalaeT BO3MOXHOCTSIMH BHECEHHMS 3aK/IQJIOK B TEXHUUECKUE CPENICTBA
HCII/Ix Ha craaun ux pa3padOTKH, BHEAPEHUSA U COMMPOBOXKIACHUS,

MOXET pacrojararb JoOsMH (dparMeHTaMu HWHQPOPMAIMA O TOTOJIOTHH
NCTI/Ia n Texaudecknx cpencTrax odpadoTku u 3anuTsl nHpopmarun 8 UCI/IH.

VYKka3aHHbIC KATErOpUW HAPYIIUTENICH JIOJKHBI YUHUTHIBATHCA MPH OLICHKE
BO3MOKHOCTEH peanm3anuu Y bITJIH.

Hocutenem BpeAOHOCHOW MpoOrpamMMbl MOXKET ObITh anmapaTHBIA 3JIEMEHT
KOMIMbIOTEpA WM NPOTrpaMMHbIA KOHTeWHep. Ecnu BpemoHoCHas mporpamma He
ACCOIMUPYETCS ¢ KaKOU-TMOO MPUKIATHON MPOrPaMMOM, TO B KAYECTBE €€ HOCUTEIA
paccMaTpUBarOTCS:

OTUYXKJA€MbIii HOCHUTENb, TO €CTh mguckera, ontudeckuii muck (CD-R,
CD-RW), dadimn-naMars, 0TayXaaeMblid BHHUECTED | T.11.;

BCTPOCHHBIE  HOCHTENW  WHOpMAruu  (BUHYECTEPHI,  MHUKPOCXEMBI
OMEPATUBHON MaMSTH, MPOLECCOP, MUKPOCXEMbl CUCTEMHOW TMJIAThl, MUKPOCXEMBI
YCTPOKNCTB, BCTPAMBAEMbIX B CHCTEMHBIM OJIOK, — BHAcOaJanTepa, CETEBOM ILIATHI,
3BYKOBOM TUTAThl, MOJEMa, YCTPOHCTB BBOJA/BHIBOJA MArHUTHBIX JKECTKHX
U ONTHYECKUX JUCKOB, OJIOKA MUTAHUSA M T.M., MUKPOCXEMbI MPSAMOro J0CTyna
K MMaMSITH, IITAH TIEPEeIaur JAaHHBIX, TTOPTOB BBOIA/BBIBOIA);

MHUKPOCXEMBl BHEIIHUX YCTPOWCTB (MOHHWTOpA, KJIAaBUATypPhl, TPHUHTEPA,
MOJeMa, CKaHEepa | T.I1.).

Ecnu BpenoHocHas mporpamma acCOLMUPYETCA C KAKOH-TMOO MNPHUKJIATHOMN
nmporpaMmoi, ¢ daimaMu, WMCIONIMMH OMPEACIICHHbIC PACIIUPCHUS WJIH WHBIC
aTpuOyThl, C COOOLIECHUSIMU, TIEPEABAEMBIMU MO CETH, TO €€ HOCUTEIIAMMU SIBJIAFOTC

MAKETHI MEPEIABAEMbIX MO KOMIBIOTEPHOU CETH COOOIIEHUIA;

¢aiinbl (TekcToBbIC, TpadUIecKue, UCTIONHAEMbIE U T 1. ).
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5.2. O0masi XapaKTepuCTHKA YA3BUMOCTEeil HH(POPMAIIMOHHOMW CHCTEMBI
NMEePCOHAJIBLHBIX JAHHBIX

Ya3BUMOCTh  MH(POPMAITMOHHOW  CHUCTEMBI  MEPCOHABHBIX  JAaHHBIX  —
HEJOCTAaTOK WM CJIa00€ MECTO B CHUCTEMHOM WM TPHUKIQJAHOM TMPOTPAMMHOM
(mMporpaMMHO-anmapaTHOM) OOECIICUYECHUH aBTOMATH3WPOBAHHOW WH(OOPMAITMOHHON
CHUCTEMBI, KOTOPHIE MOTYT OBITh MCIOJB30BAHBl JUIS pEaM3allid  YIPO3bI
0€30MacHOCTH MEPCOHANBHBIX JAHHBIM.

[TpyurHaM¥Y BO3HUKHOBEHUS YI3BUMOCTEH SABIIAIOTCS:

OMMWOKA TIPH TPOEKTHPOBAHWK W Pa3pabOTKe MPOrpaMMHOTO (TIpOrpaMMHO-
anmapaTHoro) 00ECTICUCHNS,

MPETHAMEPCHHBIE  JCWCTBUS TIO  BHECEHHWIO  YSI3BUMOCTCH B XOJE
MPOCKTHPOBAHUS W Pa3pabOTKW  TPOTPaMMHOTO  (TPOTPaMMHO-ANapPaTHOTO)
o0ecrcucHMS,

HEMPABWJIBHBIC HACTPOWKHA MPOTPAMMHOTO O00ECTICUCHU, HEMPaBOMEPHOE
U3MEHEHHUE PEKUMOB PAOOTHI YCTPOKUCTB M MMPOTPAMM;

HECAHKIIMOHWPOBAHHOE BHEIPEHUE W HCIIOJIH30BAHUE HEYUTECHHBIX MPOTPAMM
C TOCIEeAYIOMUM HEOOOCHOBAHHBIM  PAcXOJOBAHHUEM  PecypcoB  (3arpyska
MPOIIeCccopa, 3aXBaT ONMEPATHBHOMN MaMATH U TTAMATH Ha BHENTHUX HOCUTEISIX ),

BHEJIPEHUE  BPEAOHOCHBIX  MPOTPaMM,  CO3JAMOIIMX  YA3BUMOCTH B
MPOTPAMMHOM | MPOTPAMMHO-aNMapaTHOM 00CCTICUCHHH,

HECAHKIIMOHWPOBAHHBIC ~ HEYMBINIUICHHBIE  JCHCTBUSA  TOJIb30BATEIICH,
MIPUBOIAIINAE K BOSHUKHOBCHHIO YA3BUMOCTEH,

cbom B paboTe ammapaTHOTO W TPOrPaMMHOTO oOecrieueHus (BbI3BAHHBIC
cOOAMHM B OJICKTPONIUTAHWH, BBIXOAOM W3 CTPOS ammapaTHBIX »JIICMEHTOB B
pE3yNIbTaTe CTAPEHUS W CHWXCHUS HAACKHOCTH, BHEIIHAMH BO3ACHCTBUAMH
AJIEKTPOMArHUTHBIX TIOJICH TEXHUYECKAX YCTPOMCTB U JIP.).
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Knaccuduxanms ocaoBabIx yazsumocteit UCI[H npuBeneHa Ha pucynke 4.

Knaccupukanus ysasBuMocTeit
MPOrPaMMHOTO O0eCTIeueHHs

l
[ | | |

Mo Tumy I10 Ilo 3Tamy sKH3HEHHOTO Ilo npu4une Ilo xapaxrepy
LIMKJIA POTPAMMHOTO BO3HHKHOBCHHUA TIOCJICACTBHUH OT
00eCIeUeHUS, HA KOTOPOM VS3BAMOCTH peaH3aIyy aTak
BO3HHUKACT YA3BUMOCTH
Cucremuoe 110
Ys3BuMocTH, Henocratkn Ys3BuMocTH,
BO3HHKAIOIIUE Ha P MEXaHH3MOB HCIIONB3YEeMBIE IS
[lpuxamoe STare ayTeHTHUKAIHH TIEPETIONHEHUS
HPOTPAMMHOE HPOEKTUPOBAHMS 6ydepa
obecrieueHne IIPOrPaMMHOTO Heoorarka
obecITeueHUs 3T Y4eTHBIX VSI3BUMOCTH,
PeATIAIIN B P sammiceit HCIIONB3YEeMBIE IS
TIPOTPAMMHOTO 110160pa IapoIs Win
| obccreuens Hammme uneHTuduKaTopa
yHKITHIL,
MHCTAJUIAIMN U P I103BOJIIONINX
. | macTpoiixm BBITIOHSTE Ys3BuMocTH,
”| MporpaMMHOTO IECTPYKTHUBHLIE HCIIONB3YEeMBIE IS
obecrieucHus TEHCTBUS W3MCHEHMA IIpaB
JIOCTYIIA
OrcyTcTBHE
IIPOBEPKU
> KOPPEKTHOCTH YS3BUMOCTH,
BXOJIHBIX JAHHBIX L, HCIIONB3YEeMBIE IS
peanu3ayy aTaku
«OTKa3 B
o0CTyKUBaHUI»

Pucynox 4. Knaccudukamnms ya3BUMOCTEH IPOrpaMMHOTO 00ECTICUCHUS

Hwxe mnpeacraBneHa oOias XapakTEPUCTHUKA OCHOBHBIX TPYMN YSI3BUMOCTEH
NCII/{H, BKITIOUAIOMIHX:

VSI3BUMOCTH CHCTEMHOTO TPOTPAMMHOTO oOOecneueHuss (B TOM  YHCIE
MTPOTOKOJIOB CETEBOTO B3aUMOCHCTBHA);

YSA3BUMOCTH TIPHUKJIATHOTO MPOTPAMMHOTO 00eCTIeUeHUs (B TOM UHCJIE CPEACTB
3amuTH HH(POPMAIINN ).

5.2.1. O6mas xapakTepUCTHKA YA3BUMOCTEI CHCTEMHOI0 MPOrPaMMHOI0
ob0ecrnieueHUst

YA3BUMOCTH  CUCTEMHOrO  MOPOrPaMMHOr0  OOECMEUCHUS  HEOOXOIUMO
paccMaTpuBaTh ¢ NPUBA3KON K APXUTEKTYPE NOCTPOCHUS BBIUUCIIUTEIBHBIX CHCTEM.

[Ipr 5TOM BO3MOXHBI Y3BUMOCTH:

B MUKponporpammax, B npoinskax [13VY, T3V,

B CPEACTBAX OINEPALMOHHONW CHUCTEMBI, MPEAHA3HAYEHHBIX IS YIPABICHUA
nokanpHbIME  pecypcamu  UCIIJIlH (oOecmeunBarommxX BHITIOJHEHUE (DYHKIIHMA
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yIPaBIICHAS TPOIIECCAMHM, TIAMATHIO, YCTPONCTBAMHU BBOAQ/BRIBOMA, HHTEPPEcOM C
MOJTB30BATENIEM | T.I1.), IpaiiBepax, yTHIIATAX,

B CPEACTBAX OMEPANMOHHONW CHUCTEMBI, MPEAHA3HAYCHHBIX JUTS BBHITTOTHCHUS
BCIIOMOTATEIbHBIX (DYHKIWH, — YTHIATAX (apXUBUPOBAHMS, AedparMeHTaIMu 1 Jp.),
CHUCTEMHBIX 00padaThIBalOMIMX TporpaMMax (KOMIHIATOPAX, KOMIOHOBIIHAKAX,
OTJAUHAKAX | T.I.), MPOTrpaMMax MPEOCTABICHUS TIOJb30BATEIIO TOTOJTHATETFHBIX
yciIyr (CHeruaNbHBIX BapuWaHTax WHTepdeiica, KaabKymsTopax, Wrpax u T.IL.),
OoubamoTeKaxX MPOIEAYP PA3IUUIHOTO HazHAdeHUS (OMOMMOTEKaX MaTEeMaTHYECKUX
dhyaknmid, GpyHKIMiA BBOIA/BRIBOA U T 1. ),

B CPEICTBaX KOMMYHHMKAITMOHHOTO B3aUMOJICHCTBHUS (CETEBBIX CPEACTBAX)
OIEPAIMOHHON CUCTEMBI.

VYA3BUMOCTH B MUKPOTPOrpaMMax M B CPEACTBAX OIMEPAIMOHHOW CHCTEMBI,
MPEeHA3HAYCHHBIX IS YIIPABICHUS JIOKATBHBIMA PECYPCAMH M BCIIOMOTATEIIbHBIMH
(yHKIAAMEA, MOTYT TIPEACTABIIATH COOOM:

(dbyHKIIMM, TPOTEAYPHI, HM3MEHEHHUE IMapaMETPOB KOTOPHIX OMPEACTICHHBIM
o0pa3oM TMO3BOJIACT HCIOIH30BaTh WX JUIA HECAHKIIMOHWPOBAHHOTO AocTyna 0e3
00Hapy>XeHUS TaKMX M3MEHEHUH ONepaliMOHHON CUCTEMOM;

(dhparMeHTHl KOoZa MpOorpaMM («IABIPBDY, «JTIOKW» ), BBEJACHHBIC Pa3padOTUNKOM,
MO3BOJISIONTHE O0XOIUTH MPONEAYPHl UACHTH(DUKAIINH, ayTeHTU(DHUKAITAN, TIPOBEPKH
IIEJIOCTHOCTH | JIp.;

OTCYTCTBHE HEOOXOTUMBIX CPEICTB 3allUTHl (QyTCHTH(DHUKAINN, MPOBEPKH
IEJIOCTHOCTH, MPOBEPKHU dbopmaron COOOIICHHUH, OJIOKUPOBAHUA
HECAHKIIMOHUPOBAHHO MOTU(PHITMPOBAHHBIX (PYHKITHIH ¥ T.11.);

OIMMOKH B TIporpamMmMax (B 0OBABICHUHN TIEPEMEHHBIX, (PYHKITHH W POTIEAYD, B
KOJaX TpOrpaMM), KOTOPBIE TIPH ONPEACICHHBIX YCIOBHAX (HAmpuMep, TpH
BBHITIOJTHEHWN JIOTHUECKUX TIEPEXOJ0B) MPUBOAAT K COOAM, B TOM YHCIE K COOAM
(hyHKIIMOHUPOBAHUS CPEICTB U CHCTEM 3AIATH HH(MOPMAIIHH.

VYS3BUMOCTH TIPOTOKOJIOB CETEBOTO B3aUMOJICHCTBHSA CBA3AaHBI C OCOOCHHOCTSIMH
WX TPOTPaMMHOM pealm3aiud W OOYCJIOBJICHBI OTPAHUYCHUSMH Ha pa3Meph
npuMeHsieMoro Oydepa, HeTOCTaTKaMW TPOLEAYPHl ayTCHTHU(HKAIIUN, OTCYTCTBHEM
MPOBEPOK TPABHIIBHOCTH CiyxkeOHoM wH(popmaru u Ap. Kparkas xapaktepucThka
ATHX YA3BUMOCTEH PUMEHHUTEIHHO K POTOKOJIAM TPUBEICHA B TaOIHIIE 2.
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Tabnuua 2

VY A3BUMOCTH OTACBHBIX MPOTOKOJIOB cTeka mpoTokojioB TCP/IP,
Ha 6a3e KoToporo GyHKIMOHUPYIOT INI00ATbHBIE CETH O0IIEro MOJIb30BaHUs

Haumenosanne Yposenn Haumenosanne Copeprranune HapyLweHHs
MPOTOKO0JIA cTeKa (xapakTepucTHKA) yI3BUMOCTH | Oe3omacHocTH HHpOpManHH
NPOTOKOJIOB
FTP (File Transfer |[lpuxnaguoii, | 1. Ayrenrndukamus Ha 6ase BosMokHOCTB mepexBaTa JaHHBIX
Protocol) — MPEACTABH- | OTKPBITOrO TEKCTA (Maponu YUCTHOW 3arucu (UMSH
MPOTOKOT TCIBHBIN, MEPECHUIAIOTCS B 3apErUCTPHPOBAHHBIX
nepeaaun GalioB | CCAHCOBBIH He3amu(pPOBAHHOM BH/IC) MOJIB30BATEIICH, TAPOJICH).
0 CCTH 2. Jloctym 10 YMOTIAHHIO IMonyucHue yoaacHHOTO JOCTYIIA
3. Hanmme aBYX OTKPBITHIX K XOCTaM
MOPTOB
telnet — mporokon | IpuknagHoii, | Ayrentudukanus Ha 0asze Bo3moxHOCTE TICpexBaTa JAHHBIX
VIIPaBICHHUS MPEACTABH- | OTKPBITOTrO TEKCTA (MapoIn VUCTHOH 3aIlluCH MOJIb30BATEI.
VIATCHHBIM TCIBHBIN, MEPECHUIAIOTCS B [Tony4eHune yaaaeHHOTO 10CTYNA
TEPMHUHAIIOM CEaHCOBBII He3anupPOBAHHOM BUAE) K XOCTaM
UDP - mporoxon Tpauncropt- | OTcyTcTBHE MEXaHU3MA Bo3amoxHOCTE peanuzanun
nepeaadyu JaHHBIX | HBIM MPEIOTBPALIEHUS TIEPErPY30K UDP-mropma.
0¢3 YCTaHOBJICHHS Ovdepa B pesyabsrate oOMeHa makeraMu
COCAMHCHHUS MPOUCXOAUT CYIIECCTBCHHOE
CHIDKCHHE TPOU3BOAUTENBHOCTH
cepsepa
ARP —mporokon | CereBoit Ayrentudukamms Ha 6a3ze Bo3zmoxxHOCTE IIEpEXBaTa
npeoOpazoBaHus OTKPBITOrO TekcTa (MHpOpMaus | Tpaduka NoIb30BaATCIS
IP-anpeca B MIEPECHITIAETCA B 3MOYMBIIIUTIEHHUKOM
(uznveckuii agpec He3anupPOBAHHOM BUAE)
RIP — mporoxon Tpancnopr- | OTcyTcTBUE ayTeHTH(PHUKALTN BoaMokHOCTE TIepeHaIpaBIeHNs
MapILIpyTHOH HBIN VIPaBIAOLIMX COOOMECHUH 00 Tpaduka yepes XocT
nHpOpMAITUH M3MCHCHUH MapIupyTa 3MOYMBILIUTICHHUKA
TCP — nporokon Tpancnopr- | OTCyTCTBHE MEXaHU3MA CyIIecTBCHHOE CHUYKCHHE
VIIPaBICHHUS HBIN MPOBEPKU KOPPEKTHOCTH CKOPOCTH 0OMCHA U JAXKE
nepenaveh 3aIMOMHEHUS CITYKESOHBIX MOTHBIH Pa3pbiB MPOU3BONBHBIX
3arONOBKOB MaKeTa coeauHeHUH 1o nporokony TCP
DNS — mporokon | [Ipuxnagnoii, | OrcyrcrBre cpencts nposepku | Danscndukars orBera
VCTAHOBJICHUS nmpeactasu- | ayreHtuukanuu noayaeHHbix | DNS-cepsepa
COOTBETCTBHS TCIBHBIN, JAHHBIX OT HCTOYHHKA
MHEMOHHYECKUX CCAHCOBBIH
HMEH U CETEBBIX
aJpecoB
IGMP - nporokon | Ceresoit OtcyTcTBHE ayTCHTU(UKALIH 3aBHCAHHE CHCTEM
nepeaaun co00IIECHHH 00 H3MECHEHU T Win 9x/NT/200
co00IEHUH 0 MapaMeTPoOB MapIIpyTa
MapLIPyTH3ALHH
SMTP — oporokoa |Ilpuxnaguoii, | OTCYyTCTBHE HOAACPKKH Bo3MOXHOCTB TOAICIBIBAHUS
obecrieueHus MPCACTaBH- | AyTCHTU(UKALHH 3ar0JIOBKOB COOOIICHUH 3JCKTPOHHOU MOYTHI,
CCpBHUCA JOCTABKH | TCIBHBIN, COOOIICHUH a TAKKE aapeca OTIPABHTENS
cO00IIeHHUH MO CCAHCOBBIH COO0IICHUS
3JIEKTPOHHOMN MOYTE
SNMP — nporokon |IIpuxnaguoii, | OTCYyTCTBHE HOAACPKKH Bo3MOXHOCTE TICPCIIOTHCHUS
VIIPaBICHHUS MPCACTaBH- | AyTCHTU(UKALHH 3ar0JIOBKOB MPOMNYCKHOH CIIOCOOHOCTH CETH
MapLIPYTU3aTOPaMHU | TEIbHBIM, COOOIICHUH
B CETAX CEaHCOBBIMI
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Jlng cucTeMaru3alyMM  ONHCAHUS MHOXKECTBA YA3BUMOCTEH HMCIOIb3YyETCs
equHas 0asza mannbiX ys3Bumoctedh CVE (Common Vulnerabilities and Exposures),
B pa3padOTKe KOTOPOH NPUHHUMAIKA Y4YaCTUE CHEILHAIMCTHl MHOTHX H3BECTHBIX
koMnaHuii 1 opranm3anmii, Takux kak MITRE, ISS, Cisco, BindView, Axent, NFR,
L-3, CyberSafe, CERT, Carnegiec Mellon University, uactutyT SANS 1 1.1. OTa 6a3a
JAHHBIX TOCTOSHHO IMOMOJIHSAETCS M MCIOJIb3YeTCs TpH (OPMUPOBAHUU 0a3 JaHHBIX
MHOTOYHMCIICHHBIX ITPOrPAMMHBIX CPEACTB aHAIU3a 3alIUICHHOCTH M, MPEKIES BCETO,
CETEBBIX CKAHEPOB.

5.2.2. O0mag xapakTepucTUKA yA3BUMOCTelH NPUKIATHOT0 NPOrPAMMHOI0
obecnieyeHust

K npuxknagHoMy mnporpaMMHOMY OOECHEUYEHUIO OTHOCATCA MPUKIAJAHBIC
MpOrpaMMbl OOIIETO MOIb30BAHUS U CMICIIUATIBHBIC MPUKIAAHBIE MPOrPAMMBI.

[Tpuknagabie MporpaMMbl OOIIETO TTOJIH30BAHUA — TEKCTOBBIE M Tpaduueckue
PEOaKTOPHI, METUaA-TPOTPAMMBbI (ayJHO- W BUIACOMPOUTPHIBATEIN, MPOTPAMMHBIC
CpEICTBa MpHeMa TEJCBU3UOHHBIX MPOTPAMM U T.I1.), CHCTEMbI yIpaBJICHHUsS Oa3zaMu
JAHHBIX, MpOoTrpaMMHBIC IUIATGOPMBI OOINEro IOJB30BAHHMSA IS Ppa3padOTKH
nporpaMmMmHubix mpoayktoB (tuma Delphi, Visual Basic), cpenctsa 3ammuTh
uHdopMaIu o0IIero MoJIb30BaHUSA U T.11.

CnenmanbHble MOPUKIAAHBIE MOPOrpPaMMbl — 3TO NPOrpPaMMBbI, KOTOPHIE
pa3padaThIBAOTCA B MHTEPECAX PEIICHUS KOHKPETHBIX MPUKJIAIHBIX 337124 B JAHHOU
UCII[lH (B ToM wuwWciae mTpOrpaMMHBIC CPEACTBA  3alUThl  WHOOPMAIHIH,
paspabortannbie aia koukpernoi UCIT/ H).

YA3BUMOCTH NPUKJIATHOTO MPOTPAMMHOr0 00ECNEYEHUA MOTYT MPEACTABIATh
co0oil:

(yHKIIMM ¥ TPOTIEAYPHI, OTHOCAIITUECA K PA3HBIM MPHUKIIATHBIM MPOTpaMMaM
U HECOBMECTHMBIC MEXAy co00# (He (hyHKIMOHUPYIOIIHE B OJHON OIEparmOHHON
cpene) u3-3a KOH(IIMKTOB, CBA3AHHBIX C PACIIPEACIICHHEM PECYPCOB CHCTEMBI,

(byHKIIMH, NPOIEAYyPHl, H3MEHCHHWE ONPEACICHHBIM 00pa3oM I1apaMeTpPOB
KOTOPBIX MO3BOJIAECT MUCMOJIb30BATh UX JJISl IPOHUKHOBEHUS B OMEPALIMOHHYIO CpEy
UCII[la w BBI30Ba IMTATHBIX (PYHKIUH OMEPANIMOHHOW CHCTEMBI, BBITIOJHEHUS
HECAHKIIMOHUPOBAHHOTO  JocTyna 0e3  OOHapy>KEHHs  TaKuX  WM3MEHCHHI
OIEPAIMOHHON CUCTEMOM,

(dhparMeHTHl KOoZa MpOorpaMM («IABIPBDY, «JTIOKW» ), BBEJACHHBIC Pa3padOTUNKOM,
MO3BOJISIONTHE O0XOIUTH MPONEAYPHl UACHTH(DUKAIINH, ayTeHTU(DHUKAITAN, TIPOBEPKH
LEIOCTHOCTH U ApP., MPEIyCMOTPEHHBIEC B OMEPAIIMOHHON CUCTEME;

OTCYTCTBHE HEOOXOTUMBIX CPEICTB 3allUTHl (QyTCHTH(DHUKAINN, MPOBEPKH
IEJIOCTHOCTH, MPOBEPKHU dbopmaron COOOIICHHUH, OJIOKUPOBAHUA
HECAHKIIMOHUPOBAHHO MOTU(PHITMPOBAHHBIX (PYHKITHIH ¥ T.11.);

OIMMOKH B TIporpamMmMax (B 0OBABICHUHN TIEPEMEHHBIX, (PYHKITHH W POTIEAYD, B
KOJaX TpOrpaMM), KOTOPBIE TIPH ONPEACICHHBIX YCIOBHAX (HAmpuMep, TpH
BBHITIOJTHEHWN JIOTHUECKUX TIEPEXOJ0B) MPUBOAAT K COOAM, B TOM YHCIE K COOAM
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(hyHKITMOHUPOBAHUSA CPEJACTB M CHCTEM 3alluThl HWH(pOpMamuu, K BO3MOKHOCTH
HECAHKIIMOHUPOBAHHOTO AOCTYIIA K HH(MOPMAIIHH.

Jlaaabie 00 yA3BUMOCTSX pa3padaThiBAEMOTO M PacCIpOCTPAHACMOTO Ha
KOMMEPYECKON OCHOBE MPHUKIATHOTO MPOTPAaMMHOTO OO0ECIICUCHHST COOMparoTcs,
0606IIAIOTCS ¥ AHATH3UPYIOTCS B Gase nanubix CVE'

5.3. O0masi xapakTepuCTHKA YIP0o3 HEMOCPeACTBEHHOI 0 J0CTYIa
B OIIEPAILIHOHHYI0 cpeay HH(POPMALIMOHHOI CHCTEMBbI NEPCOHAJIbHBIX JAHHBIX

Yrpo3sl goctyna (MPOHUKHOBEHHS) B OMEPAIMOHHYIO CPEly KOMIIBIOTEpa H
HECAHKIMOHUPOBAHHOTO AocTyna K [1/IH cBA3aHbI ¢ JOCTYIIOM:

K uH(pOpPMAIMK W KOMaHaM, XpaHAIUMcs B 0a30BOM CHCTEME BBOJAA/BHIBOIA
(BIOS) HWCIIJIln, ¢ BO3MOXHOCTBIO TepexBaTa YMPABICHUA  3arpy3Kou
ONEPALUOHHON CUCTEMBI U TTOTYYEHUEM MPAB TOBEPEHHOIO MOJIb30BATENS,

B OTEPAIMOHHYIO CPeAy, TO €CTh B cpeay (PYHKIIMOHMPOBAHWA JIOKATHHOM
OTIEPAllMOHHOM  CHUCTEMBI  OTAEIbHOrO TexHuueckoro cpeacrsa MHCIIIH ¢
BO3MOXKHOCTbIO BBIMIOJIHEHUS HECAHKIMOHUPOBAHHOTO JOCTyNa TMYTEM BbI30Ba
IITATHBIX MPOrpaMM  ONEPALMOHHON CUCTEMbl WM  3alyCcka CHEIUAIbHO
pa3pabOTaHHBIX MPOrPAMM, PEATTUIYIOIIUX TaKUE JEHCTBHUS,

B cpeany (YHKIIMOHWUPOBAHWUS TPHUKIATHBIX MporpaMMm (Hampumep, K
JIOKAJIbHOW CHCTEME yrpaBlicHus 0a3aMu JaHHBIX ),

HEMOCPE/ICTBCHHO K WH(OpManuu mojs3oBarens (k ¢ainaMm, TEKCTOBOM,
aynmo- u rpadudeckoi wH(OpMAaIuu, MONSM M 3alMHACAM B 3JICKTPOHHBIX 0azax
JAHHBIX) W OOYCJIOBJICHBI BO3MOXKHOCTHIO HApYIICHHUS €¢ KOH(HICHIIHMATHLHOCTH,
LEJIOCTHOCTH U JOCTYITHOCTH.

OTH yrpo3sl MOTYT OBITh PEAIM30BAHBI B CAydae TONYUYCHHS (PU3AUECKOTO
nocryna k WCIIJ[H wimu, mo kpaiiHe#d Mepe, K cpeAcTBaM BBOAa HWH(GOPMAIAH
B UCIT/IH. Ux MOXHO O0OBEIMHUTH MO YCIAOBUAM PEeAIU3alMUA HA TPU TPYIIIHIL.

[TepBas rpymnma BKIOYAET B ce0A Yrpo3bl, peajiu3yeMbi€ B XOJE 3arpy3Ku
OTICPAITMOHHOW CHUCTEMBI. DTH YIpo3bl 0€30MacHOCTH WH(pOPMAIMK HAMPABIICHBI Ha
nMepexBar TMapojied Wi  HACHTH(PUKATOPOB, MOAWPUKAIMIO TMPOTPAMMHOTO
obecrieuenusi 0a3oBoi cuctembl BBOAa/BeiBoAa (BIOS), mepexsar ympasneHus
3arpy3koil ¢ W3MEHEHHWEM HEOOXOAMMOUN TEXHOJOTHYECKOW WHdOpMaIu 1is
nonyuenus HCJl B omepammonnyto cpexy HCII/H. Yame Bcero Takue yrposbl
peaNM3yIOTCS C UCTOJIb30BAHUEM OTUYK/IAeMbIX HOCUTENEH MH(MOPMAIIHH.

Bropas rpymma — yrpossl, peaJM3yeMbie MOCJE 3arpy3Ku ONEPalMOHHON
Cpeabl HE3aBUCHUMO OT TOr0, Kakas TMpUKIagHas TMporpaMma 3amycKaeTcs
MOJIb30BATE/IEM. OJTU yIPO3bl, KAk TMPABWJIO, HAMPABJICHB HA BBIMOJHECHUE
HEMOCPE/ICTBCHHO  HECAHKIIMOHUPOBAHHOTO  jJoctyna K  wHpopMamuu. [lpm
MOJYYEHUU JOCTYIA B ONMEPALMOHHYIO CPEIy HAPYILIUTENIb MOKET BOCIOIb30BATHCA
KaK CTaHAAPTHBIMH (PYHKIIUSAMH ONEPAIIMOHHONW CHUCTEMBl WM  KaKOW-THOO0
MPUKIIAHONW TPOTPAMMBI OOIIETO TOJIb30BAaHUSA (HAMPUMEDP, CHUCTEMBI YIPABIICHUAS

! Bemercs 3apy6exnoit pupmoit CERT HA KOMMEPUECKOH OCHOBE
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0azaMW  JAHHBIX), TaK ® CHENWAJIBHO  CO3JAHHBIMH  JUIS  BBITIOJTHEHUS
HECAHKIIMOHWPOBAHHOTO JAOCTYyTA MPOTpaMMaMH, HalpUMeED:

MporpaMMamMH IPOCMOTPa U MOAU(UKAIIK PEeCTpa;

MpOrpaMMaMH TIOMCKA TEKCTOB B TEKCTOBBIX (paiiyiax 1mo KIIOUEBHIM CIIOBAM H
KOMTUPOBAHMS,

CHIEIUANIbHBIMKA TIPOTPaMMaMH TIPOCMOTPA ¥ KOMMPOBAHUS 3amuceit B 0azax
JAHHBIX

mporpaMmamMu  ObICTpOrO  TpocMoTpa  rpadudeckux  QaitioB,  uX
PEIAKTUPOBAHMS WITH KOTTMPOBAHUS,

MporpaMMamMiu TIOJICPKKHA BO3MOXKHOCTEH pPEeKOH(PHUTYpAIMyd TPOTPaMMHOM
cpensl (Hactpoiiku UCITJ/[H B mHTEpEcax HAPYIIHUTEN) U Jp.

Hakonen, TpeThsi rpymma BKIIOYAET B ce€Osl Yrpo3bl, peam3ariisi KOTOPHIX
OTIpENEISICTCS TeM, Kakas W3 NPHUKIAJIHBIX MPOTPaMM 3alyCKaeTCs TOJIb30BATEIIEM,
ui (akToM 3amycka J000H W3 MPUKIAMHBIX MporpamMM. bonbimas 9acTh TaKux
yTpo3 — 3TO YIPO3bl BHEIPEHUS BPEAOHOCHBIX ITPOTPaMM.

5.4. O0masi XxapaKTepuCTHKA yIpo3 0€30MaCHOCTH MEePCOHATbHBIX TAHHBIX,
peaji3yeMbIX € HCTO0JIb30BAHHEM MPOTOKOJI0B MEKCETEBOr0 B3anMoIeHCTBHUS

Ecniu WCIIJIlH peanuzoBaHa Ha 0a3e JIOKaJbHOM WM paclpeaciIeHHOM
WHOPMAITMOHHOW CHCTEMBI, TO B HEH MOTryT OBITh pPEATM30BAHBI YTPO3BI
O6e3omacHOCTH WH(pOPMAIMKA TMYTEM HWCTOJB30BAHKS TMPOTOKOJIOB MEXKCETEBOTO
Blaumoaeicteua. Ilpm »Tom Moxker obecneunBatbes HCJ x  II/ln wunm
peain30BBIBATHCS yrpo3a 0TKa3a B 00cykuBaHusAs. OCOOEHHO OMACHBI YTPO3bl, KOT1a
UCTIla mnpencraBmser co0oi pacmnpeneiacHHyI0 HWHOOPMAITMOHHYIO CHCTEMY,
MOJKITIOUCHHYIO K CETAM OOIEro MOJIb30BAaHUA W (WJIH) CETAM MEKIYHAPOJIHOTO
uHdopmarmonnoro obmena. KiaccudukaimonHas cxema yrpos, peaiu3yeMbIX IO
CEeTH, TPHBEICHA HAa PHUCYHKE 5. B €€ OCHOBY IOJOKEHO CEMb CICAYIOMMNX
MEPBUYHBIX IPU3HAKOB KJTACCH(PUKAIIHH.

1. Xapakrep yrpo3ssi. [1o 3TOMy Mpu3HaKy yrpo3bl MOTYT ObITh MACCUBHBIE W
aktuBHble. [laccWBHast yrpo3a — 3TO yrpos3a, HpU peajnu3alid  KOTOPOM HeE
OKa3bIBAETCA HemocpeacTBeHHoe BiusHue Ha pabdoty HCII/IH, HO MOryT OBbIThH
HapYIICHbl YCTAHOBJICHHBIC MpaBWia pa3rpaHudeHus nocryna K [IJ[H win cereBbiM
pecypcam. [IpuMepom Takux yrpo3 ABISIETCS yrpo3a «AHAJU3 CETEBOTO Tpadukay,
HalMpaBJICHHAs Ha MPOCAYIIMBAHUE KAHAJIOB CBA3M M TNIEPEXBAT MepeaaBacMoit
uHdopMaIm.

AKTUBHasi yrpo3a — 53TO yrpo3a, CBS3aHHas C BO3JCHCTBUEM Ha PECYPCHI
NCII/In, npu peanu3aliii KOTOPOM OKAa3bIBAETCSA HEMOCPEACTBEHHOE BIIUSHUE
Ha paboTy CUCTeMBI (M3MEHEHWE KOH(pUTyparuu, HapylieHue paboToCmocOoOHOCTH
U T.J.), ¥ C HAPYIICHUEM YCTAHOBJICHHBIX TPABWI pasrpanuucHus aoctymna k [1/[a
WM CceTeBbIM pecypcam. [Ipumepom Ttakux yrpo3 ssiserca yrposza «OTka3 B
00CITy>KUBaHUMNY, peaiiuzyemMas kak «ropm TCP-3anpocoBy.

2. llenp peanmuzanuu yrpossl. [lo 3TOMYy MNpHU3HAKY Yrpo3bl MOTYT ObITh
HaIPaBJICHBl HA HapyIIeHUE KOH(MUICHIIMAILHOCTH, MEIOCTHOCTH W JOCTYITHOCTH
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uHdopmarmu (B ToM umciae Ha HapymeHme padorocmocobHoctn MCIIH mmm ee
SJIEMEHTOB).

3. YcroBue Hauaia oCyIlIeCTBICHHS TMpoliecca peaau3anuu yrpossl. [lo stomy
NPU3HAKY MOXKET PEATM30BBIBATHCS YIpo3a:

M0 3ampocy OT 00bEKTa, OTHOCUTENbHO KOTOPOTO peajn3yerca yrpos3a. B stom
Cllyuae HapyIIUTeNb OXHMIAET Mepeaadyu 3arnpoca ONpeeJIeHHOTO THUIA, KOTOPBIA U
OyJeT ycloBHEM Hauayia OCYIIECTBIICHUS HECAHKIIMOHUPOBAHHOTO JOCTYMA,
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BSaI/IMOI[efICTBHﬂ B ABTOMATHU3HUPOBAHHBIX CUCTEMAX

Knaccuduxanus yrpos 6esonacHocTa nHpopManny, peaan3yeMblx C HCHOJIb30BAHHEM IIPOTOKOJIOB MEKCETEBOTO

Ilo Hamuuuo obpamuot

Ilo pacnonocenuro cybvexma

Ilo xapaxmepy Ilo yenu o30eiicmeus Ilo yenosuro Havana npoyecca ceasu ¢ HCILn amaxu ommocumensio HCITT
8030eticmeus peanusayui yeposvl
4
e I T i __________ L | e ey T T iy o
! ' o \ : : b
1 1 1
i | TlaccupHrie 1 1| YTPO3BI C HapyIeHHeM i || YTposeL peamMsyembie mo | i | C oBparHoit CB3BIO i 1 | BHyrpmcermeHTHBIC
! ' 1 | KoH(HIEHIMAILHOCTH 'y | sanpocy or UCIlH | ' -
1 1
! i 1| mHbopMarm i | | . i 1 | MesxcermenTHbIC
' ro 0l ' i | be3 oOparHOI CBA3H P
1 | AKTHBHBIE o ' ! ! Pt
! o [y ! ' | (omHOHampaBIeHHASL [
! 0 TpO3bl, peamusyemsie | | ! L
' ' ! YTpossl ¢ HapymeHHeM ' ! o HACTYIUIEHHUIO I i aTaxa) D
_____________________ 1 1 1
L(eJI0CTHOCTH HH(POPMAIIHHU 1 ' | oxumaemoro coGhITHS B ! ! S
1
1| MCTn ! e .
1
1
1
B |
1
YIpo3sl ¢ HapyIIEHHEM ! i | besycrmosHeie ' Io ypognio samanonnoli mooenu
JIOCTYIHOCTH HHpOpMAIIHH 1| | BO3ZICHCTBHA | 83AUMOOETICIGIST OMKPLITNLIX CUCTIEM
1 ! !
o !

YIposbl ¢ KOMILIEKCHBIM
BO3/ICHCTBHEM Ha
uHbopMAIHIO

1o coomnoutenuio xonuuecmea
Hapyutumeneii u Xocmos,
OMHOCUMENLHO KOMOPbIX

peanusyiomca y2posni
————————————————————————————————————————————————————————————————————————————————————————————————————— 1

1

1

Vrposa "Oqun k ogHOMY" Yrposa "Oaun ko Pacnpesnenennrie :
1

MHOTHM" (CKOOPIUHHUPOBAHHBIE) YT PO3EI |

1

1

1

1

1

Yrpo3bl Ha GU3UUECKOM YPOBHE

Yrpo3bl Ha KaHAJIBHOM YPOBHE

Yrpo3bl Ha CETEBOM YPOBHE

YTpo3bl Ha TPAHCIIOPTHOM YPOBHE

YTpo3bl Ha CEaHCOBOM YPOBHE

YTpo3bl Ha IIpe/ICTaBUTEILHOM YPOBHE

YTpo3bl Ha IIPUKIIATHOM YPOBHE

Pucynok 5. KnaccudukanmonHnas cxema yrpo3 ¢ HCIOJIb30BaHHEM IPOTOKOJI0B MEKCETEBOTO B3aUMOICHCTBHS
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M0 HACTYIUICHUIO 0KUAAEMOT0 COOBITHS HAa 00BEKTE, OTHOCUTEIBHO KOTOPOTO
peanmu3yeTca yrpoza. B 3TOM ciydae HapylmuTeNnb OCYLIECTBISAET NOCTOSHHOE
HaOmoAeHUEe 3a CcocTosAHueM omeparonHor cuctembl HWMCII/ln wu  mipum
BO3HUKHOBEHUU  OMPEJCICHHOTO  COOBITUSA B H3TOM  CUCTEME  HAYMHAET
HECAHKIIMOHUPOBAHHBINA JTIOCTYT,

0e3yclioBHOE BO3JckcTBME. B 3TOM cllydyae Hayajao OCYLIECTBJICHHS
HECAHKIIMOHUPOBAHHOTO JIOCTyNa OE€3yCJIOBHO MO OTHOIICHHMIO K LEAU AOCTYMA, TO
€CTh YIPO3a Pean3yeTcsi HEMEAJIEHHO U O€30THOCUTENILHO K COCTOSIHUIO CUCTEMBI.

4. Hannune oOpatHoii cBasu ¢ MCIIJH. Ilo »TomMy mNpu3HaKy MOpoOIEce
pean3alyu yrpo3bl MOKET ObITh ¢ 0OPAaTHOM CBA3bIO U 0€3 00paTHOM CBA3U. YTpo3a,
ocymiecTBigemMas npu Haauuuu oOpatHor cBsa3u ¢ MCII/IH, xapakTepusyercs TeMm,
YTO Ha HEKOTOphble 3ampochl, nepenanHbie Ha MWCII/(H, HapymuTtenio TpedyeTcs
nonyuuTh oTBeT. CnenoBarenbHo, Mexay Hapyumtenem u WCII/IH cyinecTByeT
oOparHasi CBA3b, KOTOpPas MO3BOJIACT HAPYLIUTEIIO aJICKBATHO PEarupoBaTh HA BCE
usmeHenus, npoucxoasume B UCII/IH. B otnuuue oT yrpos, peanusyeMbix MpHU
Hanmuuum oopatHoi cBs3u ¢ UCII/[H, mpu peanuzaiuu yrpo3 6€3 oOpaTHOH CBA3U HE
TpeOyeTcs pearupoBarh Ha Kakue-In0o n3mMeHeHus, npoucxoasamue B UCIT/IH.

5. Pacnonoxenune Hapymmtens otHocutenbHo WMCIIJIH. B cooTBeTcTBHH C
3TUM MPU3HAKOM YIp03a PEAUTH3YETCS KAaK BHYTPUCETMEHTHO, TaK U MEKCETMEHTHO.
CermeHT cetn — uzmdeckoe oObeauHeHNE X0CcTOB (Texanueckux cpencts MCI/ x
WM KOMMYHHKAITMOHHBIX JJIEMEHTOB, HMMEIOIIMX CceTeBOW aapec). Hampumep,
cermeHT MCII/In oOpa3yeT COBOKYMHOCTh XOCTOB, MOJKIIIOUEHHBIX K CEPBEPY IO
cxeMme «oOias muHay. B ciydae, korjia MMEET MECTO BHYTPUCETMEHTHAs yrposa,
HapYIIUTENh UMeeT pusndecknii Joctyn k anmapatHeiM snementam UCIIIa. Ecnm
MMEET MECTO MEKCETMEHTHAsl yrpo3a, To Hapyuuteab pacnonaraercs BHe UCII/H,
peanusys yrposy u3 Apyroiu cetu win u3 apyroro cermenra UCITIH.

6. YpOBEHb ATAJOHHOM MOJEAM B3aMMOACHCTBUS  OTKPBITHIX cHCTeM'
(ISO/OSI), na xoropom peanmusyercs yrposa. [lo 3ToMy mpu3HaAKy yrposa MOKET
peaNm30BBIBATHCSA HA (PU3MIECKOM, KAHATTLHOM, CETEBOM, TPAHCITIOPTHOM, CEAHCOBOM,
MPEJICTaBUTEIIEHOM U TIPUKIaAHOM ypoBHE Moaenu [SO/OSI.

7. CooTHOlIEHHE  KoinuecTBa Hapywmutenedt u  snementoB  UCII/IH,
OTHOCUTEJIBHO KOTOPBIX peanusyercs yrposa. [lo 3tomy mpusHaky yrpos3a MOXKET
ObITh OTHECEHA K KJIACCY YIpO3, PEajlu3yeMbIX OJHUM HAPYIIUTEIEM OTHOCHUTEJIBHO
omHoro Ttexuuwdeckoro cpeacrea HCII[[H (yrpo3a «omamH K OJHOMYY), Cpasy
OTHOCUTEIBHO HECKONbKUX TexHudeckux cpeacts HCII[a (yrpo3a «OomuH KO
MHOTHM) ) WA HECKOJIHBKAMH HAPYIIATEIIAMH C PA3HBIX KOMITHIOTEPOB OTHOCHTEHHO
OJTHOTO WJIM HECKONbkuX TexHwdecknx cpencts WCIIIH (pacnpeneneHHbie WIH
KOMOWHUPOBAHHBIC YTPO3BI).

C yueToMm TIPOBEICHHOW KiacCHU(PMKAIIMM MOXHO BBIJICIUTH CEMb HamOoJiee
4acTO PEATM3YEMBIX B HACTOSAIIECE BPEMS YTPO3.

1. Ananmus cereBoro Tpadmka (pucyHok 6).

' Mexnaynapoasas Oprammsaums no Crammaprisamun (ISO) mpumsna crammapr I1SO 7498, ommchiBaroummit

B3aUMOICHCTBHE OTKPHITHIX cucTeM (OSI).
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Xocer 1

IpocymmBanue
KaHaja|CBsI3H

MapmpyTtusarop 1 MapmpyTtusarop 2 %
XocT 2

S
: XocT HApPYIIIHTEII Q
Xoer M

Xoer N

Pucynok 6. Cxema peanu3anms yrpo3bl « AHAJIH3 CETEBOTO TpadhuKa

DTa yrpo3a peajqusyerca ¢ MOMOIIBIO CHEUATbHON MpOorpaMMbl-aHaIn3aTopa
nakeToB (sniffer), mepexBaTHIBAIOIICH BCE MAKETHI, TIEPEAABAEMBIC TIO CETMEHTY CETH,
W BBUICIAIONICH Cpeau HHUX TE€, B KOTOPBHIX TEPEMAIOTCS HMACHTH(PUKATOP
MOJIb30BATENIA M €ro mnapoyib. B Xoae peanuzaiuu yrpo3bl HApYLIMTENb H3Y4aeT
JIOTUKY PabOThl CETH — TO €CTh CTPEMUTCA MOJYUYUTh OAHO3HAYHOE COOTBETCTBUE
COOBITHIM, TPOUCXOIAIIUX B CUCTEME, U KOMaH/, MEPECHUIAEMbIX TTPH 3TOM XOCTaMH,
B MOMEHT TIOSIBJICHUS JAHHbIX COObITMHA. B janpHelmeM 5TO  MO3BOJISIET
3JIOYMBIIJICHHUKY Ha OCHOBE 3aJlaHUsl COOTBETCTBYIOIIMX KOMAHJ MOJYYUTh,
HarpuMep, NPUBUIICTUPOBAHHBIC MMPAaBA HA JECHCTBUS B CUCTEME WM PACIIUPUTh CBOU
MOJIHOMOYUA B HEH, MNEpPEeXBaTUTh MOTOK TNEPEAABACMbIX JIAHHBIX, KOTOPBIMHU
OOMEHUBAIOTCA KOMIOHEHThI CETEBOM OMEPALMOHHONW CHUCTEMBI, JJi1 W3BJICUYEHUA
KoH(pUICHIMATbHON WM uACHTH(UKAIMOHHONW  wWH(popManuu  (Hampumep,
CTATUYECKUX TMapoJied TMOJIb30BaTENIeH MJid J0CTyna K YAAJIEHHbIM XOCTaM IO
nporokonam FTP u TELNET, He npenycmarpuBatonum mu)poBaHue), €€ MOIMEHBI,
MOIU(DHKAIIAN | T.II.

2. CkaHMPOBaAHUE CETH.

CyuHocTh mpolecca peaji3aluy yrpo3bl 3aK/II0UACTCsA B NIEPeAaue 3anpocoB
cereBbIM ciyk0am xoctoB MCII/IH m aHanu3e oTBETOB OT HUX. L{eab — BBIsABICHHE
UCIOIb3YEMbIX MPOTOKOJOB, JOCTYNMHBIX MOPTOB CETEBBIX CIYXKO0, 3aKOHOB
dhopMupoBaHusa UASHTU(UKATOPOB COCTUHECHUN, OMPEACIICHUE AKTHUBHBIX CETEBBIX
CEPBHUCOB, IMOA00P HACHTH(UKATOPOB U MAPOJICH MOJIH30BATEIICH.

3. Yrpo3a BbIABJICHUS MAPOJIS.

Llens peanuzarnuu yrposbl coctouT B mojydennn HCJl myTem mpeoaosieHUA
MapOJIbHOM 3alIUThI. 3JI0OYMBIIIJIEHHUK MOXKET PEajIM30BbIBATH YIPO3Yy € MOMOIIBIO
LEJIOTO pAJia METOAOB, TAKMX KaK MPOCTOM mepedop, mepedop ¢ MCHOJIb30BAHUEM
CIECHUAJIbHBIX CJIOBAPEH, YCTAHOBKA BPEIOHOCHOW MpOorpaMMbl IS [epexBara
nmapojisi, moaMeHa moBepeHHoro oObekTa cetm (IP-spoofing) m mepexsar makeToB
(sniffing). B ocHOBHOM I peaiu3amy Yrpo3bl HCTOJB3YIOTCS CHEIHATBHBIC
MpOrpaMMbl,  KOTOpPbIE€  MBITAIOTCA  MOJYUYHTh  JOCTYNM K  XOCTY MYTEM
MocjieA0BaTENIbHOTO Noadopa maposed. B ciyuae ycnexa, 3JI0yMBIIUICHHUK MOXKET
co31aTh [ ce0s «mpoxoa» s Oyaylero A0CTyMa, KOTOpbid OyaeT ACHCTBOBATH,
JIAXKE €CJIM HA XOCTE€ U3MEHUTh MapoJib JOCTyMa.
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4. IlonMeHa HOBEpPEHHOr0 OOBEKTa CETHM M TMepelaya Mo KaHajgaM CBA3U
COOOIICHHI OT €r0 UMEHHU ¢ TIPUCBOCHUEM €TO TIPaB JAOCTyMa (PUCYHOK 7).

1. Xoct X BeaeT HabmoaeHNE 3a XocTaMi A 1 B 1 oTipe AeiseT Hy Mepaliro
TMAKeTOB COOOIICHMUIA, UAYIIyIO OT XocTa B

ot

Xoct B

S
XocT X - XOCT Hapy IUTEIS @

XocT A - JOBEpeHHBIN XOCT

2. XocT X moceinaeT Ha XocT A cepuro TCP-3anpocos Ha co3gaHue coe TUHCHUS,
3aMoTHSS TEM CaMBIM OUYepPe/Ib 3aIlPOCOB C LIETbIO BEIBECTU U3 CTPOS Ha HEKOTOPOES
BpeMS XOCT A

NS
Q
O S
Xoct B
XocT X
~.
)
\ SYN, _ »
ISSx N S
TCP-3ampoc Ha OTKPBITUE COCAUHCHUS OT HMECHH XOocTa A Xoct B

SYN-OGUT CHHXpOHHU3aLIMH HOMepa MOCIIe A0BATSIIBHOCTH

ISSx-npon3BOIBHBIN HOMEP MOCICAOBATEIBHOCTH
@ XOCT A BBIBEJCH U3 CTPOS

OTtBeT XocTa B Ha TCP—3arM >
XocT X

SYN, ACK, ISSb XocT B
ACK(ISSx+1)

SYN-OUT cHHXPOHU3ALIMH HOMEpa MOCIeJ0BaTSIbHOCTH
ISSb-nipon3BoOIBHEIN HOMEP MOCIIeOBATSIFHOCTH XocTa B
ACK(ISSx+1)-HoMmep moaTsepkacHUs npuema TCP-nakeTa oT

xocTta A, paBHbIN [SSx+1

ASK((ISSb+1)-HOMep moaTeepkacHUA npruemMa TCP-mmakeTa ot xocTa B,
B KOTOPOM aTaKyIoIHil yKa3eIBacT nmoaoopaHHbIi HoMep [SSb+1

@ ACK, 1SSx-+1 .
ACK(ISSb+1) —> =

- Q

—— =

- NS
Xoer X . };;(’ ~ TASK(ISSx+1)-Homep Yoot B
e ciaeayromero TCP-makeTa

\ OtcyTcTByeT coobmieHne o pa3pbiBe TCP-coequHeHUS OT
% BBIBEJCHHOTO U3 CTPOS XOcTa A (TTaKeT C 3aIlOTHSHHBIM
cIIyKeOHBIM 3arosioBkoM RST
XocT A Hy )

Pucynok 7. Cxema peanu3zanuu yrpossl «IlogMeHa 1oBepeHHOTo 00beKTa CeTH
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Takas yrpoza >¢g¢ekTuBHO peann3yeTrcss B CHCTEMax, TI¢ NPUMEHSIOTCS
HECTOWKHUE aJITOPUTMBI HICHTU(PHUKAIN ¥ ayTEHTH(HUKAITUN XOCTOB, TTOJIb30BATENICH
u 1.4 llom noBepeHHBIM OOBEKTOM TIOHMMAETCS OOBEKT CETH (KOMIBIOTED,
MEKCETEBOM IKPaH, MAPIIPYTU3ATOP | T.11.), JICTATHHO MOAKITIOYCHHBINH K CEPBEPY.

MoryT OBITH BBIJICJCHBI IBE PA3HOBUAHOCTH MPOIIECCa pean3aiii YKa3aHHOH
yTPO3bI: C YCTAHOBJICHUEM U 0€3 YCTAaHOBJICHHUS BUPTYAJTIBHOTO COCTHHCHHS.

[Ipomece peanuzanuu ¢ yCTAaHOBJICHUEM BUPTYAIBHOTO COCTMHEHUS COCTOUT B
MPUCBOCHUHA TpPaB JOBEPEHHOTO CyObEKTa B3aUMOJCHCTBHSA, YTO TO3BOJISET
HApYIIUTENIIO BECTU CEAHC PaOdO0ThI C OOBEKTOM CETH OT UMEHH IOBEPEHHOTO CYOBEKTA.
Peanmuzanus yrpo3sl JaHHOTO TUTIA TPEOyeT MPEOJAONICHAS CUCTEMbI WACHTH(DUKAITIH
u ayreHTu(uKammm coodmennii (Hampumep, ataka rsh-cimyx6s1 UNIX-xocTa).

[Iponiecc peanmzanmu yrpo3sl 0€3 YCTAHOBJICHHUS BUPTYAJIbHOTO COCIWHCHUS
MOXET UMETh MECTO B CETSAX, OCYIICCTBIISIONINX HACHTH(UKAINAIO TEPETABACMBIX
COOOIMICHHWI TONBKO TO CETeBOMY aapecy otmpaButess. CyITHOCTh 3aKTIOYaeTCs B
nepeaavye CiayKeOHbIX COOOIICHUI OT MMEHM CETEBBIX YIPABJAIONIMX YCTPOWUCTB
(HampuMep, OT WMEHH MapIIpyTH3aTOPOB) 00 M3MEHEHWUW MAapIIPyTHO-aJAPECHBIX
naHHbIx. [lpy  »TOM HEOOXOMMMO WMETh B BHAY, 4YTO CIWHCTBCHHBIMH
uaeHTU(UKaTopaMu abOHEHTOB U coeauHeHus (1o mpoTokony TCP) sBistoTcst nBa
32-6mtHbix apameTpa Initial Sequence Number — ISS (Homep mocienoBaTenbHOCTH)
u Acknowledgment Number — ACK (Homep moarsepxacuusi). CrenoBaTebHO, 1T
dhopmupoBanusa joxkHoro TCP-makera HapymuTen0 HEOOXOAMMO 3HATH TEKYIIHE
UACHTU(UKATOPH U1 AaHHOTO coeauHenus — [SSa n ISSb, rae:

[SSa — HekoTOpoe YHMCIEHHOE 3HAUCHHE, XaPaKTEePU3YIOIIEE MNOPAIAKOBBIN
Homep ortnpaiagemoro TCP-nmakera, ycranaBnmuBaemoro TCP-coeauHeHus,
WHHUITMAPOBAHHOT'O XOCTOM A

ISSb — HekoTOpoe uncIeHHOE 3HAYCHHE, XAPAKTEPHUBYIOIIEE TIOPSIAKOBEI HOMED
otnpasisieMoro TCP-nakera, ycranasniBaemoro TCP-coennHeHHs, HHUIIMMPOBAHHOTO
xocToM B.

3nauenne ACK (HOoMepa moarsepxkaeHus ycraHosienus TCP-coenmHeHMN)
OTIpeNeNsIeTC KaK 3HAUCHWE HOMEpa, MOJIYYEHHOTO OT pecnoHaeHrta ISS (Homep
nocyienoBatenbHOCTH) ToTROC eauauia ACKb = [SSa+1.

B pesymprare peanmzaniy yrpo3bl HapyMIATEIh TOJMYyYaeT TpaBa AOCTYMA,
YCTAHOBJICHHBIE €TO TOJIb30BATENIEM Il JOBEPEHHOTO a0OHEHTA, K TEXHUYECKOMY
cpeactBy UCIIIn — nienu yrpos.

5. HaBszpiBaHWE TOKHOTO MApIIPyTa CETH.

JlanHas yrposa peanu3yeTcs OJHMM W3 JIBYX CMOCOOOB.  MyTeM
BHYTPHCETMEHTHOTO  WJIA  MEXKCETMCHTHOTO  HaBSA3bIBaHWA.  BO3MOXHOCTH
HABA3BIBAHUS JIOXKHOTO MapiipyTa oOyCIIOBJ€HA HEIOCTATKAMH, MPUCYITAMHA
QITOPUTMaM MapIIPyTHU3auK (B YACTHOCTH, H3-3a MPOOJEMBI HACHTA(DHUKAIIAN
CETEBBIX YIMPABJIAIONIMX YCTPOUCTB), B PE3yJIbTAaTe UETO MOXKHO TIOMACTh, HAITPUMED,
Ha XOCT WJIXA B CETh 3JIOYMBINIICHHUKA, T/I€ MOKHO BOWTH B ONEPAIMOHHYIO CPEIy
texHuueckoro cpeacrtsa B coctae MCII/IH. Peanmuzanms yrpo3sl OCHOBBIBAETCA
Ha HECAHKIIMOHUPOBAHHOM WCITOJIb30BAaHWM TMPOTOKOJI0B MapmpyTtu3aimn (RIP,
OSPF, LSP) u ympaBnenus cersto (ICMP, SNMP) nns BHeceHus W3MEHEHUU
B MapIIPYTHO-aApeCHbIe TaOMUIBl. [Ipy 3TOM HApyMUTENIO HEOOXOAUMO TIOCTIATh OT
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UMEHH CETEeBOTO YMPABIAIONICTO YCTPOWCTBA (HAMpUMEp, MapIIpyTH3aTOpPa)
yIpaBIIsoIiee cooomenne (PUCYHKH 8 1 9).

1. Iepeaaua napymuTteneM Ha xooT 1 g05kHOTO coobienus no nporokoay ICMP Redirect ot
HMEHH MapIIpyTH3aTopa | 06 H3MCHCHHH TaGIHIBI

<N\ . S
%) % —_— Wutepuer \?“
I \S
Mapmpyrtusarop 1 Mapmpytuzatop 2 Tlosiioe cooGImeHHe Cepeep
ICMP Redirect top.secret.com
Xoor 1 XooT 2 XocT HapYIIUTEL

2. IlakeThl Ha top.secret.com HalpaBIBIEOTCS Ha HECYIECTBYIOIUH MapIpyTH3aTOp (X0CT 2), a
CJICI0BATEIIBHO, CBA3b ¢ tOp.secret.com HapyIuaeTes

4%7 Hurepuer

Mapmpyrtusarop 1 Mapmpyrtusatop 2 ‘

Tabmuna
MapUIpy TH3aIHH

top.secret.com:
gateway=xocT 2

g
et

Cepsep
top.secret.com

Pucynok 8. Cxema peanuzaumu ataku «HaBa3piBaHKE JT0)KHOTO MapUIPYTa»
(BHYTPHUCETMEHTHOE) C UCITONIb30BaHuEM TTpoTokoja ICMP ¢ tienpio HapymieHus
CBSI3H

1. ®aza nepenaun jgoxHOrO coodmenumst ICMP Redirect oT nMeHHM MapIIpyTHU3aTOpa HAa XOCT 1

Jloxmnoe coobmenme ICMP Redirect  MapmpytuzaTop

B HAWIYYIIIEM MapIIpyTe K XOCTY
top. seclret. com
Untepuet

XocT Hapy UTEs

2. Masa IIpueMa, aHajinusa, BO3JACUCTBUS U Iepegauu HepeXBa‘leHHOﬁ I/IH(i)OpMaL[I/II/I Ha JIOKHOM

cepBepe
%_ HWutepHeT
MapmpyTusatop 1 MaprpytusaTop 2

Xoct 1 mepenaer
MAKETHI,
IpeaHa3HAUCHHBIE
top.secret.com, Ha

XOCT aTaKyIoIero
XocT HapyIIUTEs

Arakyiomuit oT IMEHHA
xocra 1 nepegaeT makeThH
Ha top.secret.com

Cepgep top.secret.com

Pucynok 9. Cxema peanmuzanuu yrpo3bl «HaBs3piBaHHE JTOKHOTO MapIIpyTa
(MEXCETMEHTHOE) ¢ TIEJTBIO TepexBaTa Tpaduka
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6. BHenpenue 10KHOro 00bEKTa CETH.

Orta yrpo3a OCHOBaHa Ha WCIOJIB30BAHUM HEIOCTATKOB AJTOPUTMOB
yIJICHHOTO Torcka. B ciyuae, eciim 0ObEKTH CETH H3HAYAIBHO HE UMEIOT aIPECHOM
uH(GOPMAITMH APYT O JAPYre, WCHOJB3YIOTCS Pa3IMIHbIE MPOTOKOJBI yAAJICHHOTO
noucka (Hampumep, SAP B cersix Novell NetWare; ARP, DNS, WINS B cetax co
crexkom mpotokojioB TCP/IP), 3akmouaroruecss B mepenade mo CETH CIENrAaIbHBIX
3alpoOCOB M TIOJYYECHHWH HA HHUX OTBETOB C HMCKOMO# wH(popmarmeit. [Ipu »Tom
CYIIIECTBYET BO3MOKHOCTD TIEpeXBaTa HAPYIIUTEIEM MOMCKOBOTO 3aMpoca W BbIIAuH
Ha HEro JIO)KHOTO OTBETa, HWCIOJB30BAHWE KOTOPOTO TMPHBEACT K TpeOyeMoMmy
W3MCHEHHUIO MapIIpyTHO-aJAPECHBIX JAHHBIX. B  jmanpHEWIeM Bech IMOTOK
WH(GOPMAITIH, aCCONMUPOBAHHBIN C OOBEKTOM-KEPTBOM, OYIET MPOXOIUTH depes
J0XHBIH 00BeKT ceTr (pucyHku 10 - 13).

1. ®daza oxmnanma ARP-3ampoca

ATaKyIOMmui pociy MuBaeT
KaHal, OKujiast repejiady
ARP-3anpoca

[ﬁ@»’s‘

Mapmpytuzatop

HaTepreT

XocT HapyIIUTes

2. daza peanuszaiiy yrpo3bl

T

IIepexsaTuB ARP-3ampoc,
aTaKkyIoIUN IlepeaaeT JIOKHBIA
ARP-oTBeT

S

XocT Hapy IIUTes

3
XocT repejiaeT MaprmpyTuzaTop

HnaTepreT

3. daza npuema, aHANN3a, BO3/IeHCTBUA U IIepeadnl IIepexBadeHHON HHPOPMAIX Ha
noxxHoM ARP-cepBepe

%apmpyTn3aTop
Ceaspxocral ¢ ‘

MapIIpy TH3aTOPOM IIPOUCKOUT
uepes noxHbIH ARP-cepBep

|
|
|
|
| Harepuer
|
|
|
|
|

Xoer 1 Xoer 2 X
> i e e
\
JloXKHBINH
ARP-cepBep

Pucynok 10. Cxema peanuzauuu yrpo3sl «Baeapenue noxaoro ARP-cepsepar
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1. ®aza oxxmmanma arakyrommM DNS-3anpoca ot xocra 1 (arakyromuii HaX0AUTCs MO0 HA XOCTE
Hapymmrens 1, mido HA XOCTC HAPYIIATSITA 2)

Cepsep /\
'6% top.secret.com |3
) a
Maprupytazarop P
MapmpyTusatop Mapmpytusarop Q%/
DNS-cepsep
Xoct Hapymmurens 1 Xoct HapymmTend 2

2. ®aza nepenaym arakyomumM J0xxHOr0o DNS-oTBeTa (aTakyromui HaxoauTcs JIHO0 HA XOCTE
Hapymmrens 1, mido HA XOCTC HAPYIIATSITA 2)

< e %
MapmpyTHsarop Cepgep top.secret.com
< ) % .. N ; K
Jlo i o
DNS-zanpoc Tosuei  MapIpy TH3aTOP MapmpyTuzarop DN SH-qo{ ;:ZT X
DNS-otBeT DNS-cepsep
Xoct HapymmuTens 1 Xoct HapymmTend 2

3. ®a3a mpueMa, aHATTH3a, BO3ICHCTBHA H MCPCIAYH ICPCXBAUCHHON HH(OPMAIIMH HA JIOKHOM CCPBEPE

CTT T T T T T T T T Rg N
i N -1
| N S |
| MapuipyTusarop Cepsep top.secret.com |
| I
[ cee |
t’a%. I B |
% | S |
MapmpyTuzatop : MapumpyTuszarop X :
|
: DNS-cepsep :

|

|
____________ ; |
|

Xoct HapymmTes 2

Pucynok 11. Cxema peanuzauuu yrpo3sl «Baeapenue noxknoro DNS-cepsepay
nyTem nepexsara DNS-3anpoca
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1. Hapymurens nepeiaer HapapiaeHHub mropM DNS-oTBeToB Ha xocT 1

MapipyTtuszarop

Cepsep
top.secret.com
ITTTopM JIOKHBIX

D cee X S-0TBETOB OT
o] 150,
o) S nMeHn DNS-

apIIpy TH3ATOP MapupyTH3aTop  ceppepa ma xocr 1

JloxuebIi cepBep
(XocT Hapy IMUTENS)

2. Xoct 1 mocruraer DNS-3ammpoc 1 HeMeTTeHHO Moy YaeT JOKHEIH DNS-oTBeT

Mapiipy Tuszarop

ITTTopM J10KHBIX

o cee S-OTBETOB OT
s &
T o Y umenn DNS-

MapipyTtuszarop
DNS- 3anpoc‘(2§@z Mapiipy Tizarop cepBepa \ DNS-cepBep
OCT ) JloxHBIN cepBep

(xocT HapyIIUTEILs)

3. ®asa npuema, aHaNN3a, BO3/ACHCTBIS M Iepe/iaun NIepexXBateHHOM MHOpManuy Ha JIOKHOM CepBEpe

oo MapipyTuzarop
SR
MapipyTuzarop

N 2
@Q@ 6@@

|
|
|
|
|
|
I
[
MapipyTusarop MapipyTuszarop :
|
[
|
[
|
|
|
|
|

Cepaep
top.secret.com

e

DNS-cepsep

Jloxuelit cepep
(XoCT Hapy IMUTENS)

Pucynok 12. Cxema peanu3zauuu yrpo3sl «BHeApeHUE joxxkHoro DNS-cepeepa»
nyTeMm mropMa DNS-0TBETOB HA KOMMBIOTEP CETH
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1. Hapymmrems co34aeT HAMPABICHHBIH MITOPM JTOXKHBIX DNS-0TBETOB OT HMCHH OTHOTO M3 KOPHCBBIX
DNS-cepBepoB u mpu 3TOM IPOBOILUPYET ITOT CEPBEP HA OTBET, MOCHUIAA HA HEro DNS-3anpoc

o S
R HTEPHET °
3] N
MapupytusaTop Cepsep
¢ ecre

SEN
Gﬁﬁﬁ

MapmpyTHsarop MapmpyTtusarop

RN
Q&

MapmpyTusarop

L DNS-3ampoc Ha IOUCK Kopnesoit
DNS-cepsep top.secret.com DNS-cepsep
XocCT HAapyIHUTENA

2. DNS-ceprep nepemact DNS-3anpoc Ha kopHEBOH DNS-CcepBep B HEMEAICHHO MOTy4acT J0HbI DNS-0TBET OT

aTaKyIoOIETO
@ HuTepuer ks
) NS
Mapmpytusarop ‘ Cepsep
S RN cee CCIC
Q
Maptiipy Ti3arop Maprpy TH3ATOp MapmpyTisarop
DNS-zampoc
< HanpapiaeHHBIH IITOPM
\;; 10xHBIX DNS-0TBETOB
X OT UMCHH KOPHCBOTO Kopnesoit
DNS-cepsepa -
DNS-cepsep peep DNS-cepeep

XocCT HAapyIHUTENA

3. XocT HapymHTe s H3MCHACT K m-tadminy DNS-cepeepa i odecnieunBacT mpoXoKACHHS Tpaduka uepes
noxxubid Cepsep top.secret.com

X X
NS CpBep ‘ * = oxubit Cepeep
top.secret.com top.secret.com
Hutepuer <« DNS-3anpoc Ha nouck
Ko rabmuma DNS- TOP.SECRET.COM

cepeepa

DNS-oTBeT ¢ T0KHBIMH

top.secret.com: S R
IP ampec atakyrommero o CBEACHUAMH O XOCTE
NS TOP.SECRET.COM
DNS-cepsep

Pucynok 13. Cxema peanuzauuu yrpo3sl «Baeapenue noxknoro DNS-cepsepay
nyTtem mropma DNS-oTBeToB Ha DNS-cepsep
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7. OTKa3 B 00CITyKUBAHUH.

DT  yrpo3sl OCHOBAHbl HAa HENOCTAaTKaX CETEBOr0  MPOrPAMMHOIO
o0ecrneueHus, €ro ysA3BUMOCTAX, MO3BOJISAIONIMX HAPYIIUTENIO CO3/1aBaTh YCIOBUS,
KOrJla OMNEpallMOHHAs CUCTEMA OKa3blBA€TCSI HE B COCTOSSHUM 00padaThiBaTh
MOCTYNAIOIINE MAKETHI.

MoryT ObITh BBIJEIEHB HECKOJBKO PA3HOBUIHOCTEN TaKUX YIpoO3:

a) CKPBITBI OTKa3 B OOCIY)XMBAaHWHW, BBI3BAHHBIA TIPHBJIICUCHUEM YacTH
pecypcoB MCIIJIH Ha 00pabOTKy MakKeTOB, MEPEAABAEMBIX 3JI0YMBIIIUICHHUKOM CO
CHUI)KEHUEM TMPOMYCKHOW CMOCOOHOCTHM KAaHAJOB CBS3M, MPOU3BOJUTEIBHOCTH
CETEBbIX YCTPOMCTB, HAPYIIEHUEM TPeOOBAaHUN KO BpPEeMEHU OOpPabOTKH 3ampOCOB.
[Tpumepamu peanuzanuu yrpo3 moA0OHOrO PoJa MOTYT CHYXXUTh. HAmpaBjCHHbIN
mTopM 3x0-3anpocoB mo npotokony ICMP (Ping flooding), mropm 3ampocos Ha
yctanosnieane TCP-coenunennii (SYN-flooding), mropwm 3ampocos k FTP-ceprepy;

0) ABHBIH OTKa3 B OOCIYXHBAaHWHW, BHI3BAHHBIA HWCUEPIAHUEM PECYPCOB
NCTIIa npu 06paboTke MaKeTOB, TIEPeAABAEMbIX 3JIOYMBINIJICHHUKOM (3aHATHE BCCH
MOJIOCHl MPOMYCKAHUA KaHAJIOB CBSA3M, MEPEMOJHCHUE OYepeacil 3ampocoB Ha
00CTy>KABAHKE ), TIPH KOTOPOM JICTaJIbHBIE 3aMPOCHl HE MOTYT OBITh TIEPEIAHBI UEPE3
CETh M3-32 HEJOCTYMHOCTH CPeAbl MEPeAaun MO0 NOMy4arT 0TKa3 B 0OCIYKUBAHUH
BBUAY MEPENOJHEHUS OUYepeAei 3ampoCcoB, JUCKOBOTO MPOCTPAHCTBA MAMATH U T..
[TpumepamMu yrpo3 JAHHOTO TUMA MOTYT CIYKWATh INTOPM HIMPOKOBEIIATEIbHBIX
ICMP-3x0-3anpocos  (Smurf), nampasnenusiii mTopMm (SYN-flooding), mTopm
COOOTICHMI TOYTOBOMY cepBepy (Spam);

B) IBHBIH OTKa3 B OOCIY>XWBAaHWH, BHI3BAHHBIA HAPYIICHHUEM JIOTHUCCKOM
CBSI3HOCTH MEXy TexHudeckumu cpeacreamu MCII/IH npu nepegaye HapymuTeaeM
VOPaBJIAOMIMX  COOOIIEHUH OT HWMEHU CETEBBIX YCTPOMCTB, MPUBOIAIIMX
K W3MECHEHHWIO MapIIpyTHO-aApecHbIX maHHbiX (Hampumep, ICMP Redirect Host,
DNS-flooding) nnm naeHaTrdUKaIMOHHON U ayTeHTH(PUKATMOHHON HH(POPMAIINAH,

T') ABHBIA OTKa3 B 00CITYy>KMBAHUH, BHI3BAHHBIN TIEpeaaue 37I0YMBIIIJICHHUKOM
MakeTOB ¢ HecTaHmapTHeIMHA arpubytamm (yrpo3sl tHma «Land», «TearDropy,
«Bonk», «Nuke», «UDP-bomby) wmm wuMeOmmx IIAHY, TPEBBIMIAIONIYIO
MaKCUMaJIbHO JOMYyCTUMBIN pa3mep (yrpoza tuma «Ping Death»), dro mosxer
MPUBECTU K COOK CETEBBIX YCTPOMCTB, YUacTBYIOIIUMX B 0OpabOTKE 3ampocoB, MpH
YCJIOBUM HaJIW4Ms OMIMOOK B MpOrpaMMax, PEeaIu3yIoIMX MPOTOKOJbl CETEBOTO
oOMeHa.

PesynbTaToM peanuzaliuu  AaHHOM  yrpo3bl MOXET CTaTh HapyUICHUE
pabOTOCIIOCOOHOCTH COOTBETCTBYIOIIEH CIIY»KOBl MPEAOCTABICHUS YAAIEHHOTO
noctyna k [1/ln 8 UCII/[H, nmepenayda ¢ 0JHOTO aJpeca TaKOro KOJIMYECTBA 3alIPOCOB
Ha MOJAKIIOUCHUE K TEXHUUECKOMY cpeaAcTBY B cocTaBe MCII/[H, kakoe MaKCUMaIbHO
MOXET «BMECTUTH» TpaduK (HAMPABICHHBIH «IIITOPM 3aMpPOCOBY), UTO BJICUET 3a
co00l MepenosHEHUEe OYeped 3alpoCOB M OTKA3 OJHOM M3 CETEBBIX CIYKO WU
MOJIHYIO OCTAaHOBKY KOMITBIOTEPA M3-32 HEBO3MOXKHOCTH CUCTEMbl 3aHUMAThCS HUUEM
JPYruM, KpoMe 00paboTKH 3aMpoCcoB.

8. Y naneHHbIH 3amyCK MPUIOKEHUM,

Yrposa 3akniouaeTcs B CTpeMIieHHH 3anmycTuth Ha xocte MCII/[H pa3auuHbie
MPEBAPUTEILHO BHEJPEHHbBIE BPEAOHOCHBIC MPOTPAMMbI: MPOTPAMMbI-3aKIIAIKH,
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BAPYCHI, «CETEBBIE IMIMHOHBI», OCHOBHAS II€JIb KOTOPBHIX — HapYIICHHE
KOH(DHICHIIMATBHOCTH, TICJIOCTHOCTH, JOCTYMHOCTH WH(DOPMAIMA ®  TOJTHBINA
KOHTPOJIH 32 paboToit xocta. KpoMe Toro, BO3MOXEH HECAHKITMOHUPOBAHHBIH 3aITyCK
MPUKJIQAHBIX TPOTPAMM TIOJIB30BATENCH NI HECAHKIIMOHWPOBAHHOTO TOTyUEHUS
HEOOXOMUMBIX HAPYIITUTENIO JAaHHBIX, JUIS 3alyCKa YIPaBJISIEMBIX MPUKIATHOM
MPOTPaMMON MIPOLIECCOB U AP.

BeiaensroT Tpu nojakacca JaHHbIX yIPo3:

1) pacnpoctpanenue  (aitioB,  coaepKamux  HECAHKIIMOHWPOBAHHBIH
HWCHOJIHAECMBIN KO,

2) ymanmeHHBIH  3alMyCK TPWIOXKEHHWS TyTeM TepenojHeHus  Oydepa
MPUIOKEHUN-CEPBEPOB;

3) ynajneHHBIM 3aMyCK TMPHJIOKEHUA IYyTEM HWCIONh30BAHUA BO3MOXHOCTEH
YAAJICHHOTO YIIPABJCHUS CUCTEMOM, TPEIOCTABISIEMbIX CKPBHITHIMA TPOTPAMMHBIMHA
Y anmapaTHBIMU 3aKIaIKaMH JTHO0 UCTIONTb3YEMbBIMH IITATHBIMHA CPEJCTBAMMU.

TunoBsle yrpo3bl MEPBOTO W3 YKA3aHHBIX TOJKIACCOB OCHOBBIBAIOTCS HA
aKTUBWM3AIlMN PACIPOCTPAHACMBIX (DAiyioB mpW cCiiydaitHOM oOOpareHu K HUM.
[Tpumepamu Takux (alIoB MOTYT CITYKHTh: (haiiyibl, COMECPKAIINE UCTIOTHAEMBIN KO
B BUje MakpokoMana (mokymeHTsl Microsoft Word, Excel u T.11.); html-noxymenTsi,
coJepKalue WCTIOJHACMBIH Kox B BHae 3ieMeHTOB ActiveX, Java-ammuieTos,
WHTEPIPETAPYEMBIX CKPHUNTOB (HampuMmep, TekcThl Ha JavaScript);, aiisi,
coJiepKallnue UCTIONHIEMBIE KOIbI TiporpaMm. [ pacmpocTpanenus ¢aitiioB MOTYT
WCIIOJTB30BAThCSA  CIIYXKOBI  AJICKTPOHHOW TOUTHI, Tiepedaun (HaijoB, CETCBOM
(baii;ToBOM CHCTEMBI.

[Ipu yrposzax BTOpOTro MOAKIACCA HCIOL3YIOTCS HEMOCTATKH TPOTPaAMM,
peaNm3yIOMMX CETEBbIE CEPBHCH (B YACTHOCTH, OTCYTCTBHE  KOHTPOJIA
nepenogHeHus Oydepa). HacTpolkoli CHCTEMHBIX PETHUCTPOB HWHOT/A yHAeTCA
MEPEKITIOYNTH MPOTIECCOP TIOCTIE MPEPHIBAHUS, BHI3BAHHOTO MEPETOTHEHUEM Oydepa,
Ha UCTIOTHEHHE KOJa, COoAepIKaIerocs 3a rpanutiei Oydepa. [Ipumepom peanmzanum
TaKOW yTPO3bI MOXKET CITY)KUTh BHEPEHHUE IMIMPOKO U3BECTHOTO «BUpyca Moppucay.

[Ipun yrposax TpeThero moOaKIacca HAPYIIUTENb HCIOJb3YEeT BO3MOXHOCTH
YAAJICHHOTO YIPABJICHUS CHCTEMOH, MPEAOCTABIIAEMBIC CKPBITHIMA KOMIIOHCHTAMH
(mampumep, «TposHckuMm» mnporpammamu Tuma Back Orifice, Net Bus) mm6o
ITAaTHBIMA CPE/ICTBAMH YTIPABJICHUS W aJIMAHUCTPUPOBAHUS KOMITBIOTEPHBIX CETCH
(Landesk Management Suite, Managewise, Back Orifice u 1. m.). B pe3ynprare nx
WCITIOJIE30BAHUS yIaeTCA TOOUTHCS YAAICHHOTO KOHTPOJIS Ha/l CTAaHITUEH B CETH.

CxemMaTHYHO OCHOBHBIE ATAIbl pabOTHl STUX MPOTPAMM BBITIIAIAT CIIETYIOIAM
00pazoMm:

WHCTAJUTAIAS B TIAMSITH,

OXKMJIaHUE 3aIpoca ¢ YJAICHHOTO XOCTa, HAa KOTOPOM 3amylieHa KINCHT-
mporpamMma, ¥ OOMEH ¢ Hell COOOMIEHUSIMHU O TOTOBHOCTH;

nepeaava nepexBadyeHHOW WH(OpPMAIUU KIUSHTY WIH TPEAOCTaBICHUE €My
KOHTPOJIS HaJl aTaKyeMBbIM KOMITHIOTEPOM.

Bo3MmoskHBIE TOCHEACTBUS OT peaju3alid  yrpo3 Pa3IUdHBIX KJIACCOB
MPUBEICHBI B TA0IUIIE 3.



195197, r. Cankr-lNeTepbypr,
yn. Xykoea, 18

Ry
Ten.: (812)612-12-36
kk)) foynna npoeKT e-mail: office@gkspr.ru

KOMMaHWM
www.gkspr.ru

Tabnuna 3
Bo3smoskHBIE MMOCJICACTBHUA pCaJIn3allii YI'PO3 Pa3/IMYHBIX KJ1aCCOB
Ne
u/n Tun araku Bo3MosKkHBIE TOCJIEACTBHA
1 Amnanus ceteBoro Tpaduka Hccnenosanne  XapakTepHUCTHK — CETEBOro  Tpaduka,
MEepPexXBaT IMCPSAABACMBIX JAaHHBIX, B TOM YHUCIC
UIACHTHU()MKATOPOB U MAPOJICH OIB30BATCIICH
2 CKaHI/IPOBaHI/Ie ceTH Or[pe/:[eneHI/Ie MPOTOKOJIOB, JOCTYIHBIX IMOPTOB CCTCBBIX
cmyx0, 3akoHOB  (POPMHPOBAHMS — HACHTU()HUKATOPOB
COCTUHCHMIA, AKTUBHBIX CETEBBIX CCPBUCOB,
UIACHTHU()MKATOPOB U MAPOJICH OIB30BATCIICH
3 «ITapombHas» aTaka Beimonnenne  mr000r0  ASCTPYKTHBHOTO — JICHCTBHA,
CBSI3AHHOTO C TIOJYYCHHUCM  HECAHKI[HOHUPOBAHHOTO
JIOCTYTIA
4 Tloamena JIOBEPCHHOTO 00BeKTa CeT! HsmeHenue TpacChl TMIPOXOKACHUA COOGmeHHﬁ,
HECAHKIMOHUPOBAHHOS U3MCHCHHUC MapIIpyTHO-
a7apecHbIX MaHHBIX. HeCaHKIIMOHMPOBAHHBIN JOCTYIT K
CETEBBIM PECypCaM, HaBA3BIBAHME JIOKHOM MH(DOPMAITHK
5 Hasss3piBanue 10:XH0T0 MapuipyTa HecaHKL[I/IOHI/IPOBaHHOG MU3MCHCHHUC MapImIpyTHO-
aapecHbIX  JAaHHBIX,  aHamu3 M MOTHU(DHKAITHSI
MepeaaBacMbIX  JAHHBIX,  HABSA3BIBAHWUC  JIOYKHBIX
Co00mICHUIH
6 BHeapeHHe TOKHOTO 00BCKTa CETH IepexsaT u mpocmoTp Tpadmra. HecarnkimoHupoBaHHBIH
JOCTYIT K CCTCBBIM pECypcaM, HABI3bIBAHUC JIOKHOM
nH(pOPMALHH
7 YactrdHoe ucuepranue pecypcos | CHUKEHHE MPOMYCKHOM CHOCOOHOCTH KaHATOB CBS3H,
MPOU3BOAUTCIIBHOCTH CETEBBIX yCTpoMcTB. CHUKCHUE
MPOU3BOAUTCIIBHOCTH CEPBEPHBIX MPUIIOKCHUIN
g ToHOE HCUEPITAHKE PECYPCOB HesosmoxkHOCTE TIepeaun COOOIEHMI H3-3a OTCYTCTBUS
= JOCTYIIa K CpelIe Mepeaayd, OTKa3 B YCTAHOBJICHUU
5 coemuueHus. (OTka3 B TIPEIOCTABIICHMM  CEpBUCA
e (3meKTPOHHOM MOYTHI, (PAHITOBOTO U T.1.)
[&]
'8 Hapyerue noruueckoii | HEBO3MOKHOCTD TIepeadn, COOOIIEHIE H3-3a OTCY TCTBHS
2]
9 CBSIBHOCTA MEKIY anI/I6yTaMI/I, KOPPEKTHBIX MapmpyTHO-aaAPCCHBIX JaHHBIX.
E JAHHBIMH, 00BEKTAMU HerosmoxxHOCTE TIONTYICHWA yciyr BBHUOY
© HCCAHKI[MOHUPOBAHHOM Moau(UKALIN
MICHTHU()HMKATOPOB, MAPOIICH U T.I1.
HUcnonesoBanme  ommbok  B|Hapymenue paGoTOCIOCOGHOCTH CETEBBIX YCTPOHCTB
TporpaMmax
8 [yrem PpacChlIKH arinos, Hapymenue KOH(DHMICHIIMATBHOCTH, LCITOCTHOCTH,
, N
g CoACpKaInx ACCTPYKTUBHBIN| qOCTYITHOCTH MH(POPMALH
& WCTIONTHICMBIA KO, BHUPYCHOC
% 3apaxcHUC
= Ilyrem mepemonucuus Gydepa
2 CCPBEPHOTO TIPUITOKCHUS
E; IlyreM wncmonb3oBaHus BO3MOXK-| CKpBITOC YIIPABICHHE CHCTCMOM
s N
= HOCTCH YAAICHHOTO YIPABICHHS
5 CHUCTCMOM, MPEAOCTaBISICMBIX
z CKPBITBIMM  TPOTPAMMHBIMH M
5{ armapaTHBIMH 3aKIagKaMu 100
> KCTIONTb3YCMBIMU HITATHBIMA
CpPEeACTBAMU
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[Tpouece peanuzaiiu yrpo3bl B 00IIEM CIy4ae COCTOUT U3 UEThIPEX TAIMOB:

cbopa uHpopManmm;

BTOP>KCHUA (MPOHUKHOBEHUS B ONIEPAITMOHHYIO CPENY ),

OCYIICCTBJICHHS HECAaHKITHOHUPOBAHHOTO JTOCTYTIA,

JUKBHJIAIAN CJISIOB HECAHKITMOHUPOBAHHOTO JIOCTYTIA.

Ha »rane c6opa uadopmanmm HapyImmTEs MOTYT HHTEPECOBATh Pa3THUHBIC
ceeaeaus o0 MUCII/x, B ToM unce:

a) O TOTIOJIOTHH CETH, B KOTOPOW (DyHKIIMOHUPYET cucteMma. [Ipu 3ToM MOXKeET
WCCIIEI0OBAThCS O0JIACTh BOKPYT CETH (HAMpHUMEpP, HAPYIIUTEIS MOTYT WHTEPECOBAThH
ajipeca TOBEPEHHBIX, HO MEHEE 3aIUIICHHBIX XOCTOB). [ onpeneneHns TOCTYITHOCTH
XOCTa MOTYT MCIIOJIb30BaThCS MPOCTEHIIINEG KOMaHAbI (HAlpUMep, KOMaHAa ping st
noceiikn [CMP-3anmpocoe ECHO REQUEST ¢ oxuaanmem Ha Hux [ICMP-oTBETOB
ECHO REPLY). CymmecTBylOT  YTWIWTBHI,  OCYIICCTBIAIONIAE  TMAPaUICIIbHOE
OTIPENICIICHHE  JTIOCTYMHOCTH XOCTOB (TakWe Kak fping), KOTOpPBIE CHOCOOHBI
MPOCKAHUPOBAaTh  OOJIBIIYKD OOJacTh  AJPECHOr0 TMPOCTPAHCTBA HA  NPEAMET
JOCTYITHOCTH XOCTOB 3a KOPOTKWH TPOMEXYTOK BPEMEHHW. TOIMOJIOTHS CETH YacTo
OTIPENIEIIACTCS, HA OCHOBAHWW «CUCTUMKA Y3JI0B» (MUCTAHITUH MEXTy xoctamu). [lpwm
3TOM MOTYT MPUMEHATHCS TAKUE METOMBI, Kak «moayisaumu TTLy v 3anucu mappyTra.

Meron «momynsamuu  TTL» peanmm3oBan mporpamMmoii traceroute (s
Windows NT — tracert.exe) u 3axmouaerca B moayssiimu monst TTL [P-makeros. [lns
3aITUCH MapIpyTa MOTYT HCTofb30BaThest ICMP-mtakeThl, co3maBacMble KOMaHIOH ping.

Co6op nadopmanmm MOKeT OBITh TaK)Ke OCHOBAH Ha 3aIpocax:

k DNS-cepBepy 0 cnmcke 3apeTHCTPHUPOBAHHBIX (M, BEPOSITHO, AKTHUBHBIX)
XOCTOB;

K MaplipyTu3aTopy Ha ocHOBe mnpotokojia RIP 00 u3BecTHhIX Mapuipytax
(uH(pOpPMALIHA O TONOJIOTHUHU CETH);

K HEKOPPEKTHO CKOH(HUTypHPOBAHHBIM yCTPONCTBAM, TMOAACPKUBAIOIIAM
nporokon SNMP (wH(pOpMaIws 0 TOMOJIOTHA CETH).

Ecmm UCIIIn maxomutcs 3a MexcereBbiM dkpaHoMm (MD), Bo3MoxkeH cOOp
uHdopmaru o xkoHdurypammu MO u o Tomonoruun MCII/{n 3a MO, B ToM umcie
MyTeM TIOCHUIKH TIAKETOB HA BCE TOPTHI BCEX MPEITOIATaeMbIX XOCTOB BHYTPEHHEH
(3aIuMIaeMon) ceTu;

6) o tune omepammonnoit cucrembl (OC) B HCII/[IH. Cambiii u3BeCTHBIN
cnocod onpenenenus Tuna OC xocTa OCHOBAH HA TOM, YTO paziaudHbie Tkl OC mno-
pasHOMy peanusyroT TpedoBanusa cranaaptoB RFC k crexky TCP/IP. D10 mossomser
HApYIIUTENIO yaaneHHo wuaeHtudunmposats t™an OC, yCTaHOBJIECHHOW HAa XOCTE
HUCII/IH myTeM NOCBUIKH CICHHAIBHBIM 00pa3oM CchOPMHUPOBAHHBIX 3alPOCOB M
aHaJIM3a TIOJTyYCHHBIX OTBETOB.

CymiecTBYIOT CHEIHUAIBHBIE CPEICTBA, PEATH3YIONINE JAHHBIE METOJbI, B
yactHOCTH, Nmap u QueSO. M0XHO OTMETUTH TAKXKE TAaKOW METOJ ONMpeAcsiCHUs
tuna OC, Kak MPOCTEHUINNN 3ampoc Ha YCTAHOBJICHWE COCTUHEHUS IO MPOTOKOIY
ymanmenHoro goctyma telnet (telnet-coeqmHenus), B pe3ynbTate KOTOPOTO TIO
«BHEUIHEMY BHIY» oOTBeTa MOxHO onpeaenuts tun OC xocra. Hanuuwme
OTIPEJICIICHHBIX CEPBHCOB TAKKE MOXKET CIIYKWTh JOTMOTHUTEIIHHBIM MMPU3HAKOM IS
onpenenenus tuna OC xocra,
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B) 0 (YHKIIMOHUPYIOIMX HAa XOcTax cepBucax. OMpeaeieHne CEpBHCOB,
WCIIOJTHAEMBIX HA XOCTE, OCHOBAHO HAa METOJE BBIABJIICHHS «OTKPBITHIX TOPTOBY,
HalpaBJICHHOM Ha cOop wHdOpPMaAMu O JOCTYNMHOCTH XocTa. Hampumep, s
onpeaeneHus pocrynHoctd UDP-nopta HE0OX0AMMO TOJIYy4YUTh OTKIWK B OTBET Ha
noceiky UDP-naketa cCOOTBETCTBYIOIIEMY TTOPTY:

ecin B otBer mpuinio coobmenne ICMP PORT UNREACHEBLE, Tto
COOTBETCTBYIOIINH CEPBUC HETOCTYIICH,

€CJIM TAaHHOE COOOMICHHNE HE MMOCTYIHJIO, TO TIOPT «OTKPHITY.

BoamosxHbI BechbMa pazHooOpa3Hble BapHallAX UCTIOIH30BaHUAS 3TOTO METO/IA B
3aBUCUMOCTH OT MCIOJIb3YEMOT0 MMPOTOKOJIa B cTeke mpotokonos TCP/IP.

Jlna asromarmzaruu coopa undopmaruu 06 MCI/Ia pazpaboTrano MHOXKECTBO
MPOTPAMMHBIX CPEACTB. B kauecTBe mpuMepa MOKHO OTMETUTH CJICAYIONTUE U3 HUX:

1) Strobe, Portscanner — ONTHMU3WPOBAHHBIE CPEICTBA  OMPEACIICHAS
JIOCTYTHBIX CEPBUCOB Ha 0CHOBE onpoca TCP-nopToB;

2) Nmap — cpeacTBO CKaHMPOBAHUA JOCTYIHBIX CEPBUCOB, MPEAHA3HAYCHHOE
s OC Linux, FreeBSD, Open BSD, Solaris, Windows NT. fBmsgercs cambiM
MOTYJIIPHBIM B HACTOSIIEE BPEMS CPEJICTBOM CKAaHUPOBAHUS CETEBBIX CEPBUCOB;

3) Queso — BBICOKOTOUHOE cpeacTBo onpeaenienns OC XocTa CETH Ha OCHOBE
MOCBHITKA TIETTA KOPPEKTHBIX W HeKoppekTHhIX TCP-makeToB, aHamm3a OTKIIMKA |
CpPaBHEHHUSI €r0 C MHOXKECTBOM M3BECTHBIX OTKIWKOB paznmuunbix OC. JlanHoe
CPEICTBO TAKXKE SABIACTCS TOMYJSIPHBIM HA CETOMHAIIHAKA JE€Hb CPEICTBOM
CKaHUPOBAHUS,

4) Cheops — ckaHep TOMOJOTHHA CETH TO3BOJSICT TOJIYYUTH TOMOJIOTHIO CETH,
BKJTIOYAs KapTUHY AoMeHa, obmactu [P-ampecoB u T.4. Ilpu stom ompeaensercs OC
XOCTa, a TAK)KE BO3MOXKHBIE CETEBBIC YCTPOHCTBA (MPUHTEPHI, MAPIIPYTH3ATOPHI U T.11.);

5) Firewalk — ckanep, WCIONB3YIONIUH METOJBI MPOTPAMMBI traceroute B
WHTEpEecaxX aHamm3a OTKIMka Ha [P-makersl mis ompenenenus KOH(UTYypanyn
MEKCETEBOTO YKpPaHa ¥ TIOCTPOCHUS TOTIOJIOTHH CETH.

Ha »tane BropkeHHS WCCIEAyeTCs] HAWYUE THIIOBBIX  YSA3BUMOCTEH
B CHCTEMHBIX CEPBHCAX WJIH OIMUOOK B aJIMUHUCTPUPOBAHUU CHCTEMBI. Y CIICTITHBIM
PE3YNIFTAaTOM HUCIIOH30BAHUS YA3BUMOCTEH OOBIYHO SABIIACTCS TIOMYUCHHE MPOIIECCOM
HapyIIUTENsl  MPUBHJCTHPOBAHHOTO  PEXHMMa  BBHIMIOJIHCHHWS  (MOCTyma K
MPUBWICTHPOBAHHOMY PEXUMY BBITIOJTHEHUS KOMAHIHOTO TPOIECCOPa), BHECCHUE B
CHUCTEMY YYETHOW 3alMCH HE3aKOHHOTO TIOJIb30BATENIA, TONyueHHe (aitma maposei
WJIM HapyIlIeHUE paboTOCMOCOOHOCTH aTaKyeMOIo XOCTa.

DTOT STam pa3BUTHS YIPO3BI, Kak TMPaBUIIo, sABjseTcs MHorodasasiM. K dazam
MpoIiecca peanu3aliii yrpo3bl MOTYT OTHOCHTHCS, HAIPUMED:

YCTaHOBJICHHUE CBSI3M C XOCTOM, OTHOCHTEIIPHO KOTOPOTO PEATM3yETCs YyIpo3a;

BEISIBJICHUE YSI3BUMOCTH,

BHE/IPEHHE BPETOHOCHOW MPOTPAMMBI B MHTEPECaX PACIIMPEHHS TIPaB U JIp.

YTpo3bl, peam3yeMble HAa ATare BTOPIKCHHS, TMOAPA3NCIAIOTCS TO YPOBHSAM
creka nipotokosos TCP/IP, mockonsky popMuUpPYIOTCS Ha CETEBOM, TPAHCIIOPTHOM
WJIM TIPUKJIATHOM YPOBHE B 3aBUCUMOCTH OT HUCIOJIb3yeMOT'0 MEXaHW3Ma BTOPKEHHA.

K tumoBeiM yrpo3am, pealim3yeMbiM Ha CETEBOM W TPAHCIIOPTHOM YPOBHSX,
OTHOCSITCS TAKHE KaK:
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a) yrpo3a, HalpaBJieHHAs HA TIOJMEHY JOBEPEHHOTO 00BEKTA;

0) yrpo3a, HampaBJeHHAs HAa CO3JaHKE B CETH JIOXKHOTO MapIIPyTa;

B) YI'PO3bl, HAMTPABJICHHBIE HA CO3JAaHUE JIOKHOTO 00BEKTa C MCMOIb30BAHUEM
HEJOCTATKOB aJITOPUTMOB YAAJIEHHOTO MTOMCKA,;

r) yrpo3bl  THNA  «OTKa3 B OOCHy)XMBaHWW»,  OCHOBAaHHBIE  Ha
IP-nedparmenranuu, Ha popmupoBannn HekoppekTHBEIX ICMP-3ampocoB (Hanmpumep,
ataka «Ping of Death» u «Smurf»), Ha QopMupoBanrr HEKOPPEKTHBIX
TCP-3ampocos (ataka «Land»), Ha co3gaHWM «IITOPMa» MAKETOB C 3aMpocaMu
Ha coequHenue (ataku «SYN Flood») u ap.

K TunossiM yrposzam, peam3yeMbiM Ha TPHUKIATHOM YPOBHE, OTHOCATCA
yTpo3bl, HAMPABJICHHBIC HA HECAHKIIMOHUPOBAHHBIN 3aMyCK TMPHIOKEHUH, YTPO3HI,
peanm3aiis KOTOPHIX CBsi3aHA C BHEAPEHHUEM TPOTPAMMHBIX 3aKJIAM0K (THUma
TPOSTHCKHAM KOHBY), C BBIABJICHUEM TMAPOJICH JOCTYMA B CETh WIH K OMPEACICHHOMY
XOCTY U T.J.

Ecnm peanuzanmst yrpo3bl HE TMPUHECTA HAPYIIUTENIO HAWBBICIIAX TIPaB
JIOCTyTIa B CHCTEME, BO3MOKHBI TIOTIHITKA PACIIAPEHHUS STHUX MPAB 0 MaKCUMAJIbHO
BO3MOXXHOTO YpPOBHA. J[JI1 3TOTO MOTYT HCIOJB30BATHCSA YSA3BUMOCTH HE TOJBKO
CETEBBIX CEPBHCOB, HO M YSA3BUMOCTH CHCTEMHOTO MPOTPAMMHOTO OOECTICUSHUS
xoctoB UCIIaH.

Ha »rame peanmzaimu HECAHKIIMOHWPOBAHHOTO JAOCTYMA OCYIIECTBIISAETCS
COOCTBEHHO JOCTHKCHHE LI PEATU3ALMH YTPO3BI:

HapyIICHUE KOH(pUICHITMATEHOCTH (KoTIMpOBaHHUE, HEMPABOMEPHOE
pacnpoCTpPaHECHHE),

HapYIICHUE TIETOCTHOCTH (YHUUTOKECHUEC, N3MEHEHHE),

HapyIIeHUE JOCTyTHOCTH (OJIOKHPOBAHNE).

Ha sTom >xe stame, mocie yka3zaHHBIX NCHCTBHM, KaK MPaBUjio, GopMUPYyeTCS
TaK Ha3bIBACMBIH «UEPHBIA BXOI» B BHUAEC OJHOTO W3 CEPBUCOB (JIEMOHOB),
0OCTY>KABAIOMINX HEKOTOPBIM TMOPT ¥ BHITMOJHSAIONMAX KOMaHbI HAPYITUTEIA.
«UYepHbIH BXOI» OCTABIIACTCA B CHCTEME B MHTEpECcax 00CCIICUCHU:

BO3MOXKHOCTH TMOJYYUTh JOCTYN K XOCTy, JaXe €Clid aJMUHUCTPATOp
YCTPAHUT HUCTIONH30BAHHYIO SIS YCIICTITHOW PeaTu3aiiy YyTPO3bl YA3BUMOCTb,

BO3MOXHOCTH TOJTYYUTh JOCTYI K XOCTY KaK MOKHO 00JIe€€ CKPBITHO;

BO3MOXHOCTH TIOJIYYUTh JOCTYNT K XOCTY OBICTpO (HE TOBTOPSAS 3aHOBO
MPOIIECC PeANTM3aIliN YTPO3HI).

«UepHbIHi BXOA» TIO3BOJISICT HAPYIIUTEIIO BHEAPUTh B CETh WM HA
OTpeACTICHHBIH XOCT BPEAOHOCHYIO MPOTpamMMy, HAIPUMEP, «aHATU3ATOP MapOsIei»
(password  sniffer) —  mporpammy,  BBIACISIIONIYIO  TOJIb30BATEIHCKHAC
UACHTU(UKATOPHI U TTAPOJTH U3 CETEBOT0 Tpadmka mpu paboTe MPOTOKOIOB BHICOKOTO
ypoBHsa (ftp, telnet, rlogin u T.1.). OObekTamMu BHEAPEHUS BPEIOHOCHBIX TPOTPAMM
MOTYT OBITh TIPOTPAMMBI ayTEeHTHU(UKANMN W WACHTH(PUKAINNA, CETEBBIC CEPBUCHI,
AIPO OTIEPAITMOHHOMN CUCTEMBI, (paitioBas cucrema, OMOIMOTEKH U T. 1.

Hakonern, Ha sTane NUMKBUAALMA CIIEOB PEATM3aLMU YTPO3bl OCYIIECTBIACTCS
MOTIHITKA YHWUYTOXKEHUSA CJIENOB AcicTBhi Hapymmtens. [Ipu stom ynmansiores
COOTBETCTBYIOIIME 3aMMMCH W3 BCEX BO3MOXKHBIX JKyPHAJOB ayJIuTa, B TOM YHCIIC
3ammcH o akTe coopa nHGOPMAITHH.
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5.5. O0masi xapakTepuCcTHKA yrpo3 MPOrpaMMHO-MaTEMATHUYECKHX
BO3/1eHCTBUI

[TporpaMMHO-MaTEMATHUECKOE BO3JCUCTBUE — 3TO BO3JICUCTBUE C MOMOIIBIO
BPEIOHOCHBIX TporpamM. [IporpaMmoi ¢ MOTEHIMAIBHO OMACHBIMU MOCJICACTBUAMU
WM  BPEJAOHOCHOW TpPOrpaMMON  HA3bIBAIOT HEKOTOPYKD  CaMOCTOSATEIbHYIO
nporpaMMmy (HabOp WHCTPYKIIHIT), KOTOpas CHOCOOHA BBIMOIHATH JIIOOOE HEMyCTOE
MTOAMHOYKECTBO CIACTYIOITUX (DYHKITHIA:

CKpbIBATh MPU3HAKK CBOETO MPUCYTCTBUSA B MPOIrPAMMHOMN CpPEE KOMIbIOTEPA,

o0/1agaTh CIOCOOHOCTBHIO K CaMOIyOJMPOBAHMIO, ACCOIMUPOBAHHUIO Ce0sA C
APYTHMH TIpOrpaMMaMu W (WIHM) TIEPEHOCY CBOMX (PparMEeHTOB B HWHBIC OOIACTH
OIEPATUBHOMW WJIM BHEITHEW NAMATH,

paspymarth (MCKakaTh TPOW3BOJBHBIM  00pa3oM) KOJ TMpOTpaMM B
OICPATUBHOMN MaMSTH,

BBITIOJTHATD 6e3 WHULIMUPOBAHUA co CTOPOHBI MOJIb30BaTEN S
(MOTB30BATEILCKOW  TPOTPAMMBI B INTATHOM  PEXHME €€  BBITIOJIHCHHS)
JECTPYKTUBHBIC (PYHKITNH (KOTMMPOBAHWE, YHUUTOXKECHHUE, OJTOKUPOBAHUE H T.11.);

COXpaHATh (hparMeHTHl WHOOPMAITMU W3 OTIEPATHBHOMW MaAMSITH B HEKOTOPBIX
00J1aCTSAX BHENTHEH MaMSTH MPAMOTO TOCTYTA (JIOKATBHBIX WITH yIAJICHHBIX);

WUCKa)XaTh TMPOW3BOJIBHBIM 00pa3oM, ONOkupoBaTh W (WIM) TOAMEHATH
BHIBOJIMMBIM BO BHEITHIOID TaMsITh WM B KaHaJl CBSA3W MacCHUB HWHGOPMAIIHH,
oOpa3zoBaBIUics B pe3ysbTaTe padOThl MNPUKIATHBIX TPOTPAMM, WU YyXKe
HAXO/SIIMECS BO BHEIIHEH MaMATH MACCUBBI TAHHbBIX.

BpemonocHpie  mporpamMmbl  MOTYT  OBITh ~ BHECEHBI  (BHEIPEHBI)  Kak
MPETHAMEPEHHO, TaK W CIy4YaHO B MPOTrPaMMHOE OOECMEUEHHUE, HCIOJb3yeMOE B
HUCTIJIH, B mporiecce ero pa3paboTKH, CONPOBOXKACHHS, MOIU(MDHUKAIIMKA U HACTPOMKH.
Kpome »5Toro, BpemOHOCHBbIE MpPOrpaMMbl MOTYT ObITb BHECEHbI B MPOLECCE
srcrutyatarmy UCHJIH ¢ BHEITHUX HOCHTENEH MH(POPMAITUH WA TTOCPEICTBOM CETEBOTO
B3aumoiericTBrA Kak B pesynbrate HC/, Tak 1 ciydaiino nojs3zoBatenamu UCIIH.

CoBpeMeHHbBIE BPEIOHOCHBIE MPOTPAMMbl OCHOBAaHbl HA HCMOJb30BAHUH
YSA3BUMOCTEH Pa3IUIHOTO POja MPOTPaMMHOTO obecreueHus (CHCTEMHOTO, OOITETO,
MPUKIIQAHOTO) W Pa3HOOOPA3HBIX CETEBBIX TEXHOJIOTHH, OOJagal0T IMHPOKAM
CIEKTPOM  JIECTPYKTHUBHBIX  BO3MOXHOCTEH  (OT  HECAHKITMOHWUPOBAHHOTO
uccinenoaans mnapametpoB MCIIJIm 6e3 BmemarenscTtBa B (DYHKITHOHHUPOBAHUE
UCTIIn, no yanuroxxkenus [1J]ln m mporpammuoro obecnieuenuss MCII/In) n moryT
JEHCTBOBATh BO BCEX BUJAX MPOrPaMMHOTO obOecriedueHHsl  (CUCTEMHOTO,
MPUKJIAHOTO, B IpaiiBepax anmapaTHOro 0OSCIeUeHHUS U T.1.).

Hamuuune B UCIIJIH BpedoHOCHBIX MPOrpaMM MOKET CHOCOOCTBOBATh
BO3HUKHOBEHHUIO CKPBITHIX, B TOM UHCJIE HETPAJMIMOHHBIX KAHAJIOB JOCTyNa
K WHGOPMAIMH, TO3BOJIAIONTNX BCKPHIBATh, OOXOAWTHh WM OJIOKMPOBATH 3aITUTHBIC
MEXaHWU3Mbl, MPEAYCMOTPEHHbIE B CHCTEME, B TOM 4YHUCJIE MAPOJIbHYIO
U KpunTorpauuecKyro 3amiury.

OCHOBHBIMH BUJAMHU BPEIOHOCHBIX MPOTPAMM ABJISIFOTCA:

MPOTrPaMMHbBIE 3aKJIA/IKH;

KJTACCHYECKHE TTPOTPAMMHBIEC (KOMITBIOTEPHBIC) BUPYCHI;

BPEIOHOCHBIEC TIPOTPAMMBI, PACTIPOCTPAHSIONINECS TI0 CETH (CETEBBIC UEPBH);

JPYTHE BPEIOHOCHBIE MPOrpaMMbl, TPeIHA3HAYEHHbIE AJ1s ocyuiecTriienus HC/I.
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K mnporpaMMHBIM 3akiagkaM OTHOCATCA TMPOTPaMMBbI, (parMEHTH KO,
WHCTPYKIMH, (HOPMHUPYIONTHE HEACKIAPUPOBAHHBIE BO3MOXXHOCTH TPOTPAMMHOTO
obecrieueHus. BpemoHOCHBIE TPOrpaMMbl MOTYT TIEPEXOIUTh W3 OJHOTO BHUAA B
JPYTOH, HampuMep, MpPorpaMMHas 3aKJlagka MOXKET CTEHEPHUPOBATh MPOTPAMMHBIN
BHAPYC, KOTOPBIH, B CBOIO OYEPE/b, MOTAB B YCJIOBHS CETH, MOXKET C(HOpPMHUPOBATH
CETEBOTO YEPBSA WA JAPYTYIO BPEAOHOCHYIO TMPOTPAMMYy, TMPETHA3HAYECHHYIO IS
ocymecteienus HCJI.

Kaccudukarust mporpaMMHBIX BUPYCOB M CETEBBIX UEPBEH MpeAcTaBicHA Ha
pucynke 14. Kparkas xapakTepruCTHKa OCHOBHBIX BPEAOHOCHBIX MPOTPAMM CBOJTUTCS
K CIICAYIOMEMY. 3arpy309HbIe BUPYCHI 3aITUCHIBAIOT ce0s THOO B 3arPy30UHBIA CEKTOP
mucka (boot-cextop), MO0 B CEKTOP, COAEPIKAIIMIA CHCTEMHBIN 3arpy3urK BUHYECTEPA
(Master Boot Record), nmubo meHsioT ykazatenb Ha akTHBHBIH boot-cextop. OHm
BHEJIPSIFOTCS. B TIAMSATh KOMITBIOTEPA TPH 3arpy3ke ¢ WHPHUITMPOBAHHOTO AwcKa. [lpm
TOM CHCTEMHBIH 3arpy3dlK CUWTHIBACT COJCPKUMOE TIEPBOTO CEKTOpa JWCKA, C
KOTOPOTO TIPOU3BOJAUTCS 3arpy3ka, MOMENIaeT CYNTAHHYIO HH(POPMAITUIO B MAMSTh H
nepenaeT Ha Hee (T.€. Ha BUPYC) ynpasiieHue. [lociae 3Toro HaYMHAIOT BBHITTOTHATHCS
WHCTPYKIIMHA BUPYCA, KOTOPHIH, KaK TPAaBUIO, YMEHBIIAET 00BEM CBOOOTHOM TaMSITH,
KOMUPYET B OCBOOOMWBINEECS MECTO CBOW KOJI W CUHTHIBAET C JUCKA CBOE
MPOJIOJDKEHUE (€CITM OHO €CTh), TMIePEXBATHIBAET HEOOXOIUMBIC BEKTOpPA MPEPhIBAaHU
(006sranO — INT 13H), cunThiBaeT B mamMsaTh OPUTHHATIBHBINA bOOt-CeKTOP M TIepenaeT Ha
HETO yTpaBJICHHE.

B nampHelmem 3arpy3ouHbiii BUPYC BeAeT ceOsi Tak ke, Kak (halIoBBIN:
MEPEXBATHIBACT OOPAIICHNS ONIEPAIIMOHHONW CUCTEMBI K AWCKaM M WHPHUIUPYET WX, B
3aBUCUMOCTH OT HEKOTOPBIX YCJIOBHH COBEPINAET JCCTPYKTHUBHBIC JCHCTBHSI,
BBI3BIBACT 3BYKOBBIC d(PhekTh vy BHACOIDPEKTHI.

OCHOBHBIMH ~ JTCCTPYKTUBHBIMU  JACHUCTBUSMH,  BBITIOJHACMBIMA  STHMH
BAPYCAMH, SIBJISTFOTCS:

YHUUTOXEHHE MH(GOPMAIIMH B CEKTOPaX AWCKET U BUHYECTEPA,

WCKITIOUEHWE BO3MOKHOCTH 3arpy3Kd OTMEPAMOHHOW CHCTEMbBI (KOMIBIOTED
«3aBHCACTY),

MCKQKCHUE KOJIa 3arPy3unKa;

(hopMaTrpoBaHWE TUCKET WM JIOTHUECKUX TUCKOB BUHUECTEPA,

3akpeiTe aoctyna k COM- u LPT-nopram;

3aMeHa CUMBOJIOB TIPH TIEUATH TEKCTOB;

MOICPTUBAHUS SKPaAHa;

U3MECHEHUE METKH JUCKA WJTH JUCKETHI,

CO3/IaHKE TICEBAOCOOWHBIX KIaCTEPOB;

CO37aHNE 3BYKOBBIX H(WIH) BH3yaJIbHBIX A(dekToB (Hampumep, MaacHHUE
OyKB Ha PKpaHe);,

nopya (haiIoB TaHHBIX;

nepe3arpyska KOMIbroTepa,

BBIBOJI HA PKPaH Pa3HOOOPa3HBIX COOOIICHUH;

OTKITIOUCHHE TTIepU(PEPUIHBIX YCTPOUCTB (HApUMEp, KIIaBUATYPHI);

W3MCHECHHE MAJTUTPHI SKPaHa;

3aMoTHEHUE YKPaHa MOCTOPOHHUMHU CHMBOJIAMH HJTH N300paKEHUSAMH,
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ITo cpene oOuTanus

ITo 3apaxaeMbIM
OIIepaIiMOHHBIM
cucTeMaM

ITo ocoGeHHOCTSIM anropuT™Ma

paboThl
U B 3aBUCHUMOCTH OT
CJIOKHOCTH KOJia

Io mecTpyKTHUBHBIM
BO3MOXHOCTSIM

TTo ucrons30BaHUIO
VHTEpHET-TeXHOIOT 1

—‘ daiinoBble

McnonHsaemble
dannbl

Qainbl-aBOAHNKN
(KOMMaHbOH-BMPYChI)

CsaAsn Mexgy
—  dannamm (MnHK-
BUPYChI)

JlokymeHTbl MS
World ( .doc)

LlokymeHTbl MS
Exel ( xls)

JlokymeHTbl MS
Office

BarpysouHbiit (boot)
CeKTop fucka

CeKTop CUCTEMHOrO
3arpysodHuka (MBR)

GalinoBsbIA BUPYC,
3apaskaroLynit
dannsl ogHoON

onepaluoHHOoN
CUCTEMbI

GalinoBsbIA BUPYC,
3apaskaroLynit
dannsl B
HECKOMbKNX
onepauymoHHbIX
cucTemax

CeTeBol BUPYC,
3apaskaroLynit
dannsl ogHoON

onepaluoHHOoN

CUCTEMbI

CeTeBol BUPYC,
3apaskaroLynit
dannsl B
HECKOMbKNX
onepauymoHHbIX
cucTemax

YkasaTenb Ha
aKTWBHbIW boot-
cekTop

[Opyrue ceteBble
cepBuchl

AKTUBMPYIOLYMECA NpW 3arpyske
cnucTEMB!

%

HepeanaeHTHble ‘

%

PesnpeHTHbIE ‘

%

Qainbl-4BOWHWUKM (KOMMNAHBOHbI) ‘

4{

CeTeBble Yepsu |

%

Tonumopdusie ‘

4 Iomynommopdubie ‘

BesBpegHble

ManonacHble

OnacHble

OueHb onacHble

BrpycHL, HMEIOIIHE HeKOTOPBI HaGop PacIIH(POBIIHKOB ¢
TIOCTOAHHEIM KOZOM; TIPH 3apakeHHH BEICHPAFOT OIHH M3 HHX

OCHOBHOH YacThIO

| | TonmmopdHbIe ¢ HEMOCTOAHHOK

PacrmgpoBIIHK BUPYCa COAEPKUT OJHY HIH HECKOIBKO
TIOCTOAHHEIX HHCTPYKIIHH, OCHOBHAS € €TI0 HacTh HEMOCTOIHHA.

—{ Copeprxarue mycTsle HHCTpyKimu (Harpumep NOP, CLI, STI) ‘

ACIIM(POBIIHK COAEPANUT HEUCIIONb3YEMbIE HHCTPYKIHH -
\—‘ 1 "Mycop”

C OCTOSIHHBIM aJTOPUTMOM
pacmudpoBKH

B pacirdpoBIIFKe HCIOTB3YIOTCS B3aHMO3aMEHIEMELE
MHCTPYKIMH H H3MEHEHHE TTOPSAKA CIIeI0BAHIS
(TiepeMelIBaHie) HHCTPYKIUHH. ATTOPHTM PaciM(POBKH MPH
STOM HE H3MEHASTCA

4 AJITOpPHTM pacmHAPPOBKH HEIIOCTOSIHEH

Hcnonb3yIoTest Bee TIePEUHCIEHHBIE BBIIIE TIPHEMEL, AITOPHTM
PacIIHPOBKI HETIOCTOSHEH, BO3MOYKHO TOBTOPHOE IIH(pOBaHIe
KOIa BUpyca H JaKe YacTHIHOE MH(POBAHHE CaMOro KOJa
pacIH(ppOBIIHKa

# MyTHpyIolue BEPYChI

VI3MEHEHHIO TOATIEKNT OCHOBHOF KOJ BHPYca - OH JENHTCA Ha
GIIOKH, KOTOPBIE TIPH 3aPa:KEHHH EPECTABILIIOTCA B
TIPOM3BOIBHOM MOPSAKE. BHPYC MPH 5TOM 0CTaeTes
paborocriocoOHBIM. [T010GHBIE BUDVCH MOTYT OBITH

Hes3almppPOBaHb

HTML-Bupychbl

Java-Bupycebl

MHTepHeT-YepBun

IRC-uepsu

ITo cocoby
IIPOHUKHOBEHUS B
cUCTEMY

PacnpocTpaHsieMble
yepes oTUyKaaeMble
HocuTEnu

Yepes gUCKETHI

Yepes komnakT-

Yepes gpyrue
CbEMHbIE HOCUTENN

PacnpocTtpaHsieMble no
cet

1SS-yepsun

E-Mail-uepsun

Pucynox 14. Knmaccudukaiys mporpaMMHBIX BUPYCOB M CETEBBIX YEPBEH

Mo nokaneHoW ceTu

Mo kopnopaTtuBHON
cetu

Mo rnobansHon ceTu

A
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MOTaIeHNe YKpaHa ¥ TIEPEBOT B PEKUM OXHUAHHUS BBOJA C KIIaBUATYPHI;
muhPOBAHUE CEKTOPOB BUHUYECTEPA,

BEIOOPOYHOE YHHUTOKEHHE CHMBOJIOB, BBIBOJUMBIX Ha HSKpaH TMpH HaOOpe
C KJIaBHUATYPHI;

YMEHBITICHHE 00beMa OTICPATUBHON TTAMATH,

BBI30B TIEYATH COJCPKUMOTO SKPaHa;

OJIOKHPOBAHME 3aIIMCH Ha JIMCK;

yauuTtoxenue tabmmmbl paszduenus (Disk Partition Table), mocnme »toro
KOMITBIOTEP MOXHO 3arPy3UTh TOJIBKO ¢ (PIIOTIIH-THCKA,

OJIOKMPOBAHME 3aITyCKa UCITONHAESMBIX (DalIIoB;

OJIOKMPOBAHUE JOCTYIA K BUHUECTEPY.

BoasmuHCTBO 3arpy309HBIX BUPYCOB TIEPE3AMKMCHIBAIOT ¢eOs HA (PIIOTIITHA-TUCKH.

®daitioBbIE BUPYCHl TPH CBOEM PA3MHOKCHWHM TEM WA HMHBIM CIIOCOOOM
UCIIOJTE3YIOT (PaiyIOBYIO CHCTEMY KakoW-mu0O0 omepanuoHHo# cucteMsl. [1o ciocoby
3apaxkeHuss (HaljoB  BUPYCH JCNATCA HA  3aMemaronmme  («overwritingy),
napasuTuieckue («parasiticy), KOMIAaHbOH-BUPYCH («companiony), «link»-Bupycsri,
BAPYCHI-UEPBH W BUPYCHI, 3apaxkatomue oO0bekTHbie Momynu (OBJ), Oubnmorekn
komMnuiiATopoB (LIB) u ucxomnbie TEKCTHI IpOrpamm.

Merton 3apaxeHus «overwriting» sBisieTcs HamOOJEe TPOCTHIM. BHPYC
3aMMCHIBACT CBOW KOJ BMECTO KoJa 3apakaeMoro (paitia, yHWUYTOXAas €ro
comepxumoe. EcrtectBenno, uto mpu 3ToM (daiim mepecraer padoTaTh W HE
BOCCTaHaBIMBaeTCsA. Takue BUPYChl OUYEHb OBICTPO OOHAPYXKHUBAIOT Ce0s, TaK Kak
OTIepaIMOHHAS CUCTEMA U TIPIJIOKECHUS JOBOJIBHO OBICTPO TIEPECTAIOT padOTaTh.

K mapasutnueckum oOTHOCSATCS BCe (DAMIOBBIE BHUPYCHI, KOTOPHIE TIPH
pPactpoOCTPAaHEHUH CBOWX KOMWK 00s3aTEIbHO HW3MEHSIOT COoAep:kuMoe (haios,
OCTaBJIAsl caMu (pailyibl TTPU STOM TOJIHOCTBHIO WJIM YaCTHYHO PAbOTOCTIOCOOHBIMH.
OCHOBHBIMH THTIAMH TaKAX BUPYCOB SBJISIOTCS BHPYCHI, 3aMMCHIBAIOIIUECS B HAYAJIO,
cepenuHy wid  KoHerl ¢aiinoB. OTaensHO  CliEAyeT  OTMETHTHh  JIOBOJIBHO
HE3HAUWUTETBFHYIO TPYNMY MApa3UTHUESCKUX BHPYCOB, HE MMEIOIINX «TOYKH BXOJa»
(EPO-Bupycet — Entry Point Obscuring viruses). K HUM OTHOCSATCS BHPYCHI, HE
3aMMUCHIBAIOININE KOMAHAY Tepeaaun yrpasjieHus B 3aronoBok COM-daiinos (JMP) u
HE W3MCHAIONIME aapec TOYkW crtapta B 3arojioBke EXE-daitnos. Takue BHpPYyCHI
3aMMUCHIBAIOT KOMAHAY TIEPeXo/1a Ha CBOM KO/ B KaKOe-IMOO MECTO B cepeinHy (haitna
¥ TIOJTyJarOT YIPaBjeHUE HE HETOCPEICTBCHHO TPH 3alycKe 3apaxeHHoro (aiina, a
MIPYU BBI30BE MPOTICAYPHI, COASPIKAIEH KO Mepeaadyn ypaBjieHUs HA TEJIO BHpyca.
[Tpuvem BHIMIOTHATHCS 3TA MPOTIEAYPA MOKET KpaifHE PeIKO (HAmpUMep, TPH BBIBOC
coo0mieHns 0 kakoW-mubo crenuduueckoit ommoOke). B pesyabTaTte BUPYC MOKET
JOJITHE TOJIBI «CTHaThy» BHYTPH (daiijla U TPOABUTH CeOS TOJBKO TMPH HEKOTOPBIX
OTPAaHUYCHHBIX YCIIOBHUSX.

K kareropuu «KOMMaHbOH» OTHOCATCS BHPYCHI, HE U3MEHSIONINE 3apaKacMbIe
(hatinbl. ANropuTM paboThHl 3TUX BUPYCOB COCTOUT B TOM, UTO JIIS 3apakaeMoro ¢aiina
co3naercs (paii-IBOWHUK, TIPUUYEM TIPH 3amMyCcKe 3apakeHHOro (aiiia ympaBicHHUE
MoJlydaeT WMEHHO 3TOT JABOWHMK, TO €CTh BUpPyC. Hambomee pacmpocTpaHCHBI
KOMIIAaHbOH-BUPYCHI, UCTIOJB3YIONTHE 0CO0eHHOCTE DOS TiepBhIM BHITIONHATE (haitiThl
¢ pacmupenreMm .COM, ecnu B OJHOM Karajore MPUCYTCTBYIOT JBa (haiiyia ¢ oqHUM
U TE€M XK€ UMEHEM, HO pa3iauuHbiMu paciuupeHusMu umeHun — .COM u .EXE. Takue
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Bupychl coznatot st EXE-daiinos dhainsi-CriyTHUKH, UMEIOITHE TO )K€ CaMOe MMsI, HO
¢ pacmmpennem .COM, wHampumep, mia daiima XCOPY.EXE co3maercsa aiin
XCOPY.COM. Bupyc 3anmmceiBaetcst B COM-daiin n aukak ve namenser EXE-daiin.
[Tpu 3amycke Takoro ¢aitma DOS mepssiMm oOHapyx uT U BeITOMHAT COM-aiin, T
€CTh BUPYC, KOTOpHIM 3areM 3amyctutT M EXE-daiin. Bropyro rpynmy cocTaBisioT
BUPYCHI, KOTOPHIC TIPH 3apaKCHUW TICPEUMEHOBHIBAIOT (paiiii B Kakoe-Tubo Apyroe
UM, 3aIOMHHAIOT €ro (I MOCIEAYIOMEro 3amycka (aiiyia-x03a1Ha) 1 3alAChIBAIOT
CBOM KOJ Ha AUCK IOJ MMEHeM 3apakaeMoro daiina. Hanpumep, daiin XCOPY . EXE
nepeumeHoBbiBaeTca B XCOPY.EXD, a Bupyc 3amnuchiBaeTcd TMOJ HMEHEM
XCOPY.EXE. Ilpu 3amycke ympapjieHHE MOJIy4aeT KOJI BHUPYCa, KOTOPbIH 3areM
3anyckaetr opuruHanbHbii XCOPY, xpansmmiics moa wumeHem XCOPY.EXD.
WuTtepecen ToT ¢hakT, 49TO MAAHHBIA MeTOA pPadOTaeT, MO-BUAMMOMY, BO BCEX
OMEpAlMOHHBIX  CcHCTeMax. B TpeTblo rpynmy BXOAST TaK  HAa3bIBAEMbIC
«Path-companion» Bupycel. Onm nuOO0 3aMKWCHIBAIOT CBOW KOA TOA HWMEHEM
3apaxaeMoro aiiia, HO «BBHIIIE» HA OJWH YPOBEHb B TMPOMUCHIBAEMBIX ITyTIX
(DOS, Ttakum o0pa3oM, TEpBBIM OOHAPYXHUT H 3amyCcTUT ain-Bupyc), Jmobo
MEPEHOCAT (haiT-KEPTBY HA OAWH MOAKATAJIOT BBIIIE U T.I.

Bo3MoxkHO  CcyliecTBOBaHME W JAPYTMX  THUIOB  KOMITAHbOH-BUPYCOB,
UCTIONB3YIOIINX  WHBIE  OPUTHMHAJIBHBIE HJACM WIH  OCOOEHHOCTH  JPYrux
OMEPALIMOHHBIX CUCTEM.

daitioBbIe YepBHU (WOTMS) SIBJISIOTCS, B HEKOTOPOM CMBICTIE, PA3HOBHIHOCTHIO
KOMMAaHbOH-BUPYCOB, HO TMPU STOM HHUKOMM OOpa3oM HE CBSA3BIBAIOT CBOE
MPUCYTCTBHE ¢ KAaKUM-TH00 BBHITIONHSAEMBIM (aiiyiom. [Ipyr pasMHOXKEHUH OHHM BCETO
JIUIIb KOMUPYIOT CBOM KOJ B KaKue-TMOO KaTajgord JUCKOB B HAAEXKIE, UTO 3TH
HOBbIE KOMHUM OyAyT KOrjaa-nudo 3amylleHbl MoJjib3oBatesieM. MHoOrna 3T BUPYCHI
JAI0T CBOUM KOMUSAM «CIEHHUAIBHBIC» UMEHA, YTOObI OATOJIKHYTh MOJIL30BATENS HA
3anmyck cBoeut komuu — Hampumep, INSTALL.EXE wunmun WINSTART.BAT.
CylIecTBYIOT BUPYCHI-UEPBHU, WCHOJB3YIOIMIUE JOBOJIBHO HEOOBIUHBIE MPHUEMBI,
HampuMep, 3anmuckiBatontue cBor kommu B apxusbl (ARJ, ZIP u mpoune). Hexotopsie
BAPYCHl 3alMCHIBAIOT KOMAaHAy 3amycka 3apaxkeHHoro aiina B BAT-daiins.
He cnemyer myrtarh (paiiyioBbie BUPYCHI-UEPBH C CETEBBIMH YepBsAMHU. [lepBbie
HCIIONB3YIOT TOJIBKO (paitioBeie (DYHKIIMH KaKOH-THOO OIEePAlMOHHOM CHCTEMEI,
BTOPBIC K€ MPU CBOEM PA3MHOKEHHUH MOJIb3YIOTCA CETEBBIMU MPOTOKOJIAMHU.

Link-Bupychl, Kak ¥ KOMIAHBOH-BHPYCH, HE W3MEHAIOT (DU3HUECKOTO
COZIEP>KUMOTO (PaiiyioB, OHAKO TIPH 3amycke 3apakeHHOro daiina «3acrapisory OC
BBITIOJTHATh CBOM KOJ. DTOW TENW OHU JOCTHUTAIOT MOAW(UKAIUEH HEOOXOIMMBIX
moJieH (paitioBol CUCTEMEI.

Bupycsl, 3apaxatoipe OMOJIUOTEKH KOMIUJIATOPOB, OOBEKTHBIE MOAYJIU H
HUCXOJHBIC TEKCTHI TMPOTPAMM, JOCTATOYHO SK30THYHBI W TPAKTUYECKA HE
pacrpocTpadeHsl. Bupycsl, 3apaxaromue OBJ- u LIB-daiinbl, 3anmuceBaloT B HUX
cBOM kom B ¢hopMare OOBEKTHOTO MOAYJA WM OWONMmOTekw. 3apaKeHHBIN (ait,
TakuM 00pa30oM, HE SBJISIETCA BBHIMIOJIHAEMBIM KW HE CIOCOOEH Ha JajbHEHIee
pacrpoCTpaHEHUE BUPYCa B CBOEM TEKYIlleM cOoCTOosiHUM. Hocutenem ke <«GKHUBOTO»
Bupyca cranoButrcas COM- wim EXE-atin.

[Tomyuns ympaBrienue, (aioOBBI BHPYC COBEPIIACT CIICAYIONTHE OOIIHE
JNEUCTBUA:
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MPOBEPSACT OIMEPATUBHYIO TAMATh HA HAJIMUWE CBOCH KOTMH W WH(PHUITUPYET
MaMATh KOMIIBIOTEPA, €CJM KOMHS BUpPyca HE HalimeHa (B Cllydae, €CIu BUPYC
ABIIACTCS PE3UACHTHBIM ), UIIET HE3apaKeHHBIC (haliyibl B TEKYIEM | (M) KOPHEBOM
KaTajore MyTeM CKAaHWPOBAHHWS JEPEBAa KATAJOTOB JIOTHYECKHWX JUCKOB, a 3aTeM
3apakaeT oOHApY>KEHHBIC (hakIIbl;

BBHITIOJTHACT JIOMOJIHUTEIbHBIC (€CITd OHW €CTh) (DYHKIWMH. ACCTPYKTUBHBIC
nercTBusA, rpaduuecKue WM 3ByKOBBIC d(DQPEKTH U T.11. (TOTOJTHUTENbHBIC (DYHKITHH
PE3UICHTHOTO BHPyCa MOTYT BBHI3BIBATHCS CIYCTA HEKOTOPOE BPEeMs IOCIHE
aKTUBHM3AIlMA B 3aBUCHUMOCTH OT TEKYIIETO BPEMEHH, KOH(MUTYpAIlMA CHCTEMBI,
BHYTPCHHUX CUETUYMKOB BUPYCAa WM JIPYTHUX YCIOBWM, B ATOM Cllydae BHUPYC TIPH
aKTUBHM3AIMK 00pabdaTHIBACT COCTOSHHUE CHUCTEMHBIX YacOB, YCTAaHABJIMBACT CBOU
CUCTUUKH | T.1.),

BO3BpAIlla€T YMpaBJICHHE OCHOBHOW TmporpamMMme (€clii OHa  €CTh).
[lapazuTHueckre BHPYCH TIPH ATOM JHOO JieuaT (paiiyi, BRIMOIHSAIOT €ro, a 3aTeM
CHOBa 3apakaloT, JUOO BOCCTAHABIMBAIOT TpOorpaMmy (HO He ¢aiia) B MCXOAHOM
Buje (Hanmpumep, y COM-niporpaMMbl BOCCTaHABIIMBACTCS HECKOJIBKO TIEPBBIX OailT,
y EXE-nporpamMmsbl BBIUHMCHSETCS WCTUHHBIA CTapTOBBIA aapec, y ApaiBepa
BOCCTaHABJIMBAIOTCS 3HAYCHUS aJPECOB MPOTPaMM CTPATETHH U TIPEPHIBAHNA).

HeobxomuMo OTMETHTH, WTO YeM OBICTPEE PacHpOCTPAHACTCA BHUPYC, TEM
BCPOATHEEC  BO3HMKHOBCHHWE  OIWJACMHUH  3TOTO  BHpPyca, YeM  MEJICHHEE
PacIpOCTPAHAETCS BUPYC, TEM CIIOKHEE €ro OOHAPYKWTh (ECITH, KOHEUHO JKE, ATOT
BAPYC HeW3BecTeH). HepesnwmeHTHbIE BUPYCH 9acTO SBISIOTCS «MEUICHHBIMHY —
OOJBIIMHCTBO W3 HUX TPH 3aIyCKE 3apakacT OJIWH WK JBa-TpH (haiiia U HEe yCreBaeT
3aMOJIOHATh KOMIIBIOTEP IO 3allyCKa aHTUBUPYCHOW TPOTPaMMBI (WJTA TIOSBICHUS
HOBOW BEPCUM aHTHUBUPYCA, HACTPOSHHOW Ha MaHHBIA BUPYC). CyIEeCTBYIOT, KOHEUHO
XKe, HEPE3UIACHTHBIE «OBICTPHIE» BHPYCHI, KOTOPHIE TIPH 3aMyCKE WIIYT W 3aPaXKaroT
BCC BBITIOJIHAECMbIE (DAijIbl, OJHAKO TAKWE BHPYCHl OUYCHb 3aMETHBI TIPHU 3aIyCKe
KQKJIOTO 3apakeHHOTO (haiiyla KOMIBIOTEP HEKOTOpOe (MHOTIA JAOCTATOYHO JOJITOE)
BpeMsl aKTUBHO paboTaeT C BUHYECTEPOM, UYTO JAeMacKUpyeT BHUPYC. CKOPOCTH
pacnpocTpaHeHus (MHGUITUPOBAHWS) Y PE3UACHTHBIX BUPYCOB OOBIUHO BBIIIE, YEM Y
HEPE3UACHTHBIX - OHM 3apakaloT (aiyipl mpy Kakmx-Oo oOparmieHusx k HuM. B
pe3ysibTaTe Ha JUCKE OKAa3bIBAIOTCA 3apPAKEHHBIMH BCE WM TOYTH BCce (haibl,
KOTOpbIE TMOCTOSIHHO MCIIONB3YIOTCSA B padote. CKOpPOCTh  PacHpOCTPaHEHHUA
(mH(GUIMPOBAHUS) PE3UACHTHBIX (DAIOBBIX BHPYCOB, 3apakKaromux (aiibl TOIHKO
MIPY MX 3aIyCKE HA BHITIOJHEHHUE, OyIEeT HUXKE, UEM Yy BUPYCOB, 3apakaroniux (pailiel u
MIPY WX OTKPBITHH, IEPEUMECHOBAHNH, N3MEHCHHUH aTprOyTOB (aiiia u T.1.

Takum o00pa3oM, OCHOBHBIE JECTPYKTHUBHBIC JCHCTBHUSA, BBITIOIHICMBIC
(haliIoBBIMH BHUPYCAMH, CBS3aHBI C MOpPaXeHUEM (aityioB (darre WCIOHICMBIX WA
(haliyioB TAHHBIX), HECAHKIMOHUPOBAHHBIM 3aIyCKOM PAa3JIMUHBIX KOMaHA (B TOM
gucIie, KoMaHa GopMaTUPOBAHMS, YHHUTOXKECHUS, KOMTMPOBAHUSA | T.11.), H3MEHEHAEM
TaONHIBI BEKTOPOB MPEphIBaHUM 1 Ap. BMecTe ¢ TeM, MOTYT BHITIOHATHCS U MHOTHE
JNECTPYKTUBHBIC JCUCTBUSA, CXOAHBIE C TEMH, KOTOPHIC YKA3bIBAJIUCh I
3arpy304YHBIX BHPYCOB.

MakpoBupycsl (macro viruses) SABIAIOTCS TPOrpaMMaMHM Ha  S3bIKax
(MaKpOsI3bIKax ), BCTPOCHHBIX B HEKOTOPBIE CUCTEMBI 00PAa0OTKH MAHHBIX (TEKCTOBBIC
PEIAKTOPHI, IIEKTPOHHBIC TAOIUITHI U T.1.). [lJIs CBOETO Pa3MHOKECHHS TAaKUE BUPYCHI
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HCIIOJTE3YIOT BO3MOYHOCTH MaKpOS3BIKOB W TPH WX TOMOIIHM TEPEHOCAT cedsa u3
OJTHOTO 3apakeHHOTO aiiya (MokyMeHTa wWiau Tabmwibl) B apyrue. Hambombimee
pacnpoCTpaHeHUE TONYYMJIA MaKPOBHPYCHI JJIA TAKETa MPUKIAAHBIX TPOTPaMM
Microsoft Office.

JIms  cymiecTBOBaHWS BHPYCOB B KOHKPETHOW cucTeMe  (pemakTope)
HEOOXO0IMMO HAJIMYHUE BCTPOCHHOTO B CUCTEMY MAKPOSA3BIKA C BO3MOXHOCTSAMH:

1) mpuBsA3KH MporpaMMBbl HA MAKPOS3bIKE K KOHKPETHOMY (haiity;

2) KOTIMPOBAHUS MAaKPOIIPOTpaMM M3 OAHOTO (haityia B IpyToif;

3) monmydeHHWs  yOpaBJICHUS ~ MakKpomporpamMMol  0e3  BMeENIaTeahCTBa
MOJTE30BaTeNd (ABTOMATHYECKAC WJTH CTAaHTAPTHBIE MAKPOCHI ).

JlaHHBIM  YCIIOBHSM  YJOBJICTBOPSIOT TPHKIIAIHBIE mporpaMmbl  Microsoft
Word, Excel u Microsoft Access. OHn conmepxatr B cebe makposzsiku: Word Basic,
Visual Basic for Applications. IIpu sToM:

1) MmakpomporpaMmbl  TIpUBSI3aHBI K KOHKPETHOMY (hailly WM HaXOIATCA
BHYTpPH (haiina;

2) MakpoOsI3BIK ~ TIO3BOJISIET  KOMMPOBAaTh  (paiiyiel WM TIEpeMeIarh
MaKpOTIPOTPaMMBbI B CTykKeOHbIE (haliiIbl CHCTEMBI M PETAKTUPyEMbIe (paititbr;

3) mpu pabote ¢ haiIoM TPH OMPEACTICHHBIX YCIOBUAX (OTKPBITHE, 3aKPHITHE
U T.JI.) BBI3BIBAIOTCS MAKPOTPOTPAMMBbI (€CJTM TAKOBBIC €CTh), KOTOPHIE OMPEICICHBI
CHIEIHAIbHBIM 00Pa30M HWJTH UMEIOT CTaHIaPTHHIC UMEHA.

JlanHas 0COOEHHOCTh MAaKpOS3BIKOB TPEJAHA3HAUYCHA IS aBTOMATHUYECKOU
00pabOTKH TAHHBIX B OOJIBIINX OPraHU3alUIX WK B TJIO0ATBHBIX CETSAX U MO3BOJISET
OpraHW30BaTh TaK HA3bIBAEMbI «aBTOMATHU3MPOBAHHBIN MOKyMeHTOOOOpOT». C
JPYTOd CTOPOHBI, BOBMOXKHOCTH MAaKPOSI3BIKOB TaKMX CHCTEM TO3BOJISIOT BHPYCY
MEPEHOCHUTH CBOW KOJ B Apyrue ¢haiiyipl U TakuM 00pa3oM 3apakarh WX.

BoabmmHCTBO MakpOBUPYCOB AaKTHBHBI HE TOJBKO B MOMEHT OTKPBITHSA
(3akpeITHs) (aiiyia, HO A0 TEX TOP, MOKa aKTUBEH caM peaakrop. OHU comepkar Bce
ceon (yHKIMHM B BHAE cTaHAapTHeIX MakpocoB Word/Excel/Office. Cymectsytor,
OJTHAKO, BHPYCHI, UCTIOIB3YIONIHE MTPUEMBI CKPBITHA CBOETO KOJAa M XPaHAIIUE CBOU
KOJl B BHJIE¢ HE MaKpocoB. M3BecTHO Tpu MOAOOHBIX MpHUEMa, BCE OHU HMCIIOIB3YIOT
BO3MOXXHOCTh MaKpPOCOB CO3/1aBaTh, PEAAKTAPOBATh W MCIIOIHATH IPYTHE MAKPOCHI.
Kak mpasmno, momoOHbIe BUPYCH MUMEIOT HEOOJNBINOW (MHOTAA — MOJMMMOPQHEIH)
MaKpOC-3arpy3urK BHUPYCa, KOTOPBIH BBI3BIBAET BCTPOCHHBIM PEAAKTOP MaKPOCOB,
CO37aCT HOBBIM MAaKpOC, 3aMOJHSAET €r0 OCHOBHBIM KOJOM BHPYCA, BBITIONIHACT W
3aTeM, KaK TPaBWJIO, YHWUTOXAET (UTOOBI CKPBITH CIAEABl MPUCYTCTBUS BHPYCA).
OCHOBHOW KO/ TAKWX BUPYCOB MPUCYTCTBYET MO0 B CAaMOM MaKpOCe BUPYCa B BHJIC
TEKCTOBBIX CTPOK (WHOTAA — 3amu(poBaHHBIX), OO XpaHUTCA B 00MacTH
MEPEMEHHBIX JOKYMEHTA.

K cereBbIM OTHOCATCA BHUPYCHI, KOTOPHIE MJIS CBOETO PACTPOCTPAHCHUS
aKTUBHO MCTIOJIB3YIOT MTPOTOKOJIBI M BO3MOYKHOCTH JIOKAJTBHBIX U TJIO0ATBHBIX CETCH.
OCHOBHBIM TPUHIATIOM PpabOTBl CETEBOTO BHPYyCAa SBJSIETCS BO3MOXXHOCTH
CaMOCTOATEIBLHO TIepeaaTh CBOW KO/ HAa yIAJICHHBIN CepBEp WK padodyi0 CTaHITHIO.
«[TomHOIICHHBIE» CETEBBIE BUPYCHI MPH STOM OONAMAIOT €IMe W BO3MOKHOCTHIO
3aIlyCTUTh Ha BBINIOJIHEHUE CBOM KOJ HA YJAIEHHOM KOMIIBIOTEPE WM, MO KpanlHEH
Mepe, «IMTOATONKHYTHY TMOTH30BATEN K 3ayCKY 3apakeHHOTO (aiina.
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BpenonocHeiMmu mnporpammamu, obOecneuuBaroimmu ocyiectsienne HC/,
MOTYT OBITh:

MPOrpaMMbl MOA00Pa U BCKPHITHUS MAPOJICH;

MPOTrPaMMBbl, PEATU3YIOIINE YTPO3bI;

MpOrpaMMbl,  JEMOHCTPUPYIOLIME  MCHOJIb30BAHUE  HEACKIAPUPOBAHHBIX
BO3MOKHOCTEH MPOrpaMMHOI0 U nporpaMmmHo-anmnapatHoro odecneuenus UCII/H;

MPOTrPaMMBbI-I€HEPATOPbl KOMIBIOTEPHBIX BUPYCOB;

MPOTrPaMMBbl, JEMOHCTPUPYIOIITNE YA3BUMOCTH CPEACTB 3aIIUThI
uHbopMaIu u p.

B cBA3M ¢ yClIOXKHEHHMEM M BO3PACTAaHUEM Pa3HOOOpa3us MPOTPAMMHOIO
00ecrneueH s YMCI0 BPEIOHOCHBIX MporpaMM OBICTPO Bo3pacTaeT. CeroaHs U3BECTHO
oonee 120 Thicsd cUTrHATYp KOMIBIOTEPHBIX BUPYCOB. BMecTe ¢ TeM, naneko He Bee U3
HUX MPEACTABJIAIOT PEAIbHYIO yrpo3y. Bo MHOTHX cllydasx yCTpaHEHUE YA3BUMOCTEH
B CHCTEMHOM WJIA MPUKJIAJHOM MPOrPAMMHOM OOECIEUEHUH MTPUBEIO K TOMY, UTO PAJl
BPEIOHOCHBIX MPOrpaMM YK€ HE CHOCOOCH BHEAPUTHCA B HUX. YacTO OCHOBHYIO
OMaCHOCTb MPEACTABJISAIOT HOBBIE BPEIOHOCHBIE MPOTPAMMBI.

5.6. O0masi xapakTepuCTHKA HeTPAJUIMOHHBIX HH(OPMALIMOHHBIX KAHAJIOB

Herpaaummonnsiii nHGOPMaMOHHBIN KaHAT — 3TO KaHAJI CKPBITHOHN Mepeaadn
uH(OPMAITMK C HCIOIH30BAHUEM TPAJUITHOHHBIX KAHAJIOB CBSI3M M CIEIUAIBHBIX
npeoOpa3oBaHui repeaaBaeMoit nH(pOpMaITiH, HE OTHOCSIIIUXCS K
KpUnTorpaduaecknm.,

Jlnst hopMupOBaHMS HETPAIUITMOHHBIX KAHAJIOB MOTYT HCIIOJTb30BATHCA METO/IBI:

KOMITBIOTEPHOH cTeranorpaduu;

OCHOBAHHbIE HA MaHUMYJAUUU pa3nuuHbix xapakrepuctuk MCIIJIH, koTopbie
MOXHO TOJy4aTh CAHKIIMOHWPOBAHO (HampwMmep, BPEeMEeHH 00padOTKH pPa3IMIHBIX
3anpocoB, OOBEMOB JOCTYMHOW MOaMATH WIM  JOCTYNHBIX JUJIi  UYTEHHUS
UAeHTU(UKATOPOB (haIOB WITH TIPOIIECCOB | T.I1.).

Metoapl KOMIIBIOTEPHOM cTeraHorpadvy MPeaHA3HAUYCHBI I CKPBHITHA (haKkTa
nepeaaurd CoOOIEHNA MyTeM BCTPAWBaHUA CKPBIBAeMOW WH(GOpMAIWK BO BHEIITHE
0e300uIHbIE JaHHBIE (TEKCTOBBIC, rpaduyecKkhue, ayauo- WM Buacodaiib) wu
BKJIFOUAIOT B €05 JIBE TPYMIbl METO0B, OCHOBAHHbIX:

Ha WCTOJIb30BAHUM CICIHAIBHBIX CBOWCTB KOMIBIOTEPHBIX (HOpPMAaTOB
XPaHEHUA U MEePeIaud IAHHbIX;

Ha W30BITOYHOCTH ayJIuO-, BU3YAJbHOW WM TEKCTOBOW WHQOpPMAIu ¢
MO3UITUN TICUXO(PU3NOIOTHIECKUX 0COOCHHOCTEH BOCTIPUATHS YEIIOBEKA.

Knaccudukanms MeTomoB KOMMBIOTEPHOW cTeraHorpadum mpuBeneHa Ha
pucyHke 15. X cpaBHUTENbHAS XapaKTEPUCTHKA MPUBEJEHA B TaOuLie 4.

Haubonbliee pa3Butre U NpUMEHEHUE B HACTOSAIIEE BPEMS HAXOJAT METOMIbI
COKphITHS WH(pOpMaAIMU B TpadUUeCKUX CTETOKOHTEHHEpax. ITO 00YyCIOBICHO
CPaBHUTEIIBHO OOJBIITUM 00beMOM HWH(OPMAITUH, KOTOPBIM MOXKHO Pa3MECTHTh B
TaKUX KOHTEHHepax 0€3 3aMETHOr0 UCKAKEHUS N300PAKEHHUS, HATMUUEM allPUOPHBIX
CBEJCHHWH O pa3Mepax KOHTECHHEpa, CYIIECTBOBAHUEM B OOJBIIMHCTBE PEabHBIX
M300pAXKEHUIH TEKCTYPHBIX 00JacTed, MMEIOIIMX IIYMOBYIO CTPYKTYPY M XOPOLIO
MOAXOMAIIAX I BCTpawBaHWa wWH(pOpManuy, TPOPadOTaHHOCTHIO METOAOB
mudposoit  0OpaboTkm M300pakeHnid W MUGPOBHIX (HOPMATOB TIPEACTABICHUS
n3o0paxxeHuid. B HacTosiee BpeMs CyIIECTBYET LENbIA Pl KAK KOMMEPUECKUX, TaK
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ITo Tuny konTEHHEPA

Meronsr CI1TH

MeTonpr,
UCTIONb 3y FOIIHe
ay ITMOKOHTEHHEPhI

ITo cr[oco6y‘ COKPBITHUS
I

MeTtoap1
MeToap1
Metoapl COKPBITHA Ha
COKPBITHS B
COKPBITHS B OCHOBE
(dazoByro
HAUMEHBITIHX Iy MOTo00-
TocJie A0Ba-
ounrax
TEJIbHOCTh
CHTHAJIOB

TTo mpeBeHTUBHOCTH (I)OpML/[pOBaHI/I}I KOHTeliHepa

MeTtonpr,
UCTIONB3YIOIIIIE
TEKCTOBBIC KOHTEIHEPHI

ITo crtocoBy cokpbITHS

MeToApL, UCTIONB3YIOILUE
rpaduaeckue
KOHTeWHEpbI

ABTOMaTUUICCKHUC
MCETOObI COKPBITHA

HOJ'Iy ABTOMaTUYCCKHC
METOAbI COKPBITHA

1 110 crocoby COKphITHS

TexHmueckue
METOIBI
COKPBITH

JIuHTBHUCTHUCCKYC
METOAbI COKPBITHA

MeToapI COKpPBITHS
Ha OCHOBE
pacnpe aeTeHIS TI0

CIIEKTPY

MeToapI COKpPBITHS
Ha OCHOBE
poOeIIOB

MeTOaBI COKPBITHS
Ha OCHOBE
HCITOJIb30BaHUS DXO-
CHUTHAJIA

MeTtoapl COKPBITHS
Ha OCHOBE
CHUHTaKCHYECKHUX
OCOOECHHOCTCIH
TEKCTA

MeTtoapl COKPBITHS
Ha OCHOBE
CHHOHUMOB

MeTtoapl COKPBITHS
HAa OCHOBE OINIMOOK

MeToap1 COKPBITHI HA OCHOBE
TCHepaIy KBa3ATeKCTa

MeTOaBI COKPBITHS
Ha OCHOBE
HCITOJIb30BaHUS
OCOOCHHOCTEI
mpupTa

MeTOaBI COKPBITHS
Ha OCHOBE
HCITOJIb30BaHUS
KOJa JOKYMEHTOB U

(aitnos

MeToabI COKPBITHS
Ha OCHOBE
HCTIOJIb30BaHUS
SKaprOHHOTO KoJa

MeTtoap1 COKpBITHS
Ha OCHOBC
HCTIONTb30BAHUS
TeOMETPUIECKOMN
CHUCTEMbI

MeToabI COKPBITHS
Ha OCHOBE
HCTIOJIb30BaHUS
YepeJOBaHUS
JTHHEI CJIOB

MeTtoap1 COKpBITHS
Ha OCHOBE
HCTIOJIb30BaHUS
TICPBBIX OYKB
TEKCTA

Metonapr MeTtoapr MeTtoabr
COKPBITHS B COKPBITHS HA HCTIONb30BaHUs MATPHILL
TIPOCTPaHCTBEHHO- OCHOBE TIPOMEFKY TOUHBIX
BPeMEHHOM pactipeieicHUS BBIUKCIICHHUI IpoLiecca
obrnacTu IO CTICKTPY cxatusl rpadm. uHb.
Ilo Tumy Moy sy
[lo mpueMy cokperTass | Tlo MeTOmy CHKATHA
MeTompt MeTtoapt
Metozpt COKPBITHA C COKPBITHA,
COKPBITHAL B HCIIONB30BAHIEM OCHOBaHHBIEC HA
HaNMEHBITINX ——— BeliBIeT- ||
3HaAYaAIIIX OUTax MOy TALIHH [PCOGPA3OBAHHI
NVCTOb1 CORPETTV BCTPaUBacMoOro rpadirecKoit
COOOITICHUS HHpOpMaLKn
HA OCHOBE
MOTU(PHKALIAN
HHJICKCHOTO |
dopmara MeTomst MeTtoapt
TIpE/ICTABIICHUS CORPBITHSL C COKPBITHA,
OCHOBaHHbIC HA
HCTIOMb30BAHKCM KOCHHYCHOM
MeTo 161 COKPBITHS 3HAKOBOM | mpeoGpazosarm [
HA OCHOBE MOAY LN rpa¥ECKoi
aB"[()Iioppe JIILUOH- {— | BCTpamBacMoOro HH (I)OpMaI.lI/H/I
HOU (hyHKLIMH COOOIICHUI

Pucynox 15. Knmaccudukarms meronos creranorpadudeckoro npeodpaszosanus uapopmanmn (CI1A)
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Tabnuua 4

CpaBHHTEIbHAS XaPAKTEPUCTHKA CTETAHOTPAPUICCKUX METOIOB
npeoOpa3oBanus nHpOpMaIUn

Creranorpadu-
qJeCKHil MeTo]J

Kparkas xapakrepucTiuka
MeTo/1a

HenocraTkn

IIpenmymecTBa

MeTo 161 COKPBITHS HHGOPMAIMH B ayIMOKOHTEHHEpax

Mertof cokprITHS B
HaMMEHBITIHX
3HAYAIIX OUTax

OcHOBaH Ha 3aIicH COOOITICHUS

B HaMMEHBIIIHE 3HAYAIe OUTHI
HMCXOJIHOT'O CHI'Halla. B KauecTBe
KOHTeHHepa UCIIONb3yeTcs, Kak
TIPABUITO, HECHKATHIH ayIMOCHTHAT

HeBricokast CKpRITHOCTD TIepeiat
cooOmeHust. Huskas ycToHuUBOCTh

K MCKaxkeHVsIM. VICIToNb3yeTcs TOMHKO
JUTSL OTIpeIeIeHHBIX (GOPMATOB ay Ho-
(aitioB

JlocTaTouHO BEICOKAs
€MKOCTb KOHTeHHepa
(7o 25 %)

Meron cokphITHS
Ha OCHOBE
pacrpeieneHus 1Mo

CIIEKTPY

OCHOBaH Ha r'eHepaIlyH IICeBIOCITY-
Ya{HOTO MIyMa, SBIISIOIIEr 0Cs
dYHKITHEH BHEAPSIEMOTO
COOOIICHUS, 1 TTOAMEITBAHIHI
TIOJTYYEHHOT' O IIIyMa K OCHOBHOMY
CUTHAITy-KOHTEHHEPY B KauecTBe
AJTUTUBHOM COCTaBJISFOIIICH.
Kommpopanye moTokoB MHpopMAIim
ITyTeM PaccesHUS KOJUPOBAHHBIX
JIAHHBIX IO CIIEKTPY YacTOT

Huzxmit ko3 purrent
HCIIOIb30BaHISI KOHTEHEpa.
3HAUUTENbHBIE BEIYUCTUTETBHBIE
3aTpaThl

CpaBHI/ITCJ'IBHO BBICOKAsA
CKPBITHOCTB COOGH.[CHI/ISI

Meron cokphITHS
Ha OCHOBE
HCITOIIB30BAHUS
3X0-CUTHANa

OCHOBaH Ha UCIIONIb30BaHUY B
KauecTBe IIyMOII0J0CHOTO CUI'HAllA
CaMoro ay/JMOCUTHANA, 3ajiep KaH-
HOT'0 Ha pa3IUiHbIE IEPHOIBI
BPEMEHHU B 3aBUCUMOCTH OT
BHE/PSIEMOTO COOOIIICHUS
(«I03BOHOYHOT'O 3Xa»)

Huzxmit ko3 purrent
HCIIOIb30BaHISI KOHTEHEpa.
3HAUUTENbHBIE BEIYUCTUTETBHBIE
3aTpaThl

CpaBHI/ITCJ'IBHO BBICOKAsA
CKPBITHOCTB COOGH.[CHI/ISI

Meron cokphITHS
B (ase curHana

OcHOBaH Ha (aKTe HeUYBCTBUTEIb-
HOCTH yXa 4eJoBeKa K abCcolroT-
HOMY 3Ha4eHHUIO (a3bl TapMOHUK.
Ayuo-curaani pazouBaeTcs Ha
T10CTIE/I0BATEEHOCTD CEI'MEHTOB,
COOOIIEHNE BCTPauBaeTCs IyTeM
MOJMUKAIHY a3kl IePBOro
CerMeHTa

Marsrit kor PHITHEHT UCIONb30BAHKS
KOHTEHHEpa

ObmagaeT 3HAUUTEITHHO
0Ooee BHICOKOM
CKPBITHOCTBIO, HeM
MeTO/IbI cOKphITHS B H3b

MeTo 16! cOKpBITHS HHDO

Malil B TCKCTOBBIX KOHTGfIHean

Meron cokphITHS
Ha OCHOBE
poGeroB

OCHOBaH Ha BCTaBKe IPOOETIOB B
KOHI[E CTPOUEK, ITOCTIE 3HAKOB
TIPETIMHAHUS, MEK/TY CITOBAMU TIPU
BHIPABHUBAHUH JUTHHBI CTPOK

MeTopI UyBCTBUTEHHBI K TIEPEHOCY
TEKCTa U3 OJTHOTO (popMaTa B JPYToit.
Bozmoxaa nioteps cooOITIeHusL.
HeBpIcokast CKPRITHOCTD

JocTaTouHo GomnbITias
TIPOITYCKHAsI CITOCOGHOCTD

Meron cokphITHS
Ha OCHOBE
CHUHTAKCHUECKHX
ocoOeHHOCTEH
TeKCTa

OCHOBaH Ha TOM, 4TO IIpaBHIIa
IIyHKTYalllH JIOITyCKaloT
HEOJ[HO3HAYHOCTH IIPU
paccTaHOBKE 3HAKOB IIPEITMHAHMS

OueHb HA3Kas TIPOITYCKHAS
crroco0HOCTh. CII0KHOCTh
JIETEKTUPOBAHUS COOOTIICHUSI

CylecTByeT
TOTEHITHAILHAS
BO3MOKHOCTB 110100paTh
TaKko! METOJ, IIpU
KOTOPOM IIOTPeCYIOTCS
BEChbMa CIOKHBIC
TIPOIIE Y PHI JUISL
PACKPBITHS COOOITIEHUS

Meron cokphITHS
Ha OCHOBE
CUHOHHUMOB

OcHOBaH Ha BcTaBKe HHPOPMAIU
B TEKCT IIPU ITOMOITIH Yepe[0BaHUS
CIIOB U3 KaKOH-TTHOO0 IPYIIIBI
CHHOHHMOB

CI107%eH IPUMEHUTETEHO K PYCCKOMY
SI3BIKY B CBSI3U C OOJIBITIUM
pa3HoOGpa3reM OTTEHKOB B Pa3HBIX
CHHOHMMAaX

OmuH 13 Haudolee
TIEPCTIEKTUBHAIX METO/IOB.
O0naaer cpaBHUTEIHLHO
BBICOKOU CKPBITHOCTHIO
COOOIIEHIST

Meron cokphITHS
Ha OCHOBE
HCITOIIB30BAHUS
oMb oK

OcCHOBaH Ha MacKHUPOBKE
UH(OPMAITHOHHBIX GUTOB TI0/T
€CTECTBEHHBIE ONMMMOKH, OIIEYaTKY,
HapyIIEHYS TIPaBUIT HAITUCAHUS
COUETaHUH IIACHBIX U COITIACHBIX,
3aMeHe KUPWUIHITHI Ha
aHAaJIOTUYHBIE 110 BHETITHEMY BUY
JIATUHCKUE OYKBBI U JIp.

HeBricokas IpoITycKHast CHOCOOHOCTb.
BrIcTpo BekphIBaeTcs 1pu
CTATUCTUYECKOM aHAIU3E.

Becpma mpoct B
[IpUMEHEHUN. BrIcokast
CKPBITHOCTB IIPH aHATTH3E
YETOBEKOM

Meron cokphITHS
Ha OCHOBE
TeHeparmm
KBa3HTEKCTA

OcHOBaH Ha TeHEePaIUX TEKCTOBOTO
KOHTefHepa ¢ UCIIOIbh30BaHUEM
HaGopa IpaBUI IIOCTPOSHUS
pe;utoxeHuit. Vcronp3yercst
CUMMETPHUYHAsL KPUIITOT padust

Hesricokas IIPOITYCKHAaA CIIOCOOHOCTD.
beccempicnenHocTh CO3JJaHHOI'O TEKCTa

CKPBITHOCTh
OIIPEIETISETCS. METO[AMHI
i PoOBaHUA U, KaK
[IPaBUIIO, BEChMa BBICOKA
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Creranorpadu-
qJeCKHil MeTo]J

Kparkas xapakrepucTiuka
MeTo/1a

HenocraTkn

IIpenmymecTBa

Meron cokphITHS

OcHoOBaH Ha BCTaBKe UHG)OPMAIN

Jlerko BhISIBIISETCS IIpH

Bricokuit kond prrmeHT

Ha OCHOBE 3a CUeT U3MEHEHUsI TUITa MPUGTa ¥ | IIpeoGpa3oBaHuu Macirada HCIIOIH30BaHIS
HCIIOIH30BaHIS pazMepa OYKB, a TaKke Ha JIOKYMEHTa, TIPH CTaTUCTUIECKOM KOHTelHepa
ocoGeHHoCTelt BO3MOKHOCTH BCTPAMBAHI CTeroaHamse
mpudra nHpOpMaruu B GITOKH ©

HEU3BECTHBIMU IS Opaysepa

HIeHTUQUKATOpaMI
Metoj cokphITHS | OCHOBaH Ha pa3MeIieHur Hu3zkast CKphITHOCTD TIPH U3BECTHOM IIpocT B IpIMEHEHIU
Ha OCHOBE HHpOPMAITIH B ¢dopmate daitna
HCIIOIH30BaHIS 3ape3epBUPOBAHHBIX U

KoJIa IOKYMEHTa 1
Oaitna

HEHCTIONB3YEMbIX TTOJISIX
TIepeMEeHHOHN JUTUHEI

Meron cokphITHS

OcHOBaH Ha U3MEHEHUX 3HAYCHUH

Huskas niporryckHast cliocOGHOCTb.

IIpoct B IpUMEHEHUH

Ha OCHOBE CIIOB V3Kko criermam3upoBaH. Huskas

HCITOIIB30BAHUS CKPBITHOCTH

JKaproHa

Merop cokpbITHS OcHOBaH Ha TeHepaIy TeKCcTa — CroxHOCTh (pOPMUPOBAHIIST JlocTaTouHO BEICOKAS
Ha OCHOBE KOHTelHepa ¢ (popMUpoBaHIEM KOHTeHHepa 1 COOOITICHIST CKPBITHOCTD TP aHAaIM3e
HCITOIIB30BAHUS CITOB OMPEJICTICHHOM JITVHBI 110 YEeJIOBEKOM
uepeTOBAHUS HM3BECTHOMY IIPABUITY KOMPOBAHUS

JUIMHBI CJIOB

Meron cokphITHS OCHOBaH Ha BHEJIPCHUN CIOXHOCTE cocTaBlIeHus coolmieHus. | Jlaer Gombliyto cBoOo Iy
Ha OCHOBE coo0ITIeHVs B IepBEIe GYKBHI CIIOB Huskast ckpBITHOCTE COOGTTICHIS BBIGOpA OTIepaTopy,
HCITOIIB30BAHUS TEKCTa ¢ TIOA00POM CIIOB TIPUYMBIBAIOITIEMY
TIEPBBIX OYKB coo0IIIeHNe

MeTo 6l COKpBITHS HHDOP

Malliy B rpadUuecKuX KOHTeHHepax

Mertof cokprITHS B
HaMMEHBITIHX
3HAYAIIX OUTax

OcHOBaH Ha 3aIlicH COOOIICHUS B
HaMMEHBIIHME 3HavYaIme OUThI
HCXOTHOTO M300pasKeHUsI

HeBricokast CKpRITHOCTD TIepeiat
cooOrenust. Huskas yecToHUHBOCTE K
HCKaKEHUSIM

JlocTaTouHO BEICOKAs
€MKOCTb KOHTeHHepa
(10 25 %)

Meron cokphITHS

OCHOBaH Ha PeJIyKIUH (3aMeHE)

HpI/IMeHHCTCH IIPEUMYIIIECTBEHHO K

CpaBHI/ITCJ'IBHO BBICOKAsA

Ha OCHOBE IIBETOBOM TTAIUTPHI U CKaThIM H300pakeHusIM. HeBbIcokas €MKOCTh KOHTelHHepa
MOJMPUKAT N VYIOPSJIOUMBAHUH I[BETOB B CKPBITHOCTS IIepeiauul COOOITIEHUS

HHACKCHOT'O TIAKCEIISIX € COCEJTHUMU HOMEPaMH

¢dopmaTta

TIpeJICTaBICHUS

Meron cokphITHS OcHOBaH Ha ITOUCKE C CIOXHOCTh pacueToB Y CTOMIMBOCTE K

Ha OCHOBE TIpUMEHEHUEM OOJIBITIUHCTBY
HCTIOIL30BaHMS aBTOKOPPETSIOHHON () YHKITAY HEITMHEMHBIX
aBTOKOPPEJIIMOH- | o0lacTei, cojiepKaIiyxX CXO[HbIe npeoSpa3oBaHUI

HOH QyHKIH JIAHHBIE KOHTEHHEpa

Meron cokphITHS OCHOBaH Ha MOJYJISITUA Huzkas TOUHOCTH JIETEKTUPOBAHUSL. JlocTaTouHO BRICOKAS
Ha OCHOBE TICEBIOCTYHUaHHOTO CUTHAIIA Hckaxenus CKPBITHOCTE COOOITICHUS
HCTIOIL30BaHMS CUTHAJIOM, COJIEPKaIUM

HETIMHENHON CKPBIBAEMYIO MH(POPMAITUIO

MOJTYIISIITUHA

BCTPanBacMOro

COOOIIEHIST

Meron cokphITHS OCHOBaH Ha MOJYJISITUA Huzkas TOUHOCTH JIETEKTUPOBAHUSL. JlocTaTouHO BRICOKAS
Ha OCHOBE TICEBIOCTYHUaHHOTO CUTHAIIA Hckaxenus CKPBITHOCTE COOOITICHUS
HCTIOIL30BaHMS OUIIOJISIPHBIM CHTHAJIOM,

3HAKOBOM COJIepKaIliM CKPhIBAEMYIO

MOJTYIISIITUHA nHPOPMAITUIO

BCTPanBacMOro

COOOIIEHIST

Meron cokphITHS OcHOBaH Ha 0COOCHHOCTSIX CIOXHOCTh pacueToB BprIcokas cKphITHOCTD
Ha OCHOBE BeUBIET-IIpeoOpa30OBaHUi

BEUBIICT-

npeoSpa3OBaHus

Meron cokphITHS OcHOBaH Ha 0COOCHHOCTSIX CIOXHOCTh pacueToB BprIcokas cKphITHOCTD
Ha OCHOBE JICKPETHOI'O KOCHHYCHOTO

HCTIOIL30BaHMS peoSpa3oBaHusL

JICKPETHOTO

KOCHHYCHOT'O

11peoGpa3oBaHus
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1 OECIUIaTHBIX MPOTrPaMMHBIX MPOAYKTOB, JOCTYMHBIX OOBIYHOMY IMOJIb30BATENIO,
peaNm3yIOMMX HM3BECTHHIE CTETAHOTPAPUUCCKAE METOABl COKPBHITHS WH(OOPMAITIH.
[Tpu 3TOM MIPEUMYIIIECTBEHHO UCITONIB3YIOTCA TPadUIeCKUe U ay TMO-KOHTCHHEPHI.

B serpamuimonHbIXx  WH(OPMAITMOHHBIX  KaHajlaXx, OCHOBAaHHBIX Ha
MaHUOYJALMA pa3iudHbiX xapaktepuctuk pecypcoB MCIIIH, ucnonb3yroTcs s
Mepelaun JaHHBIX HEKOTOpBIE pasnenseMble pecypebl. [lpm 3ToM B KaHanax,
WCMOJIB3YIOIINX BPEMEHHBIC XAPAKTEPHUCTUKHU, OCYLIECTBISACTCS MOIYJISALUSA 1O
BPEMEHU 3aHITOCTH Pa3lEIsieMOTo pecypca (HampuMep, MOAYJIUPYS BpeMd
3aHATOCTH TIPOIIECCOPa, MPUIOKEHNAS MOTYT OOMEHUBATHCS TAHHBIMH).

B kanamax mamsaTH pecypc HCIHONB3YEeTCS Kak TPOMEKYTOUHBIN Oydep
(HampuMep, MPUTIOKECHHUSI MOTYT OOMEHWBATHCA JAHHBIMH MYTEM TMOMEIICHUS UX B
WMEHaA co37MaBaeMbiX (aitioB w aupexTtopuii). B kanmamax 06a3 MaHHBIX W 3HAHWAM
UCIOIb3YIOT 3aBUCUMOCTH MEXKY JIAHHBIMH, BO3HUKAIOIIMMHU B PEJIAIIMOHHBIX 0a3ax
JIAHHBIX U 3HAHWM.

Herpaaummonnsie nHGOpMAMOHHBIE KaHAJIBI MOTYT OBITH C(HOPMHUPOBAHBI HA
pas3nuuHBIX YpoBHAX (yHKImonuposanns UCIT/IH:

HA anmnapaTHOM YPOBHE,

HA YPOBHE MUKPOKOAOB U APANBEPOB YCTPOMCTB,

HA YPOBHE ONEPALMOHHON CUCTEMBI,

Ha YPOBHE MPUKJIATHOTO MPOTPAMMHOTO 00ECIIEYEHUA,

Ha ypoBHE QYHKIIMOHWPOBAHUS KAaHAJIOB TIEPEIaur JAHHBIX U JIMHAW CBSI3H.

OTH  KaHajabl MOTYT HCHOOJb30BAaThCS KAk Uil  CKPBITOM  mepenauu
CKONMUPOBAaHHOW WH(pOpMAMK, TaK W Ui CKPHITHOW TIepeladyd  KOMaHJ
HA BBITIOJIHEHUE NECTPYKTUBHBIX AEHCTBUM, 3aIlyCKA MPUI0KEHUN U T.II.

s peanuzaliu  KaHAJOB, KakK TMPaBWIO, HEOOXOAUMO BHEAPUTH B
ABTOMATU3UPOBAHHYKD CUCTEMY MOPOTrPAMMHYKO WM MNPOrPaMMHO-ANIMAPATHYIO
3aKT/IKy, 00€CTIeunBaONIYI0 (POPMUPOBAHUE HETPATAIIMOHHOTO KaHaa.

Herpaaummonnsiii nHGOPMAITMOHHBIH KaHAT MOXKET CYIIECTBOBATh B CHCTEME
HENPEPBIBHO WM AKTUBU3UPOBATHCA OJHOPA30BO WM IO 33JaHHBIM yCoBUAM. [Ipn
3TOM BO3MOKHO CYIIIECTBOBaHHE 0OpaTHOM CBA3U ¢ cyobexkTom HCJI.

5.7. O0masi XxapakTepuCTHKA Pe3yJIbTATOB HECAHKITMOHUPOBAHHOT 0
WM CJIYYAaHHOr 0 X0CTYIAa

Peamuzamms yrpos HCJl k mHpOpMaImu MOXKET TPUBOAUTH K CIIETYIOIIAM
BUJIaM HApyLIEHHUA €€ O€30MaCHOCTH:

HapyImieHu0  KOH(MUASHIIMATRHOCTH  (KOMMPOBAHWE,  HEMPABOMEPHOE
pacnpoCTpPaHECHHE),

HaPYIICHUIO EJTOCTHOCTH (YHHUTOXKCHHE, M3MEHEHNE);

HaPYIICHUIO TOCTYITHOCTH (OJIOKHPOBAHUE).

Hapymenne xoHGUACHITMATHPHOCTH MOXKET OBITh OCYIIECTBIICHO B ClIydae
yTeuKH HHPOPMATIHH

KOMTUPOBAHUS €€ HA OTUYKTAeMble HOCUTETN WH(OPMAITHH;

nepeaauy ee 1o KaHajgaM Nepe1ayu TaHHbIX,

Py TMPOCMOTPE WM KOMHUPOBAHWK €€ B XOAC PEMOHTA, MOAN(PUKAINAH
¥ YTHJIU3AIAH IPOTPAMMHO-aNMapaTHBIX CPE/ICTB;
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npu «cOOpKe Mycopay» HapyluuTtesieM B mpoiiecce skcrutyatauun UCITIH.

Hapymenune nemoctHOCTH HHPOPMAITUN OCYIIIECTBIIACTCA 3a CUET BO3JACHCTBUS
(MomuuKaIym) Ha MPOTPAMMBI U JJAHHBIC TOJIH30BATENIS, 4 TAK)KE TEXHOIOTHIECKYIO
(cucTeMHYy10) HH(POPMAITHIO, BKITIOYAIOITYTO:

MUKPONIPOrpaMMBbl, JaHHbIE W JApadBepa YCTPOWCTB BBIYUCIUTEIBHOU
CHUCTEMBI,

MpOorpaMMbl, JIaHHbIC W JpaiiBepa YCTPOWCTB, 00ECHEUMBAIOIIMX 3arpy3Ky
OTEPAIMOHHON CUCTEMBI,

MPOrpaMMbl M JIaHHBIC (IECKPHUIITOPHI, OMHUCATENA, CTPYKTYPBI, TaOIHITBI
U T.J1.) OTICPAIIHOHHOMW CHCTEMBI;

MPOTPAMMBI U TAHHBIC TPUKJIATHOTO TIPOTPAMMHOTO 00SCIICUEHUS,

MPOTPAMMBI U JTAHHBIEC CTICTIHATEHOTO TTPOTPAMMHOTO 00ECTICUEHUS,

MIPOMEKYTOUHBIEC (OTIEPAaTUBHBIC) 3HAUCHHS MPOTPAMM M JAHHBIX B MPOIECCE
ux 00paboTku (UTCHUS/3aMMCH, TpUeMa/Tiepeaadn) CPeACTBaMU M YCTPOHCTBAMH
BBIYMCITATEILHON TEXHUKH,

Hapymenune mnenocraoctn uHbpopmaruu B HCIIJlH moxkeT Takxke OBITH
BBI3BAHO BHEAPCHHWEM B HEE BPEIOHOCHOW MPOrpamMMbl TPOrpaMMHO-aNMmapaTHOM
3aKJTQJIKK WJTA BO3JICHCTBUEM HA CUCTEMY 3aIIMTH MH(OPMAIIVH WK €€ HIICMEHTHI.

Kpome »storo, B MCIIJ[H BO3MOXHO BO3JACHCTBHEC HaA TEXHOJOTHUYECKYIO
ceTeByl0 HWH(POPMAIHAIO, KOTOpas MOXET obOecrneunBaTh (PYHKITHOHHPOBAHWE
PaA3TUYHBIX CPEJICTB YIPABJICHAS BHIYUCITUTEIIBHON CETHIO:

KOH(HUTYpaIHEH CETH,

aZpecaMy M MapIIPyTH3aKeH TTepeaaun JaHHBIX B CETH,

(hyHKIIMOHATHHBIM KOHTPOJIEM CETH,

6€30macHOCTHIO HH(OPMAIIHH B CETH.

Hapymenne  moctymuocT  wHpOpMammu — o0ecneumBaeTCs  MyTEM
dbopmupoBanusa (MoauUKAIKA) HMCXOAHBIX JAHHBIX, KOTOphie TpH 00paboTke
BBI3BIBAIOT HEMPaBUWIbHOEC (PYHKITMOHMPOBAHWE, OTKA3bl ammapaTtypbl WA 3aXBaT
(3arpy3Ky) BBIYHUCIUTEIBHBIX PECYPCOB CHCTEMBI, KOTOPhIE HEOOXOAMMBI IS
BBITIOJTHEHUA MMPOTPaMM U PabOTHI anmapaTyphl.

VYkazaHHble JCHCTBUS MOTYT TIPUBECTH K HAPYIICHUIO WIH  OTKa3y
(hyHKIIMOHUPOBAHUS TIPAKTHUECCKH JTIOOBIX Texandeckux cpeacts UCII/IH:

cpenctB 00padoTku wHpOPMAIHH;

CPEICTB BBOJIa/BBIBOJIA HH(OPMAITHH;

CPEICTB XpaHCHHS MH(GOPMAIIHH,

anmaparypsl U KaHAJIOB TIEPeaaun,

CPEACTB 3aIMTHl HH(POPMAITHH.
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6. TunoBbie MoaEsIH YIPo3 0€30MACHOCTH MEPCOHAJTbHBIX TAHHBIX,
o0padaTbiBaeMbIX B HHGOPMALIHOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX

B 3aBucumoctu ot uenei u coaepxanua odpabotrku [1/[H omeparop MoxkeT
ocymectByATh 00padoTky [1/In B UCII/IH pa3nuuHbIX THIOB.

[lo  crpykrype  wH(pOpPMAIMOHHBIE  CHCTEMBI  TMOJPA3JACISIFOTCA  Ha
aBTOMATU3WPOBAHHBIC padoume MecTa, JOKajabHbie WH(GOPMAIMOHHBIE CUCTEMBI H
pacnpeneneHHbIe HH(POPMAITMOHHBIC CHCTEMBI.

[To HAMWYUIO TOAKIIOYEHUH K CETAM CBSI3M OOIIEro TMOJb30BAHUA W (WJIH)
CeTSIM MEXKIYyHAPOAHOTO WH(MOPMAITMOHHOTO OOMeHa WH(OPMAIMOHHBIE CHCTEMBI
MOAPA3JACIAIOTCS HA CUCTEMbI, UMECIOIIUE TOAKIIOUYEHHUS, U CUCTEMbI, HE MUMEIOIIKE
MOJAKITIOUYEHHM.

[To pexxumy 0OpabOTKH TEPCOHATBHBIX JaHHBIX B MH(GOPMAIIMOHHON CHUCTEME
WH()OPMAITMOHHBIE CHCTEMBI TOJPA3NEAIOTCS HAa  OJHOMOJB30BATCIIBCKHE U
MHOT'OMOJIb30BATEIbCKUE.

[To pa3rpannueHuIO MpaB JOCTYIA TOJIb30BaTeNNeH HHPOPMAITMOHHBIC CHCTEMbI
MOAPA3JACTAIOTCS HA CHCTEMbl 0€3 pa3rpaHWUYEHUs NpaB JOCTYMa M CUCTEMbI C
pa3rpaHUyYEHUEM MpaB JOCTYIIA.

WndopmarmonHsie CHUCTEMBI B 3aBUCHMOCTH OT MECTOHAXOXKACHHS HX
TEXHUYECKUX CPEACTB MOAPA3JACIAIOTCA HA CUCTEMbI, BCE TEXHUUYECKHE CPEJCTBA
KOTOPBIX HaxoAATcs B mpeaenax Poccuiickoi denepanuu, 1 CUCTEMbI, TEXHUUECKHE
CPEACTBA KOTOPBIX YACTUYHO WJIM LEJIMKOM HaXOAATCA 3a mpeaenamu Poccuiickoi
denepanum.

B 3aBucHMMOCTH OT TEXHOJIOTMH, COCTaBa M XapPAKTEPUCTUK TEXHUUYECKUX
cpeacts MCII/IH, a Takxe onacHocTh peanusanmu YBIIJ[H u HacTymieHud
MOCJIEACTBUA B PE3yJbTaTe HECAHKIMOHWPOBAHHOIO WJIM CAy4alHOro [aocTyna
MOXHO BbLAeUT chenytomme tTunsl UCIIH:

ABTOMATU3UPOBAHHbBIE pa0OUMe MECTA, HE MUMEIOIINE MOAKIIOUCHHE K CETIM
CBS3M OOIIET0 TOJIb30BAaHUA W (MJIH) CETAM MEXAYHAPOIHOTO WH(MOPMAIIMOHHOTO
oOMeHa;

ABTOMATU3UPOBAHHBIEC PA0OUHE MECTA, UMEIOIINE TOAKIIOUEHHUE K CETAM CBA3U
0O0IIEero MOJIb30BaHUS U (MJTH) CETAM MEXKAYHAPOHOTO WH(POPMAITMOHHOTO OOMEHa;

nokanbHbie WCII/[H, He HMeEIomMe MOAKIIOYEHUE K CETAM CBA3M OOIIEro
MOJTE30BAHUS U (WJTH) CETAM MEKIYHAPOIHOTO HH(POPMAITMOHHOTO 00OMEHa;

nokanbHbie WCII/IH, wuMeromme MNOAKIIOUEHHEe K CETAM CBS3H  OOIIEro
MOJTb30BAHUSA U (MJIM) CETAM MEXIAYHAPOIHOTO MH(POPMAILIMOHHOTO 0OMEHa,

pacnpeaenennbie MCII/IH, He uMeroIne MOAKITIOUEHUE K CETAM CBS3H OOIIETro
MOJTE30BAHUS U (WJTH) CETAM MEKIYHAPOIHOTO HH(POPMAITMOHHOTO 00OMEHa;

pacnpeaenennubie MUCII/{H, nMmeromnme NOAKITIOUEHUE K CETSAM CBS3H OOIIEro
MOJTb30BaHUA U (MJIM) CETAM MEXAyHAPOAHOTO HH(GOPMAITMOHHOTO OOMEHA.

[TpumenutenbHo kK ocHOBHBIM TUMaM MCII/IH cocTaBastOTCA TUMOBBIE MOACIH
yrpo3 Oe3zomacHoctr II/IH, XapakTepu3ylolMe HACTYIUICHHUE Pa3IudYHbIX BHJIOB
MOCJIEACTBUNA B PE3YJbTAT€ HECAHKIIMOHWPOBAHHOTO WM CJIY4aWHOro AOCTyMa M
peanmmzanuun YbBITJIH.

YactHpie Moaenu yrpo3 OezomacHocTd [I/[H mMpUMEHUTETbHO K KOHKPETHBIM
HCII/Ia coctaBaaioTca oneparopaMu, 3akazuukamu U paspadorurkamu UCII/IH Ha
JTanax ux co3gaHus U (MJIK) SKCIUTyaTallHH.
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6.1. TunoBasi Moaesib yrpo3 0€30MaCHOCTH MEePCOHATbHBIX JAHHBIX,
o0padaTbhiBaeMbIX B aBTOMAaTH3HPOBAHHBIX pa004YHUX MeCTaXx,

He UMEeHIIHNX MOJAKJIIYEHHUS K CeTSIM CBSI3U 0011ero nojib30BaHUus
U (WJIH) CeTAM MeXAYHAPOIHOr0 HH(POPMALIMOHHOT0 00MeHa

ITpu o6padoTke I1/IH Ha aBTOMAaTU3UPOBAHHOM Pab0UYEM MECTE, HE UMEIOIIEM
MOAKIIOUECHUST K CETAM CBI3W  OOIEro TOJNh30BaHUS ®W  (WJIH) CETAM
MEXKJIyHApoaHOrO  WMH(GOPMAaIMOHHOTO  oOMeHa,  BO3MOXKHA  peaju3alus
caenyromux YBIIJIH:

yrpo3 yTeukn HH(POPMAIHH 110 TEXHHUESCKUM KaHajIaM;

yrpo3 HCJI kx I1/TH, oOpadaTbiBaeMbIM B aBTOMATHU3UPOBAHHOM paboueM MeECTe.

Yrpo3sl yreukn nHPOPMAITAX TT0 TEXHUYECKAM KaHajaM BKITIOUAIOT B CeO:

yTPO3bl YTEUKH aKyCTUUECKOH (peueBoii ) mHGOpMaIHH,

yTpo3bl YTEUKHA BHIOBOH MH(MOPMAIIHH,

yrpo3sl yTeukn napopmaruu o kanary [IOMUH.

Bo3HukHOBEHHME Yrpo3 yYTEUKHW aKyCTHUYECKOW (peueBoi) wHQpOpMAaInH,
coaepKaIleicss HEMOCPEACTBEHHO B Mpou3HOCHMMON peun monb3zoBatens MCII/H,
BO3MOJKHO IpH HajmuueM ¢yHKIuH rogocoporo Beoja [1J{a B UCIIIH wnm dyHKIMi
BocnpoudBeaeHus [1/1n akyctuueckumu cpeacreamu UCII/IH.

Peanmuzanms yrpossl yTeukm BHIOBOW wWH(OpMAUA BO3MOXKHA 33 CUET
MPOCMOTpa WHGPOPMAITUHA € TTOMOIIBIO ONTHYECKUAX (OMTHUKOIICKTPOHHBIX) CPEICTB
C DKPAHOB JUCILJIEEB M JPYTHX CPEIACTB OTOOPAXEHUS CPEJCTB BBIUMCIWUTEIbHON
TEXHUKHA, UHHOPMAIMMOHHO-BBIUNCIUTEBHBIX KOMIUIEKCOB, TEXHHUECKHX CPECTBA
o0OpaboTku rpadudeckoit, BuacO- U OyKBEHHO-ITU(POBOH WHGPOPMAIIHH, BXOISIIIHAX
B coctaB MCII/In.

Yrpossl yreukn uapopMmaliy o kanaiay [ISMUH Bo3mokHBI W3-3a HaHUAS
AJIEKTPOMArHUTHBIX W3JIyYeHUH, B OCHOBHOM, MOHUTOpPAa M CHCTEMHOro OJioKa
KoMMnboTepa. OCHOBHYIO OMACHOCTh MPEACTABJISIOT YIPO3bl YTCUKU U3-3a HAIMUUS
AJIEKTPOMArHUTHBIX U3J1yUYEHUI MOHUTOPA.

Yrpozst HCJ/l B aBToHOMHOM APM cCBsi3aHbl ¢ AEHCTBUSAMU HApPYIIUTENCH,
umeromux aoctyn k MCIIJIH, Bkirouas nmosb3oBateneit UCIIAH, peanusyrommx
yrpo3bl HenocpeacteenHo B MCII/[H. Kpome 3toro, ucrounukamu yrpo3 HCJ|
k wuHpopmaimn B APM Moryr ObITh anmmapaTHbie 3aKJIagKd W OTUYXKIAACMBIC
HOCHUTEIN BPEJOHOCHBIX MTPOTPAMM.

B UCII/Ix Ha 6a3ze aBToHOMHOTO APM BO3MOXHBI BCE BUJbI YS3BUMOCTEH
NCII/IH, 3a UCKIIOUYEHHUEM YSI3BUMOCTEH, CBS3aHHBIX C pealM3alueld MPOTOKOJIOB
CETEBOr0 B3aMMOJACHCTBUS M KaHaioB mnepegaun aAaHHeiX. B Takux UWCII/IH
BO3MOYKHBI:

yIpoO3bl, peAIU3yeMbie B XOJ€ 3arpy3Kd OMNEPALMOHHON CHUCTEMBbI
¥ HAINpaBJICHHBIE HA TIEPEXBAT MApPOJeH WM HACHTHPUKATOPOB, MOAUDUKAIHIO
6a3oBoii cuctemsl BBOa/BeiBoa (BIOS), mepexsat ynpaBiieHuUs 3arpy3KOi;

yIpo3bl, peaju3yeMble TMOCJe  3arpy3kud  OMNEPAlUUOHHOW  CUCTEMBbI
W HamnpaBJICHHbIE  HA  BHIMOJHEHHE  HECAHKIMOHUPOBAHHOIO  J0OCTyNa
C TPUMCHEHHEM CTaHAAPTHBIX (QyHKIWE (YHHYTOXKEHHWE, KOMHUPOBAHUE,
nepemMerienre, opMaTupoOBaHNUE HOCUTEIEH WHGOPMAIMU U T.1.) OTIEPAITHOHHON
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CUCTEMBl WM KaKOW-THMOO TPHKIATHOW TMporpaMMmbl (HApUMEpP, CHUCTEMBI
yopaBiicHuss 0a3aM®W JaHHBIX), C TPUMEHCHUEM CIEIUAIBHO CO3JaHHBIX
mns BeimonHennss HCJ| mporpamm  (mporpamMm  mpocMoTpa W MOAW(UKAITAH
peecTpa, MOUCKa TEKCTOB B TEKCTOBBIX (haiiiax v T.11.);

yI'PO3bl BHEAPECHUS BPEIOHOCHBIX ITPOrPaMM.

6.2. TunoBasi Moesib yrpo3 0€30MaCHOCTH MEePCOHATbHBIX TAHHBIX,
o0padaTbhiBaeMbIX B aBTOMAaTH3HPOBAHHBIX pa004YHUX MeCTaXx,
UMEUIUX MOJKJIYEHHe K CETIM CBSI3H 0011ero noJjib30BaHus
U (WJIH) CeTAM MeXAYHAPOIHOr0 HH(POPMALIMOHHOT0 00MeHa

IIpu oOpadotke II/[H Ha aBTOMATHU3MPOBAHHOM PabOUEM MECTE, HMMEIOIIEM
MOTKITFOUCHUS K CETSAM CBS3H OOITETO MOh30BAHUA | (WJTH) CETAM MEXIYHAPOIHOTO
uH(}OPMAITMOHHOTO 00MEHA, BO3MOXKHA peanu3anud cieaytomux Y bIJIH:

yTPO3bl YTEUKHA WHPOPMAITAH TI0 TEXHUIECKUM KaHaJIaM;

yrpo3sl  HCJ[ k [IIJI[H, oOpabaTsiBaeéMbiM Ha aBTOMATU3WPOBAHHOM
padoueM MecTe.

Yrpo3sl yreukn nHPOPMAITAX TT0 TEXHUYECKAM KaHajaM BKITIOUAIOT B CeO:

yTPO3bl YTEUKH aKyCTUUECKOH (peueBoii ) mHGOpMaIHH,

yTpo3bl YTEUKHA BHIOBOH MH(MOPMAIIHH,

yrpo3sl yTeukn napopmaruu o kanary [IOMUH.

Bosnuknosenne VYBIIJ[H B paccmarpuBaembix MHCII[IH 1o TexHUUYECKUM
KaHaJlaM XapaKTEePU3YyeTCs TEMH K€ YCIOBHUAMH | (akTopamu, YTO H I
ABTOMATU3UPOBAHHOIO pPadouero MecTa, HE HMEIOIIEr0 MOJKIIOUEHUS K CETAM
0O0IIIero MoJIb30BaHUS U (MJTH) CETAM MEXAYHAPOTHOTO HH(POPMAITHOHHOTO 0OMEHa.

Yrpozst HCJ1 B UCII/IH cBA3aHbl ¢ ASHCTBUSAMU HAPYIIUTENICH, MUMEIOIINX
nocryn k MWCIIJIH, Bkmouasa nonws3oBatenet MCII/H, peanusyromux yrpossl
HenocpencteeHHo B UCII/H, a Takxke HapylmuTesied, HE MMEIIIUX JOCTyMa K
NCII/IH, peanu3yromux yrpo3bl U3 BHEIIHUX CETEH CBSI3M OOIIEro MOJIb30BAHUA U
(unm) ceTeit MeXIyHApOIHOTO MHPOPMAIITMOHHOTO OOMEHA.

Yrposst HC/[ 8 UCII/IH, cBI3aHHBIE C ACHCTBUSAMM HAPYyIIUTEICH, UMEIOIINX
noctyn k MCII/IH, aHalOTHWYHBI T€M, KOTOPbIE HMEIOT MECTO Jisi OTACIHHOTO
APM, He MNOAKIIOYEHHOTO K CETAM CBA3M OOIIEro IMOJIb30BaHUSA. YTPO3HI
W3 BHEIIHUX CETEH BKIIFOYAKOT B ceOs:

yrpo3bl «AHamM3a ceTeBoro Tpaduka» ¢ TMEepexBaTOM IepeIaBacMol  BO
BHCIITHUE CETH W IPUHUMACMON U3 BHEMTHUX ceTel nHpopmarum;

yIpO3bl CKAHWPOBAHMS, HAIMPABJICHHBIC HA BBISBJICHWE THUMA OMEPALIMOHHOMN
cucteMbl APM, OTKPBITBIX TOPTOB U CIIYkKO0, OTKPBITHIX COCTUHEHUHN U Ap.;

YIPO3bl BBIABJICHUS MAPOJICH;

yrpo3sl nonyuenus HCJ[ myreM noMeHbl TOBEPEHHOTO O0BEKTA,;

yrpo3bl TUmna «OTKa3 B 00CITy KUBAHUNY,

yYIPO3bl YAAICHHOTO 3alyCKa MPUI0KEHUH;

yYIPO3bl BHEAPECHHUS TIO CETH BPEJOHOCHBIX MTPOTPAMM.
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6.3. TunoBasi Moesib yrpo3 0€30MaCHOCTH MEePCOHATbHBIX TAHHBIX,
00padaThrIBaeMbIX B JIOKAJbHBIX HH(OPMAIHOHHBIX CHCTEMAX
MEePCOHAJIBHBIX JAHHBIX, HE HMEIOIINX MOAKJIIOUYEHHUs K CEeTIM CBSI3H 001ero
MOJIb30BAHUS U (MJIH) CeTAM MeKAYHAPOAHOro HHGpOPMALIMOHHOI0 00MeHa

IIpu ob6padorke II/ln B nokambHbix MCII/IH, HE HMEIONME MOAKIIOUYECHHUS
K CeTAM CBS3W OOIMIEro TONBh30BAaHUA W (WJIH) CETAM  MEXIAYHApPOIHOTO
uH(}OPMAITMOHHOTO 00MEHA, BO3MOXKHA peanu3anud cieaytomux Y bIJIH:

yTPO3bl YTEUKHA WHPOPMAITAH TI0 TEXHUIECKUM KaHaJIaM;

yrpo3sl  HCJ[ k [IIJI[H, oOpabaTsiBaeéMbiM Ha aBTOMATU3WPOBAHHOM
padoueM MecTe.

Yrpo3sl yreukn nHPOPMAITAX TT0 TEXHUYECKAM KaHajaM BKITIOUAIOT B CeO:

yTPO3bl YTEUKH aKyCTUUECKOH (peueBoii ) mHGOpMaIHH,

yTpo3bl YTEUKHA BHIOBOH MH(MOPMAIIHH,

yrpo3sl yTeukn napopmaruu o kanary [IOMUH.

Bosnuknosenne VYBIIJ[H B paccmarpuBaembix MHCII[IH 1o TexHUUYECKUM
KaHaJIaM XapaKTEPU3YETCS TEMU K€ YCIOBUAMU W (pakTOpaMu, 4TO W JJIA JIOKAJTBHBIX
HUCTI/IH, He UMeomuUX MOAKIIOYEHHS K CETSIM CBSA3W OOIIETO MOIb30BAHUSA U (WJIH)
CETSM MEXKAYHAPOTHOTO WH(HOPMAITMOHHOTO OOMEHA.

Yrpozst HCJ B nmokanbHbix UCII/IH cBsi3aHbl C ACUCTBUSIMU HAPYLIUTENCH,
umeromux aoctyn k MCIIJIH, Bkirouas nmosb3oBateneit UCIIAH, peanusyrommx
yrpo3bl HenocpeacTseHHo B UCITJIH.

Yrposst HC/[ 8 UCII/IH, cBI3aHHBIE C ACHCTBUSAMM HAPYyIIUTEICH, UMEIOIINX
noctyn k MCII/IH, aHalOTHWYHBI T€M, KOTOPbIE HMEIOT MECTO Jisi OTACIHHOTO
APM, He MOJKIIOYEHHOTO K CETSAM CBA3U OOIIEro mnojb3oBaHus. Kpome Toro, B
takoi UCII/IH MOTyT UMETh MECTO:

yrpo3bl «AHalIM3a CeTEeBOTO Tpaduka» ¢ MepexBaTOM TMEPEAABAEMON MO CETH
uHdopmaImy;

YIPO3bl BBIABJICHUS MAPOJICH;

yYIPO3bl YAAICHHOTO 3alyCKa MPUI0KEHUH;

yYIPO3bl BHEAPECHHUS TIO CETH BPEJOHOCHBIX MTPOTPAMM.

6.4. TunoBasi MoesIb yrpo3 0€30MaCHOCTH MEePCOHATbHBIX TAHHBIX
00padaThrIBaeMbIX B JIOKAJbHBIX HH(OPMAIHOHHBIX CHCTEMAX
MEePCOHAJIBHBIX TAHHBIX, HMEIOIIHNX MOJKJII0UEeHHEe K CeTIM CBSI3H 0011ero
MOJIb30BAHUS U (MJIH) CeTAM MeKAYHAPOAHOro HHGpOPMALIMOHHOI0 00MeHa

ITpu o6padotke I1/1n B mokansHbix UCII/IH, UMEIOMMX TOAKTIOUEHNUE K CETAM
CBS3M OOIIET0 TOJIb30BAaHUA W (MJIH) CETAM MEXAYHAPOIHOTO WH(MOPMAIIMOHHOTO
oOMeHa, BO3MOXKHA peanuzanus ciaeayromux Y BITJIH:

yTPO3bl YTEUKHA WHPOPMAITAH TI0 TEXHUIECKUM KaHaJIaM;

yrpo3sl  HCJ[ k [IIJI[H, oOpabaTsiBaeéMbiM Ha aBTOMATU3WPOBAHHOM
padoueM MecTe.

Yrpo3sl yreukn nHPOPMAITAX TT0 TEXHUYECKAM KaHajaM BKITIOUAIOT B CeO:

yTPO3bl YTEUKH aKyCTUUECKOH (peueBoii ) mHGOpMaIHH,

yTpo3bl YTEUKHA BHIOBOH MH(MOPMAIIHH,

yrpo3sl yTeukn napopmaruu o kanary [IOMUH.
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Bosnuknosenne VYBIIJ[H B paccmarpuBaembix MHCII[IH 1o TexHUUYECKUM
KaHaJlaM XapaKTEePU3YyeTCs TEMH K€ YCIOBHUAMH | (akTopamu, YTO H I
npeapaymx Tamnos UCII/IH.

Yrpozst HCJI cBsi3anbl ¢ AEHCTBUSAMU HApPYIIUTENECH, UMEIOIMIMUX JOCTYN K
HUCII[In, Bxmouas  moaw3oBatenedd  MCIIJIH,  peanusyrommx  yrpo3bl
HenocpencteeHHo B UCII/H, a Takxke HapylmuTesied, HE MMEIIIUX JOCTyMa K
NCII/IH, peanu3yromux yrpo3bl U3 BHEIIHUX CETEH CBSI3M OOIIEro MOJIb30BAHUA U
(unm) ceTeit MeXIyHApOIHOTO MHPOPMAIITMOHHOTO OOMEHA.

Yrpozst HCJI, cBsizaHHbie ¢ ACHUCTBUAMHU HAPYLIUTEACH, UMEIOIIHUX TOCTYI
k UCII/IH, BKIIOUAIOT B c€0sl yrpo3bl, aHAJTOTHUYHBIE TEM, KOTOPhIE PEaATU3YIOTCA
B otraeiabHOoM APM, He wuMewIeM NOJAKIIOUEHUA K CETSAM CBSI3U OOIIEro
MOJIb30BAHUS.

Yrpo3bl U3 BHENIHUX CETEH BKIIOUAIOT B CEOA:

yrpo3bl «AHamM3a ceTeBoro Tpaduka» ¢ TMEepexBaTOM IepeIaBacMol  BO
BHCIITHUE CETH W IPUHUMACMON U3 BHEMTHUX ceTel nHpopmarum;

YIPO3bl CKAaHUPOBAHWS, HAIMPABJICHHBIC HA BBISABICHUE THIA ONEPALMOHHOMN
cuctembl MCIT/IH, ceTeBbIX aapecoB pabOUYUX CTAHIIUM, OTKPBITHIX TOPTOB M CITYKO,
OTKPBITBIX COCAMHEHUHN U JIP.;

YIPO3bl BBIABJICHUS APOJIEH;

yrpo3sl nonyuenus HCJ[ myreM noMeHbl TOBEPEHHOTO O0BEKTA,;

yrpo3bl TUmna «OTKa3 B 00CITy KUBAHUNY,

YIPO3bl YIAICHHOTO 3aMyCKa NPUIOKEHUH,

YIPO3bl BHEAPEHUA MO CETU BPEAOHOCHBIX NPOTPAMM.

6.5. TunoBasi Moaesib yrpo3 0€30MaCHOCTH MEePCOHATbHBIX TAHHBIX,
o0padaTbhiBaeMbIX B pacnpeae/ieHHbIX HH()OPMAIIUOHHBIX CHCTEMAaX
NMePCOHAJIbHBIX JAHHBIX, HE UMEKIIUX MOAKJIYEHUS K CeTIM CBSI3HU 001ero
MOJIb30BAHUS U (MJIH) CeTAM MeKAYHAPOAHOro HHGpOPMALIMOHHOI0 00MeHa

[Tpu obpadotke 11/1n B pacnpenenenubix UCIT/IH, uMerommx noAKIIOUEHHE K
CeTIM  CBSI3M  OOIMIEro  MOJb30BaHWUA W (WIH) CETIM  MEXKIYHApPOIHOTO
uH(}OPMAITMOHHOTO 00MEHA, BO3MOXKHA peanu3anud cieaytomux Y bIJIH:

yTPO3bl YTEUKHA WHPOPMAITAH TI0 TEXHUIECKUM KaHaJIaM;

yrpo3sl  HCJ[ k [IIJI[H, oOpabaTsiBaeéMbiM Ha aBTOMATU3WPOBAHHOM
padoueM MecTe.

Yrpo3sl yreukn nHPOPMAITAX TT0 TEXHUYECKAM KaHajaM BKITIOUAIOT B CeO:

yTPO3bl YTEUKH aKyCTUUECKOH (peueBoii ) mHGOpMaIHH,

yTpo3bl YTEUKHA BHIOBOH MH(MOPMAIIHH,

yrpo3sl yTeukn napopmaruu o kanary [IOMUH.

Bosnuknosenne VYBIIJ[H B paccmarpuBaembix MHCII[IH 1o TexHUUYECKUM
KaHaJlaM XapaKTEePU3YyeTCs TEMH K€ YCIOBHUAMH | (akTopamu, YTO H I
npeasiaymx Tunos UCI/Ix.

Yrpozst HCJl cBsizanbl ¢ ACUCTBUAMHU HApYLIUTEAEH, MUMEIOIIMX JOCTYI
k HCIIJIn, Bxmouas monaszoBatened MCIIJlH, peanu3yiommx  yrpo3bl
HenocpeactseHHo B UCII/H.
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[Tpu 3TOM MOrYyT OBITH YIpO3bl, AHAJOTUYHBIE TEM, KOTOPbHIE UMEKOT MECTO
B OTAeabHOM APM, He MOAKIIOYEHHOM K CETAM OOIIEro MOJIb30BAHUSA, a TAKKE
yIpO3bl, pEAIM3yEMbIE BHYTPU PACIPEACICHHOW CETU C HCIOJIb30BAHUEM
MIPOTOKOJIOB MEXKCETEBOI0 B3aUMOJICHCTBUS, B TOM UHCJIE:

yrpo3bl «AHalIM3a CeTEeBOTO Tpaduka» ¢ MepexBaTOM TMEPEAABAEMON MO CETH
uHdopmaImy;

yIpO3bl CKAHWUPOBAHWS, HAMPABJICHHBIE HA BBISBJICHUE OTKPBITHIX MMOPTOB
U CYKO, OTKPBITHIX COETUHEHUH U JIP.;

yYIPO3bl BHEAPECHUS JIOKHOTO OOBEKTA CETH,

yIpO3bl HaBA3BIBAHUS JIOKHOT'O MapUIPyTa MyTEM HECAHKIIMOHUPOBAHHOTO
WU3MEHEHHUS MapIIPYTHO-aJAPECHBIX JAHHBIX;

YIPO3bl BBIABJICHUS MAPOJICH;

yrpo3bl TUmna «OTKa3 B 00CITy KUBAHUNY,

yYIPO3bl YAAICHHOTO 3alyCKa MPUI0KEHUH;

yYIPO3bl BHEAPECHHUS TIO CETH BPEJOHOCHBIX MTPOTPAMM.

6.6. TunoBasi Moesib yrpo3 0€30MaCHOCTH MEePCOHATbHBIX TAHHBIX,
o0padaTpIBaeMbIX B pacnpeneeHHbIX HHGOPMAITHOHHBIX CHCTEMAX
MEePCOHAJIBHBIX TAHHBIX, HMEIOIIHNX MOJKJII0UEeHHEe K CeTIM CBSI3H 0011ero
MOJIb30BAHUS U (MJIH) CeTAM MeKAYHAPOAHOro HHGpOPMALIMOHHOI0 00MeHa

[Tpu obpadotke 11/1n B pacnpenenenubix UCIT/IH, uMerommx noAKIIOUEHHE K
CeTIM  CBSI3M  OOIMIEro  MOJb30BaHWUA W (WIH) CETIM  MEXKIYHApPOIHOTO
uH(}OPMAITMOHHOTO 00MEHA, BO3MOXKHA peanu3anud cieaytomux Y bIJIH:

yTPO3bl YTEUKHA WHPOPMAITAH TI0 TEXHUIECKUM KaHaJIaM;

yrpo3sl HCJI k I1/Tn, oOpabaThiBaeMbiM Ha aBTOMATH3MPOBAHHOM padoueMm
MECTE.

Yrpo3sl yreukn nHPOPMAITAX TT0 TEXHUYECKAM KaHajaM BKITIOUAIOT B CeO:

yTPO3bl YTEUKH aKyCTUUECKOH (peueBoii ) mHGOpMaIHH,

yTpo3bl YTEUKHA BHIOBOH MH(MOPMAIIHH,

yrpo3sl yTeukn napopmaruu o kanary [IOMUH.

Bosnuknosenne VYBIIJ[H B paccmarpuBaembix MHCII[IH 1o TexHUUYECKUM
KaHaJlaM XapaKTEePU3YyeTCs TEMH K€ YCIOBHUAMH | (akTopamu, YTO H I
npeapaymx Tamnos UCII/IH.

Yrpozst HCJl cBsizanbl ¢ ACUCTBUAMHU HApYLIUTEAEH, MUMEIOIIMX JOCTYI
k HCIIJIn, Bxmouas monaszoBatened MCIIJlH, peanu3yiommx  yrpo3bl
Henocpeacreenno B MCIIJ[H, a Takke HapymiudTesaed, HE HMMEIOMIUX JI0CTyma
k UCIIJIH, peanu3yonuyx yrpo3sl U3 BHEITHUX CETEH CBSI3M OOIIEro MoJib30BaHUS U
(unm) ceTeit MeXIyHApOIHOTO MHPOPMAIITMOHHOTO OOMEHA.

Yrpozst HCJI, cBsizaHHbie ¢ ACHUCTBUAMHU HAPYLIUTEACH, UMEIOIIHUX TOCTYI
Kk UCII/IH, aHajioru4HbBl TE€M, KOTOpble UMEIOT MecTO B pacnpeneneHusix UCII/IH,
HE UMEIOIIECH MOAKIIIOUEHUA K ceTAM 00lero noyibzoBanusa. Kpome toro, B Takoit
HUCII[IH uMeroT MECTO Yrpo3bl, PeaIu3yeMble € HCHOJIb30BAHUEM MPOTOKOJIOB
MEKCETEBOT0 B3aUMOACHCTBUA U3 BHELTHUX CETEH, B TOM YHCIIC:

yrpo3sl  «AHamm3a ceTeBoro Tpadukay ¢ TEpexBaToM IepeaaBaeMoit
u3 UCII /I u npuanmaemoii B8 UCII/lH w3 BHEITHUX ceTel mHpOopMaInm,
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YIPO3bl CKAaHWUPOBAHHWA, HAIPABJICHHBIC HA BBISABJICHUC THUIIA WJIH THUIIOB
HCTIOJIb3YEMBIX OTIEPAIMOHHBIX CHUCTEM, CETEeBBIX aapecoB padoumnx cranmuit MCII/IH,
TOMOJIOTMU CETH, OTKPBITHIX MOPTOB U CITY>KO, OTKPBITHIX COEAMHEHUH U JIp. ;

yIpo3bl BHEAPECHUS J10:KHOTO 00bekTa Kak B UCIT/IH, Tak 1 BO BHEIIHUX CETAX;

yYIPO3bl MOJMEHbBI JOBEPEHHOTO 00BEKTA,

YIPO3bl HABA3BIBAHUA JIOKHOTO MapLIpyTa MYTeM HECAHKIHOHWUPOBAHHOTO
W3MCHEHUA MaplIPYTHO-aJAPECHBIX JAHHBIX KAaK BHYTPH CETH, TaK MW BO
BHEIIHUX CETX,

YIPO3bl BBIABJICHUS APOJIEH;

yrpo3bl TUmna «OTKa3 B 00CITy KUBAHUNY,

YIPO3bl YIAICHHOTO 3aMyCKa NPUIOKEHUH,

YIPO3bl BHEAPEHUA MO CETU BPEAOHOCHBIX NPOTPAMM.



